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Abstract

Finding vulnerabilities in applications’ source code is a paramount task to guarantee the security of software systems. With
the multitude and variety of available tools for vulnerability detection, practitioners are puzzled when selecting the most
suitable approach to adopt in the projects they work on. Unfortunately, the tools cannot be easily compared as they belong
to inherently different categories, i.e., static analysis, dynamic analysis, and machine learning, which makes it hard to
understand the adequate solution for a project. We recognize the lack of a detailed comparison among existing approaches for
vulnerability detection and propose a new way to compare the tools with each other. Specifically, we envision a “tournament-
like” comparison of the best tools in different categories under several aspects, such as the number of vulnerabilities detected,
execution time elapsed, and false alarms raised. By performing a multivocal literature review, we plan to gather information
about the existing tools for vulnerability detection and the related benchmarks; then, we design a comparison study among
the reproducible tools to determine the best solution under different scenarios. We expect our contribution to be impactful

for practitioners struggling with selecting a tool to employ among the many available options.
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1. Introduction

Software is becoming more and more critical for perform-
ing basic daily tasks. Software companies are commit-
ted to developing high-quality products that can reliably
and efficiently fulfill all requirements. However, the sole
assessment of functional aspects is not enough [1, 2];
non-functional requirements must also be considered to
ensure the creation of high-quality software [3]. Over the
last decades, several models for measuring and monitor-
ing such non-functional aspects have been defined [4, 5].
In particular, security, i.e., the software’s ability to with-
stand malicious attacks [6], has drawn great attention
from researchers and practitioners. The building of
highly-secure applications often translates into detect-
ing and removing as many security issues as possible to
minimize the risk of being attacked by malicious users.
Such issues, a.k.a. software vulnerabilities, appear in
the source code due to improper design decisions, e.g.,
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sending sensitive data over an insecure channel,' or over-
looked programming mistakes, e.g., using an inadequate
sanitization of user-supplied inputs when querying an
SQL database.” Vulnerabilities represent entry points
that malicious attackers can exploit to reach their goals,
such as denying the correct operation of the system or
stealing the data it manages.

Finding as many vulnerabilities as possible before de-
ployment is crucial to minimize the risk of exploitation
during software evolution. The task of deciding whether
a given program contains security issues or not is called
vulnerability detection (a.k.a. discovery or identification),
and it is far from being trivial: it has been demonstrated to
be undecidable [7, 8]. This means that a “perfect” method
that properly detects all the vulnerabilities in the code
and marks as non-vulnerable all the safe components can
never exist [9, 10]. Thus, one can only propose partial
or approximate solutions to such a problem. Currently,
many approaches and automated tools are available in
the state of the art and practice, each with its peculiarities,
strengths, and weaknesses [11, 12, 13].

Although the availability of several automated vulner-
ability detection tools is a valuable advantage for practi-
tioners, it might pose a serious threat. Namely, develop-
ers might opt for the most-adopted solutions, resulting
in sub-optimal choices as the selected tools might not fit
the specific project needs and constraints. For instance,
in web-based applications with a short release cycle, de-
velopers should opt for tools that can be executed rapidly
and continuously, disregarding tools that make through-

!CWE-311: https://cwe.mitre.org/data/definitions/311.html
2CWE-89: https://cwe.mitre.org/data/definitions/89.html


mailto:eiannone@unisa.it
mailto:gisellitto@unisa.it
mailto:vpontillo@unisa.it
mailto:fferrucci@unisa.it
mailto:fpalomba@unisa.it
https://emaiannone.github.io/
https://giuliasellitto7.github.io/
https://valeriapontillo.github.io/
https://docenti.unisa.it/001775/en/home
https://fpalomba.github.io/
https://orcid.org/0000-0001-7489-9969
https://orcid.org/0000-0002-5491-0873
https://orcid.org/0000-0001-6012-9947
https://orcid.org/0000-0002-0975-8972
https://orcid.org/0000-0001-9337-5116
https://creativecommons.org/licenses/by/4.0
http://ceur-ws.org
http://ceur-ws.org
https://cwe.mitre.org/data/definitions/311.html
https://cwe.mitre.org/data/definitions/89.html

out scans. We hypothesize that this scenario comes true
due to the absence of a detailed comparison of all the
currently-available techniques for vulnerability detection,
particularly when their type of analyses, i.e., static, dy-
namic and machine-learning-based, is considered. Indeed,
if developers were aware of the existence of benchmarks,
they could be better supported in the tool selection. Such
benchmarks would represent a catalog highlighting their
peculiarities supported by empirical evidence. However,
to the best of our knowledge, such empirical evidence
does not exist yet.

We aim to fill this gap by comparing existing auto-
mated vulnerability detection techniques to assess their
effectiveness and differences from a practical standpoint.
We envision two main phases in our study, ie., (1) a
Multivocal Literature Review for collecting the available
tools and benchmarks and (2) a comparison study per-
formed in a tournament-like fashion. Namely, we plan
to compare the tools within their belonging category
(i.e., static analyzers, dynamic analyzers, and machine-
learning-based prediction models) first and then compare
the “winners” of each category with each other. We en-
vision that our work will provide impactful knowledge
to both researchers and practitioners, as the former can
get empirical evidence of the characteristics of each tool,
and the latter can leverage the results to properly choose
the best solution to employ in their real-case scenarios.

In the following, we first summarize the relevant litera-
ture on automated vulnerability detection; afterward, we
present our research method idea and then we conclude
by reflecting on the expected impact of this work.

2. Background & Related Work

2.1. Automated Vulnerability Detection

Software security researchers and practitioners have pro-
posed many automated solutions to detect vulnerabilities
in the code [11, 12, 13].

Most of them rely on static code analysis to spot re-
curring weak code patterns [14] or detect unusual data
flows via taint analysis [15] without executing the code
under analysis. Some notable examples are FORTIFY [16],
FLAWFINDER [17], and FLowDRroID [18]. These tools per-
form particularly well at finding specific vulnerabilities,
such as buffer overflow or SQL injection flaws, while
struggling for others, like those related to authentication
mechanisms and dynamic access control. Static analyzers
are known to raise many warnings, most of which are
false alarms, having a negative impact on the inspection
workload required to developers [19].

Another relevant portion of solutions leverages con-
crete executions of the system under analysis—i.e., dy-
namic analysis—to identify unusual behaviors that hint

at the presence of vulnerabilities. For instance, OWASP
ZAP [20] stimulates the tested system with specially-
crafted inputs and interprets the response to assess the
presence of a vulnerability. AMERICAN Fuzzy Lop [21]
seeds the system under test with random inputs that are
continuously mutated to maximize the chance of detect-
ing crashes, buffer overflows, or other anomalies—such a
technique is known as fuzzing [22]. Fuzzing tools require
a corpus of seed inputs provided by the analysts them-
selves; this drawback has been addressed by DART [23],
which is entirely automated and does not need any start-
ing set of inputs. Yet, the execution time of dynamic ana-
lyzers represents their most serious disadvantage, mak-
ing the tools much more difficult to employ in IDEs or
CI pipelines—though initiatives are aimed at simplifying
this process, such as OSS-Fuzz [24]. Despite having a
lower chance of raising false positives, they still struggle
to uncover vulnerabilities that demand a very restricted
set of inputs to be observed.

Hybrid vulnerability detection solutions leverage static
and dynamic analysis to take advantage of their benefits
and mitigate their drawbacks. This is the case of sym-
bolic execution [25, 26]: rather than supplying the target
program with real input values, symbolic execution tools
execute the code—with an interpreter—with “symbolic in-
puts”, representing multiple possible inputs at once. The
objective is to assign each execution path a constraint
expressed on the input values so that its resolution will
generate an input that will cover that execution path.
CUTE [27], KLEE [28], and FuzzBALL [29] are some of
the most popular tools implementing symbolic execution.

More recently, machine learning has been employed
to discover software vulnerabilities affecting files or func-
tions [30, 31], though no solutions have been adopted
outside academic or industrial research. Relevant propos-
als available in the literature are VULDEEPECKER [32],
VCCFINDER [33], and TROVON [34, 35]. Similarly to
static analysis approaches, vulnerability prediction mod-
els (VPMs) still report many false positives, likely caused
by poor diffuseness of vulnerable components compared
to non-vulnerable ones.

2.2. Survey & Comparison Studies

Shahriar and Zulkernine [11] surveyed many vulnerabil-
ity detection approaches available at the time of the study
(2011), leveraging a wide range of techniques pertaining
to static, dynamic, and hybrid analysis. The paper com-
pared dozens of techniques by analyzing the content of
the papers where they are described without providing
a benchmark—i.e., executing them on a dataset to ob-
serve their performance. The approaches were compared
under several aspects, like their core technique, the gran-
ularity of analysis, the targeted vulnerability type, and
the supported languages. The work also reviews exist-



ing secure programming mitigation strategies to remove
vulnerabilities from the source code. Despite this, the
paper does not describe how the surveyed techniques
were selected in detail, i.e., the adopted selection method
seems not systematic.

Ghaffarian and Shahriari [13] built upon the described
review by adding machine-learning-based approaches in
the loop, which have been largely adopted in for detect-
ing software vulnerabilities since the last decade. The
authors identified four main types of ML-based vulner-
ability detection techniques: (i) supervised prediction
models leveraging features derived from traditional soft-
ware metrics, e.g., function’s complexity or file size; (ii)
prediction models leveraging features extracted automat-
ically from source code, e.g., text or graph representa-
tions; (iii) unsupervised anomaly detection techniques,
e.g., association rule mining and nearest neighbors; and
(iv) miscellaneous approaches, such as classifiers trained
on the output of taint analysis tools. Analogously to
the work by Shahriar and Zulkernine [11], there is no
indication of how the surveyed techniques were selected.

Lin et al. [36] surveyed the literature to find approaches
adopting deep-learning-based solutions to detect soft-
ware vulnerabilities with the goal of understanding the
extent to which such models can capture the underlying
semantics of vulnerabilities. Specifically, the authors cat-
egorized the previous work according to the feature rep-
resentation adopted, i.e., (i) graph-based representations
rely on Abstract Syntax Trees (ASTs) and/or Program De-
pendence Graphs (PDGs), etc.; (ii) sequence-based repre-
sentations rely on structures like stack traces, call chains,
or data flows; (iii) text-based representations rely directly
on the code text; and (iv) mixed representations that
combine different representations.

Zaazaa and Bakkali [25] focused on dynamic analysis
approaches alone, describing the advantages and disad-
vantages of the most popular techniques, like KLEE [28],
TaintScope [37] and AFLFasT [38], belonging to three
(possibly overlapping) classes: (i) dynamic taint analyz-
ers, (ii) fuzzers, and (iii) symbolic execution engines. The
study also reports an overview of the performance scored
by a subset of the surveyed approaches based on the eval-
uation already available in the literature. For instance,
KLEE [28], a dynamic symbolic execution engine, eval-
uated on 90 programs in GNU CoREUTILS managed to
generate test cases covering an average of 82% state-
ments. On the same set of programs, the AFLFAST [38]
fuzzer discovered much more vulnerabilities than KLEE
at the price of longer running time. The AEG (Auto-
matic Exploit Generation) tool [39] discovered 16 control
flow hijacking vulnerabilities—two of which were never
discovered before—in 14 open-source C/C++ projects.

From an empirical perspective, Austin et al. [40] com-
pared four vulnerability discovery technique types based
on manual and automated analysis. They conducted three

case studies on three Electronic Health Record (EHR)
systems evaluating the effectiveness of (i) exploratory
manual penetration testing, (ii) systematic manual pene-
tration testing, (iii) automated penetration testing, and
(iv) automated static analysis. Exploratory manual pene-
tration testing involves exploring the application without
any precise schema and aided by tools like debuggers or
network traffic monitors. The systematic manual pene-
tration testing, proposed by Smith [41], selects and gen-
erates test cases starting from functional requirements.
Automated penetration testing relies on a tool—like IBM
RaTionAaL AppScAN—that crawls the web application and
tries several pre-made tests to uncover vulnerabilities.
Automated static analysis—in this case, FORTIFY 360—
consists in running a traditional static analyzer. They
discovered that the evaluated techniques have variable
performance. Static analysis has the highest discovery
rate—at the cost of a large number of false positives, i.e.,
false alarms—while all the other techniques detect way
fewer vulnerabilities, most of which pertain to injection-
type vulnerabilities, e.g., SQL Injection and Cross-site
Scripting (XSS). The techniques have some orthogonality,
i.e., one technique is able to discover vulnerabilities that
other approaches miss.

Arusoaide et al. [14] went deeper into investigating the
performance of static analyzing in C/C++ code. They run
more than 10 static analyzers, including popular tools
like FLAWFINDER [17] and CPPCHECK [42], on the Toyota
ITC dataset, containing 639 synthetic C/C++ pairs of
snippets, one affected by a security bug and the other
without it. The study reports a similar outcome to Austin
et al. [40]: different tools perform differently depending
on the vulnerability type. The only exception stands in
the static analyzer integrated with CLaNG’, which found
many vulnerabilities at the cost of less precision.

Antunes and Viera [43] benchmarked eight automated
vulnerability detection tools, namely four dynamic ana-
lyzers, three static analyzers, and one anomaly detector,
for discovering SQL Injection vulnerabilities in SOAP-
based web services application. The anomaly detec-
tor and two static analyzers—i.e., FINDBuUGs [44] and
Yasca®—resulted in having the best F-measures. Due
to the mediocre results scored by the dynamic analyzers,
they were reassessed on another application, obtaining
analogous results for all four tools.

Framing the current research with our goal. We
observe that the current research focused on describ-
ing the various approaches but only a minority of them
compared the effectiveness of existing tools on realis-
tic benchmarks. Despite this, the comparison studies
are restricted to analyzing a single class of techniques
and vulnerabilities. Our work addresses such a knowl-
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Figure 1: Graphical description of our research method proposal. The gray box represents an iteration of the tournament-like

comparison for a given benchmark dataset.

edge gap by performing a comprehensive comparison
of existing tools for automated vulnerability detection,
evaluated in a tournament-like fashion, under multiple
publicly-available benchmarks.

3. Research Method

3.1. Research Statement

The goal of this study is to perform a detailed comparison
of existing automated vulnerability detection approaches,
with the purpose of providing developers with empirical
evidence on the suitability of such solutions for their
specific real-case scenarios. The perspective is of both
researchers and practitioners; the former are interested
in leveraging comprehensive and sound work to assess
the characteristics of the solutions proposed, while the
latter are concerned about the availability of a catalog of
approaches evaluated and compared among each other,
to select the most suitable in their use case. The context
of our study consists of a set of automated tools for vul-
nerability detection and a set of evaluation benchmarks
that have been employed in the existing literature. In
particular, we aim to compare the reproducible tools to
assess their performance on reliable benchmarks. First,

we need to find the range of available tools; hence we
ask:

Q RQ;. What are the existing automated tools for vul-
nerability detection?

By answering this research question, we aim to collect
a comprehensive set of the available solutions that we
plan to evaluate and compare on common ground. There-
fore, we need reliable datasets and benchmarks where
our experiments are performed, and we ask:

Q RQ2. What are the datasets and benchmarks used to
evaluate vulnerability detection tools?

The first two research questions are meant to gather
the experimental objects with which we can answer the
third research question:

Q RQs. How do vulnerability detection tools perform
under different benchmarks in terms of detection rates,
analysis rates, and output understandability?

The following section describes our plan for answering
the research questions formulated.



3.2. Study Design

The research method we design involves two main steps,
depicted in Figure 1. We first plan to perform a Multivo-
cal Literature Review (using the guidelines provided
by Garousi et al. [45]) with the double goal of answer-
ing RQ; and RQ3. On the one hand, we will collect
all automated solutions from literature and online re-
sources, with particular attention to static, dynamic, and
machine-learning-based detectors. On the other hand,
we will gather resources reporting datasets and bench-
marks containing projects affected by recognized and
mapped vulnerabilities, e.g., the Vulnerability History
Project.” We plan to carry out the search on ACM DicI-
TAL LIBRARY,® IEEE XPLORE,” and Scopus,® for the formal
literature, and GooGLE search engine to search for the
grey literature and other online resources. As for the
search query, we propose the following:

((“automat® OR “tool” OR “techinique”) AND (“vul-
nerabilit*” OR (“security*” AND (“flaw” OR “bug” OR
“issue”))) AND (“detect™” OR “analyze*” OR “analyse*”
OR “identificat*”)

Once we gain information about tools and benchmarks
that have been developed and released, we will select
only those that are publicly accessible. From the tools
perspective, we select only the tools that can be replicated
without blocking issues. Namely, we consider only the
tools with sufficiently detailed documentation (a README
file can be enough) that explain how to install and run the
tool. Then, we test if the tool functions correctly on toy
projects to observe how it behaves and whether it raises
runtime errors. In case of complex issues, we will contact
the corresponding contact (if any) to help us solve the
issue. Should the problems not be addressed, the tool is
discarded from the study. From the benchmark perspec-
tive, we expect them to be collections of projects with
labeled data, i.e., information about instances of vulnera-
bilities or weaknesses affecting the code. We assess the
reliability of such data by analyzing their origin and how
they have been labeled and validated. The first output of
the study will be a catalog of tools organized by category,
a collection of projects with labeled vulnerabilities, and
a set of benchmarks to evaluate detection strategies.

Afterward, we compare the performance of the se-
lected tools in a tournament-like comparison, which repre-
sents one of the main contributions of this work and will

SVulnerability History Project:
VulnerabilityHistoryProject

® ACM DiGITAL LIBRARY: https://dl.acm.org

"IEEE XPLORE: https://iecexplore.ieee.org/Xplore/home.jsp

8Scopus: https://www.scopus.com/home.uri

https://github.com/orgs/

be fundamental for answering RQ3s adequately. Specif-
ically, the tools are first compared within their belong-
ing category, e.g., static analyzers are compared with
other static analyzers to avoid unfair comparisons. For
instance, comparing a static analyzer with a dynamic
analyzer might penalize the former as they are gener-
ally less precise than the latter due to their nature. The
comparisons consist of executing the tools on a given
benchmark to assess their performance on a common
set of projects and vulnerabilities. This means that for
each N benchmark, there will be N reiterations of the
tournament. Finally, the winners of each of the three
categories—i.e., static analyzers, dynamic analyzers, and
machine-learning models—will be compared in a “final”
bout that will decree the winner on that benchmark. We
point out that assessing the best one on all fronts might be
difficult since the tools can be evaluated under many dif-
ferent perspectives, i.e., with diverse performance metrics.
Hence, we plan to involve a wide range of metrics com-
monly adopted in literature for evaluating these kinds
of tools, measuring aspects like (i) the discovery rate of
vulnerabilities, (ii) the rate of analyzed components (e.g.,
code elements) per time unit, and (iii) the understandabil-
ity of the output. Other than comparing the tools under
each metric individually, we also plan to find the best
trade-off among a combination of multiple metrics.
Other than declaring the winners of each category
from the metrics perspective, we also analyze the com-
plementarity of the tools, i.e., how the findings of one
can integrate the findings of another. Namely, we aim
to identify those cases where all the tools, or the tools
belonging to a specific category, fail at recognizing cer-
tain vulnerabilities Such an analysis will be helpful in
understanding the recurring patterns that lead the tools
to fail. Symmetrically, we aim to spot those cases where
the tools find no trouble detecting certain vulnerabili-
ties, reflect on why this happened, and elaborate on the
quality of currently available datasets and benchmarks.

4. Final Remarks

We presented our research plan to provide a detailed
comparison of the currently-available techniques for vul-
nerability detection belonging to different categories. We
expect this work can help researchers and practitioners
better understand security tools’ real performance. Our
research lays the foundations for an automated recom-
mendation tool that supports developers in selecting the
best suite of vulnerability detectors optimized for the
projects’ specific needs. Besides, our work can encour-
age the development of next-generation vulnerability
detectors that employ a smart combination of existing
approaches, in hope of providing more accurate and ac-
tionable vulnerability reports.
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