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Abstract—Digital Twins (DTs) have emerged as a platform
to underpin and drive the decision-making of its Real Twin
(RT). The quality of the decision-making provided by the DT
depends upon the degree of its fidelity with respect to the
RT and will ensure the RT’s behaviour is inside the envelope
of acceptability (EoA). A DT is seen as an abstraction of
its Real Twin (RT), where the decision support is at heart.
The paper offers a conceptualisation of DTs that serves as a
reference architecture to guide the instantiation of technical
solutions. The conceptualisation offered allows stakeholders a
common ground to develop technical solutions while focusing on
the feedback loop for decision-making. Particularly, the paper
focuses on the concept of the Fidelity of DTs and the fidelity
assessment as a way to quantify and appraise how well the
properties mirrored by a DT are aligned with the properties of
the Real Twin (RT) to ensure the acceptability of the resultant
behaviour. The proposed conceptualisation has been applied to
the characterisation of classes of applications. As a proof of
concept, the fidelity assessment has been applied to two different
substantial cases to evaluate the fitness of a DT to fulfil its role.

Index Terms—Digital Twins, Runtime Models, Fidelity,
Decision-Support

I. INTRODUCTION

Internet-connected devices surround us everywhere: from
wearable electronics [1], [2] to networked IoT systems used in
Agriculture [3], Transportation [4] among other domains (Dig-
ital Health, Manufacturing, Banking, Smart Cities [5]). The
high number of sensors connected generates large amounts of
data. Generated data is replicated to the Digital Twin (DT), e.g.
using Machine Learning. The DT is used to provide analysis
and to predict possible scenario outcomes. Essentially, DTs
are used as decision-support systems [6], [7] to enable the
DT to influence the RT by informing and/or issuing control
inputs [8]. The quality of the decision-making provided by the
DT depends upon the degree of its fidelity [5] with respect to
the RT. Given the broad number of domains, a wide range of
different purposes and stakeholders that use DT technologies,
the terms used can be confusing. Like other initiatives [9]–
[13], this paper conceptualises DTs and the Twining Process
with its RT that serves as a reference architecture to guide
the instantiation of technical solutions. The authors argue that
the main goal of a DT is to support decision-making about
how the RT would need to react during specific scenarios or,
at least, to synthesize insights that would be leveraged by the

RT [14]. The DT meets these goals by the use of different
techniques such as predictive [8], [12], what-if-analysis [15],
[16] and simulations [17], [18].

A concern in the area of research on decision-making is
to find techniques that ensure the resultant behaviour of the
system is inside of the Envelope of Acceptability (EoA) [19],
[20]. Therefore, an issue that has increasingly attracted the
attention of researchers is the assessment of the fidelity of
the DT with respect to the RT [21], [22], whose behaviour is
affected by the recommendations and adaptations dictated by
the DT. This paper focuses on assessing the fidelity of DTs,
i.e. the accuracy of the properties mirrored by the DT with
respect to the RT’s properties.

The main contributions of the paper are two-folded:
1) A conceptual framework for DTs that focuses on feedback
loop for decision support provided by the DT. The DT mirrors
the RT’s properties at the abstraction level defined by the
models used. The conceptualisation serves as a reference
architecture to support communication among stakeholders
to decide on technical and design solutions. The conceptu-
alisation enables the use of different techniques for fidelity
quantification according to the role of the DT and the domain.
2) A technique for quantifying the fidelity of the DT based on
Logistic Regression.

As a proof of concept, we have applied (1) and (2) to two
substantial examples from the networking and IoT domains
[23], [24] taken from software artefacts available for experi-
mentation).

The paper is organized as follows: Section II presents the
background on decision-making under uncertainty and DTs.
Section III presents our proposed Conceptual Framework for
DTs for Decision-Support. Section IV describes the assess-
ment of Fidelity of the DTs and experimental evaluations.
Section V contrasts the contributions of the paper against
related work. Section VI concludes the paper and outlines
future research opportunities.

II. BACKGROUND

This section provides the background for decision-making
under uncertainty and Digital Twins as follows:



A. Decision-Making under Uncertainty

The decision-making process is usually modelled as a
decision-making agent which performs actions based on the
observations from its potentially volatile environment [25], as
shown in Fig. 1. The decision-making agent refers to either
physical entities such as humans or robots, or it could also be
a decision-support software-based system [7]. These decision-
making agents can be designed using different approaches
based on machine learning (supervised, unsupervised and re-
inforcement learning) [26], optimization [27], fuzzy inference
[28] or simply rule-based techniques.

Fig. 1: Agent based Decision-Making Process (from [25])

Decision-making under uncertainty [25], with respect to the
role of humans in the decision-making process, can be seen
in a broad spectrum, which can be divided into four regions:
(a) automated functions collect and aggregate information to
support human decisions. (b) automated functions for decision-
making can suggest possible courses of action for humans
to consider. (c) if automation technologies can be entrusted
autonomic systems with making—and acting on—lower-level
decisions and humans need to make relatively less frequent,
predominantly higher-level decisions, the system will carry out
automatically, Finally (d) where the system can be entrusted
to fully autonomous decision making that does not require
explicit human control. Decision-making with the human-
in-the-loop or human-machine teaming [29] is represented
by (a), (b), and (c), while (d) entitles autonomous decision-
making [30].

As Fig. 1 suggests, the decision-making agent uses feedback
control loop. Therefore, the architectural pattern Monitor-
Analyze-Plan-Execute over the Knowledge base (MAPE-K)
has been proposed [31], [32]. The MAPE-K vision was first
introduced by IBM [31]. The feedback control loop has four
functional phases: Monitor, Analyze, Plan and Execute. All
of these phases share common Knowledge to support the
decision-control mechanism. Hence, this architectural control
loop is known as MAPE-K loop in short. The phases of the
MAPE-K loop are described as follows:

a) Monitor: During the Monitor phase the managing system
observes and collects data from the managed system. This
collection of data is done using sensors connected to the
managed system.

b) Analyze: During the Analyze phase the managing system
performs inspection and pre-processing of the monitored data
to support the Plan phase.
c) Plan: Based on the result of Analyze, during the Plan
phase, the decision-making agent selects the actions to be
performed based on predictions and optimization.
d) Execute: During the Execute phase the decision-making
agent performs the planned actions over the managed system.
e) Knowledge: The knowledge required by the managing
system to support all phases of the loop, i.e. the data of
the managed system and its environment, as well as goals
and other relevant states shared by the other MAPE compo-
nents [33].

Furthermore, according to [31] the MAPE-K vision for
decision-support comprises two main components [34], which
are i) the managed system that would eventually be the RT
and ii) the managing system. The managed system refers to
the application logic. On the other hand, the managing system
refers to the decision-making agent, which drives the feedback
control loop. When there is a substantial degree of autonomous
decision-making (such as in (c) and (d) described above),
self-adaptation and self-management capabilities are offered to
cope with the uncertainty that will be solved at run-time [19],
[34], which is the case of Self-Adaptive and Autonomous
System (SAS). Uncertainty arises due to different reasons, the
stochastic nature of events in the environment, limited sensor
capabilities, and difficulties in predicting how the modification
of system services will affect the system’s behaviour and the
system goals [34]. Therefore, based on the observations of
its environment, the decision-making agent performs actions
to deal with environmental uncertainty and also satisfy the
system’s objectives [35], [36].

B. Digital Twins

According to [37], a DT of an original real system (i.e the
RT) comprises (1) a set of models of the system that mirror the
original real system, (2) a set of digital shadows that include
a set of data traces collected, aggregated and abstracted for a
specific purpose with respect to the original real system, and
(3) a set of services to use the models and data with respect
to the original real system (i.e. the RT) for a specific purpose.

A number of conceptualizations of DTs have been de-
veloped [9]–[11]. According to these conceptual frameworks
and the definition presented above, the DT system comprises
three main components: 1) the DT, 2) the Physical Twin
(PT), and 3) the connections between them that are typically
represented through data flows. In [38], a Models and Data
Framework, called MODA, is presented. According to the
MODA framework, different models exist that have a purpose
and play different roles: Descriptive, Predictive and Prescrip-
tive depending on the purpose of the model.
-A Descriptive model refers to the representations of current
and/or past aspects of the actual system (i.e. the RT) to
facilitate analysis and planning.
- A Predictive model supports the prediction to allow decision-
making.



- A Prescriptive role refers to driving the application of
the actions on the actual system. Furthermore, the Data in
the MODA framework refers to the three kinds of data:
input/output data, measured data, and external data for the
real system. The data is processed by Descriptive, Predictive,
and Prescriptive models in order to provide adaptation actions
for the real system [38].

According to [12], based on the MODA framework, a DT
is defined as a virtual representation of an Actual System (i.e.
the RT) that is continuously updated with data throughout its
life-cycle and, at the same time, can interact with and influence
the Actual System. The conceptual framework, offered in
[12], describes the DT and its components: Data and Models
(Descriptive, Predictive and Prescriptive), as shown in Fig. 2.
The conceptual framework comprises a DT connected to an
Actual System that exists within its environment. The Actual
System produces data that are related to different aspects of
the system, and the DT captures the data and uses a set of
models to carry out different operations/actions on the Actual
System. Based on the conceptual framework, a DT consists of
a set of models and data associated with the Actual System
that enables the creation of a set of services, corresponding to
the functionalities provided by the DT. For instance, the DT
can use simulation to support decision making for maintenance
the Actual System based on availability of resources or new
user requirements. The Models and Data components of the
DT are described as follows:

Fig. 2: Digital Twin Framework based on MODA
Framework [38] (from [12])

1) Models : The Models in a DT focus on different
aspects of a system. The models are of three different types:
Descriptive model, Predictive model, and Prescriptive model
as shown in Fig. 2. A descriptive model reflects the sys-
tem or the system’s environment in a descriptive manner,
representing current or past aspects of the Actual System
to support understanding and analysis of the Actual System.

The predictive model predicts information that has not been
measured, allowing trade-off analysis and supporting decision-
making for the Actual System. The prescriptive model is a
description of the system to be realized and refers to the
prescriptive measures being carried on the Actual System.

2) Data : The data component of the DT presents repre-
sentation of the current and past data about the Actual System.
The Data is used to reflect the different aspects of the Actual
System in the models of the DT. Moreover, the DT system
also allows the dataflow between the models (descriptive,
prescriptive and predictive) to support the reflections offered
by the DT for the Actual System. The dataflow consists of
the monitoring and generalizing of the data gathered from
the Actual System, data flow for analysis and planning and
execution of the control mechanisms offered by the DT for the
Actual System. The dataflows are presented by the arrows in
the Fig. 2. Moreover, the data component also contains Digital
Shadows as data structures which offer one-way dataflow
between the state of the Actual System and the DT.

In [39], a conceptual, high-level framework for using DT
as run-time predictive models for resilience, self-healing and
trustworthy autonomy of CPS is presented. The framework
integrates the MAPE-K self-healing loop into the DT at
multiple levels of the CPS.

Next, we present our conceptualization of DTs for decision-
support.

III. CONCEPTUALIZATION OF DIGITAL TWINS FOR
DECISION-SUPPORT

This section describes a conceptualization of the DTs for
decision support. A DT conceptualisation framework is pro-
vided and uses the MAPE-K loop to drive the flow of data and
mirror the properties of the RT, therefore, supporting decision-
making for the RT. The DT conceptualisation framework for
decision-support is presented in Fig. 3. The DT framework
comprises two main twined components, which are described
as follows:

1) Real Twin (RT): represents the Actual System which is
known as the managed system in MAPE-K loop. The RT is
monitored and is the recipient of the adaptations when they
take place.

2) Digital Twin (DT): represents the managing system, as
in MAPE-K loop. The Knowledge base K of the DT holds the
run-time models that support the MAPE feedback control loop
i.e. Monitor, Analyze, Plan and Execute over Knowledge base.

Defining the Twining Process as in Fig. 3 enables stake-
holders to explicitly model the co-evolution of the RT and its
DT over time. The DT learns about the state of the RT based
on the incoming observational data (M). The internal DT run-
time models are updated based on the incoming data, to be
then evaluated to provide accurate predictive and simulation
analysis via the Analysis (A) and planning (P). This enables
the DT to update the RT accordingly by informing and/or



Fig. 3: Conceptual Framework for Digital Twins for Decision Support

executing (E) control inputs. This two-way coupled system
is modelled as a causally-connected system supported by the
run-time models [40], [41], which is defined next:

Definition 1: Causally-connected Twining RT / DT: is
supported by the run-time models in the DT, and means
that if the RT changes, the run-time models in the K Base
should also change accordingly (via the monitored data (M)).
Vice versa, if the run-time model is updated (due to results
from predictive capabilities in (A) and (P)), then the RT will
change accordingly (via the enacting (E)).

The different perspectives and related capabilities offered
by the DT according to the proposed conceptualisation are
described next:
- Descriptive Perspective: The DT framework uses run-time
models as the Knowledge Artefacts to consistently mirror the
RT’s properties that describe the current state of the RT. The
DT capability, offered by the DT, to maintain the mirrored
value representations of the RT constitutes the Descriptive
Perspective of the DT.

The run-time models also underpin the Predic-
tive/Simulation and Prescriptive capabilities to carry out
the Analyze, Plan and Execute steps.
- Predictive/Simulation Perspective: The Predic-
tive/Simulation capability supports the DT to be able to
analyse the current state of the RT (via the run-time models
in the Knowledge Base) and make predictions to plan the
adaptations.
- Prescriptive Perspective: the associated capability of the DT
enables it to carry out the execution of the selected adaptations
on the RT.

When working with a causally-connected Twining RT / DT,
simulations and adaptations can be exercised at the DT level
(via the run-time model) rather than directly on the RT [40],
[42], [43] providing risk assurance. Furthermore, to support

the agent-based decision mechanism, which is applied in the
phases of Analysis and Planning, different techniques can be
used based on the domain problem, e.g. based on machine
learning, optimization, planning, reinforcement learning or
fuzzy inference [25]. These techniques will allow accurate
predictions and simulations using the mirrored values in the
DT. Different techniques will state different ways to measure
Fidelity, as will be discussed and illustrated in the next section.

The properties of the RT, which the DT mirrors, can be
either dynamic or static. Contrary to the static properties,
dynamic properties evolve over time, and so are the corre-
sponding mirrored properties by the DT. Based on these types,
there are two kinds of DTs: DTs with Causally-connected
twining DTs and Shadowing DT.

Dynamic properties, therefore, are associated with DTs that
drive a feedback loop MAPE-K where the RT and the DT
have a Causally-connected twining to provide the mirroring
(See Definition 1).

As for static properties, they will not change over time and,
therefore, won’t have a feedback loop associated. They are
associated with Shadowing DTs.

Definition 2: Shadowing DT: A shadowing DT mirrors
the static properties of the RTs with no causal connection.
They lack the full causal connection as they don’t perform
the execute step of the MAPE-K loop.

Examples of Shadowing DT are those used by experts to
gain further understanding and insights about the RT without
the need to enact adaptations. Examples include DTs that
involve simulations: in the healthcare domain as presented
in [44], and bio-medical science [22], where the traces of
the protein structures are mirrored and aligned with the real
structure. The focus of our proposed conceptual framework in
this paper is on the Causally-connected DTs.



A. Run-time Models and Mirrored Property Values

Run-time models provide abstractions of the run-time phe-
nomena [40]. The DT framework that we propose offers
mirroring capabilities for the RT according to the run-time
models at the level of abstraction that they offer, which is
based on the RT’s properties modelled and mirrored by the
DT. The RT properties to be modelled will depend on the
purpose and domain problem of the DT. Hence, the DT
using its run-time model’s Descriptive capability maintains
the Knowledge in the form of Mirrored Property Values for
the Real Properties Values of the RT, as shown in Fig. 3.
Note that the more aligned the Mirrored Property Values are
to the Real Property values, the higher the fidelity is. Hence,
the assessment of these alignments serves as a key for the
assessment of the quality of the DT system.

Next, we present an application example for our proposed
conceptual framework for DTs:

B. Application of the Conceptual Framework

Recently, techniques based on Reinforcement Learning (RL)
[45] have been used to support decision-making in the case
of Self-Adaptive and Autonomous Systems (SAS) [46]–[48].
Hence, for the application of the DT conceptualization frame-
work for decision support, we focus on a DT that makes use
of RL for decision-making for self-adaptation. The RL models
follow a feedback loop based on the interactions between the
agent and the environment, as presented in Fig. 4, which is
a specialisation of the agent-based decision-making process
shown in Fig. 1. In the case of a SAS, we are referring to a
causally connected Twining RT / DT as defined previously.

The agent in the RL process represents the component that
interacts with the environment and is responsible for making
decisions about the actions [45]. Based on the observations
monitored about the current state of the environment, the
agent acts to achieve the desired goal. Based on the actions
performed by the agent, the agent gets a reward as a feedback
signal that indicates how good the action is with respect to
achieving the desired goal. This process is continuous using
the feedback loop. According to the conceptualisation offered
in this paper (see Fig 2) and applied to Fig 4, the Agent is the
DT, and the Environment is the RT.

Therefore, according to Fig. 1, during the decision-support
mechanism, the RL models maintain mirrored property values
of the state of the properties of the RT (i.e. the Environment
in the RL process) that the DT (i.e. the Agent in the RL
process) observes. These mirrored property values can be
in the form of beliefs maintained by the RL models [49].
The belief is actually the Knowledge inferred based on the
data collected about the state of the RT, which the RL run-
time model maintains. Hence, the maintenance of the mirrored
belief values about the state of the RT refers to the Descriptive
Capability of the DT, which the RL run-time models underpin.
Furthermore, the RL model supports the Analysis step of
the MAPE-K loop based on the observations and the run-
time Knowledge in the form of the mirrored values. Based

on this information, Planning is performed using the RL
technique to select the best adaptation action to be applied
on the RT. Both Analysis and Planning steps are part of the
Predictive capability of the DT and applied on the mirrored
belief values provided by the RL run-time models. Once the
adaptation actions are selected, a policy for the adaptation is
formulated using the RL logic, which is then executed in the
form of applying an adaptation action on the RT. The policy
formulation and execution of the adaptations are performed
by the Prescriptive capability of the DT. The execution of the
adaptation action should then result in the improvement of the
state of properties associated with the RT to meet its goal.

Fig. 4: Reinforcement Learning Model: Feedback Process
(from [45])

IV. ASSESSING FIDELITY OF THE DT
As described before, a DT mirrors the specific properties of

the RT at the given level of abstraction, which the model of the
RT properties dictates. For example, the mirrored properties
to be modelled can be the quality properties of the RT such as
performance and reliability [50], [51]. The mirrored properties
can also be about the behaviour and operations of the RT [52].
As discussed previously, the assessment of the quality of the
DT would depend upon the degree of its fidelity. Hence, the
fidelity of the DT can be assessed by evaluating how accurately
the mirrored property values maintained by the DT mirror the
real property values of the RT.

In this section, we present an approach to assess the fidelity
of the DT based on RL to provide decision support for SASs.
The purpose of the DT studied is to provide mirroring of the
quality properties (such as performance and reliability) of the
RT (SAS in this case) [23], [24]. Based on the state of the
quality properties, the DT provides decision-support for adap-
tations to keep the system in the Envelope of Acceptability
[53] with respect to satisfying its quality properties.

Next, we present the experimental evaluations for assessing
the fidelity of DTs that are equipped with RL models. The goal
is to assess the fidelity of the mirrored RT’s properties (in the
cases studied, they are quality properties such as performance,
reliability, or minimisation of energy consumption). We have
applied the evaluation to two example cases from networking
and Internet of Things (IoT) domains [23], [24]. The authors
have been able to use the public software artefacts of the
applications [23], [24] for evaluation purposes, which have
offered us public repositories for the simulations and data



needed for experimentation. The goal of the experiments is
to assess how well the DTs, which use the conceptualisation
provided and are equipped with RL runtime models, mirror
the quality properties of the RT.

As discussed in Section III-B, the RL models maintain
a proxy model of the properties as a belief, which os the
mirrored property value of the real values of the property
in the RT. The state of the RT is represented by the values
(state) of the quality properties. Our research question is
formulated as follows:

“How accurate are the mirrored property values (using the
RL model for the DT) with respect to the RT ?”

With the experiments performed, the goal is to check how
well the mirrored values of quality properties are aligned with
the actual value of the quality properties of the RT over time.
Here, the fidelity of the DT refers to the extent to which
the mirrored values are a faithful representation of the real
state of the quality properties for the SAS. This relationship
between real observations related to the quality properties and
the mirrored values is assessed using Logistic Regression [54].
Logistic Regressionis applied to evaluate the decision-support
for adaptations offered by the DT for the case studies [23],
[24]. It considers both the mirrored values maintained by the
RL model and the network parameters’ values (representing
the real property values) coming from the network environ-
ments [23], [24]. By using Logistic Regression, we want to
check how good the mirrored values in RL models are in
reflecting the state of the quality properties for the RT based
on these values. In the DT, the state of the quality property
is considered as satisfied (i.e. True) if it meets the required
acceptability threshold and vice versa. Due to the binary
nature of the state (i.e. True or False) of the quality properties
[48], [55], Binary Logistic Regression [54] has been selected
for evaluation purposes. It helps study the fidelity of DT to
reflect the states of the quality properties using simple binary
classification. Moreover, the Softmax function [56] is applied
during Logistic Regression to determine the extent to which
a particular mirrored value of the DT belongs to a particular
quality property state class (True or False).

Next, we provide the hypotheses for the experiments:

Hypotheses:

The hypotheses for this experiments are as follows:

H0: ”During the decision-making process for SASs, the state
for the quality properties are not accurately mirrored by the
property values maintained by DT.”

Ha: ”During the decision-making process for SASs, the state
for the quality properties are accurately mirrored by the
property values maintained by the DT.”

TABLE I: RDM Case: DataSet Format
Bandwidth Consumption Mirrored Value Actual state
2376 0.88656982 True
4050 0.904919218 False
2465 0.878517531 True
2320 0.902641707 True
1080 0.906088102 True

The next subsections provide experiments for the two ex-
ample cases.

A. Example Case 1–Remote Mirroring Network

The first example case is based on the Remote Mirroring
application [23]. For the purpose of evaluations, we have used
an opensource artefact of RDMSim [23] to provide simulations
of the remote mirroring network. Based on the specifications
on the artefact, we consider the three quality properties:
Minimization of Operational Costs (MC), Maximization of
Reliability (MR) and Maximization of Performance (MP). The
network parameters to measure the MC, MR and MP are
bandwidth consumption, active links and writing time for data
respectively. This networking application represents the RT.
The DT is based on the RL model to provide Data Monitor-
ing, Descriptive, Predictive and Prescriptive Capabilities. The
Logistic Regression model is used to assess the fidelity of the
mirrored values by the RL model. It considers both mirrored
values maintained by the RL for the quality properties and the
values of the network parameters coming from the network (
as the real quality properties values) to assess the fidelity. By
using Logistic Regression, we want to check when both the
features are considered, to what extent they represent a specific
state of a quality property.

B. Experimental Setup

The experimental setup for the Logistic Regression model
is as follows:

Experimental DataSet:: The dataset for the experiments
is of the format presented in Table I. The input and output
features are presented as follows:

Input Features:: 1) Value of the Network Parameter such
as Bandwidth Consumption, Time to Write Data and Active
Links generated by the network. These values represent the
RT’s quality property values. 2) Mirrored value for the state
of the quality property.

Output Variable : Actual State for quality property having
a value for True when a quality property is satisfied and False
otherwise.

For the experiments, the training data set consists of results
of the decision-support for adaptive control offered by the DT
empowered by RL runtime model. The results comprise of
4 simulation runs of RDMSim. Each run was executed for
500 simulation time steps. These simulation runs represent an
execution trace of the real property values and the mirrored
values over time. Based on the execution trace, we assess
how well the the mirrored property values are aligned to
the real property values (i.e. network parameter values in
our case). As a result, the training set is composed of 2000



TABLE II: RDM Case: Learning Rate Accuracy Score
Learning Rate Accuracy Score MC Accuracy Score MR Accuracy Score MP

0.0001 0.96241 0.98496 0.93985
0.0003 0.97995 0.99749 0.96742
0.0005 0.98496 0.99749 0.97494
0.0007 0.98496 0.99749 0.98496
0.0009 0.98747 0.99749 0.98747
0.001 0.98747 0.99749 0.98747
0.003 0.99248 0.99749 0.99499
0.005 0.99749 0.99749 0.99499
0.007 0.99749 0.99749 0.99749
0.009 0.99749 0.99749 0.99749
0.01 0.99749 1.0 0.99749
0.03 1.0 1.0 1.0
0.05 0.99749 1.0 1.0
0.07 0.99749 1.0 1.0
0.09 0.99749 1.0 1.0

training examples. For the purpose of tuning of the parameters
of the Logistic Regression model, we have used Stochastic
Gradient Descent (SGD) Algorithm. To tune the parameters,
we have applied cross-validation by splitting the training set
into 80/20 proportions. After tuning of the parameters using
cross-validation, we have executed results for the test set that
comprises the newly generated execution trace comprising 500
simulation time steps. The data set for the experiments is
available at [57].

C. Experiments

The experiments have been executed to evaluate results
for different scenarios provided by RDMSim that represent
different dynamic environments for an RDM network, Due
to the limitation of space, in this paper, we present the
evaluation of one of the dynamic scenario for the RDMSim
network known as Scenario 1 that represents the dynamic
situations of unexpected packet loss during the execution
of MST topology. Evaluation results for the rest of the
scenarios are reported in [57]. The tuning of the parameters
for the Logistic Regression and experimental evaluations are
discussed as follows:

Parameter Tuning: We have executed SGD for 10,000
iterations with different learning rates for the results computed
for each quality property separately. On the basis of the
accuracy scores presented in Table II, we have selected the
learning rate of 0.03 for the model to evaluate the test set.

Classification Results: The classification results for the
quality properties using logistic regression are presented in
Tables III, IV and V. The results show an accuracy score of
0.986 for MC, 0.998 for MR and 1.0 for MP with a precision
of 1.0 for MC and MP, and 0.9967 for MR. The F1 scores for
MC, MR and MP are 0.9889, 0.9983 and 1.0 respectively.

Classification Results for MC: For the execution trace of
500 simulation time steps, under Scenario S1 of RDMSim, the
model correctly classifies the state of MC with the exception
of 7 simulation time steps, as shown in Fig. 5. For these 7
simulation time steps, the actual state for MC was True but it
was predicted as False.

Moreover, based on the results presented in Table III, we can
deduce the extent to which MC can be considered as satisfied,
when both the bandwidth consumption and mirrored value

are considered. For example, at time step 482, the bandwidth
consumption is 5550 GBps and the mirrored value is 0.7255.
The state predicted by the Logistic Regression technique is
also False with the 1.00000000e+00 probability of being False.
It means that given the input values, there is 100 percent
chance of MC not being satisfied i.e. having state of False.

Classification Results for MR: For the whole execution
trace comprising 500 simulation time steps comprising the test
set, the Logistic Regression technique correctly classifies the
state of MR with an exception of only 1 simulation time step,
as shown in Fig. 5. For this 1 simulation time step, the actual
state for MR was False but it was predicted as True.

Moreover, based on the results presented in Table IV, we
can deduce the extent of the state of MR, when both the active
links and mirrored value are considered. For example, at time
step 482, the active links are 222 and the mirrored value is
0.95869. The output state predicted by the Logistic Regression
technique is True similar to the actual state with the 1.000e+00
probability of being True. It means that given the input values,
there is 100 percent chance of MR being satisfied i.e. having
state of True.

Classification Results for MP: For the execution trace
comprising 500 simulation time steps in the test set, the
Logistic Regression technique correctly classifies the state of
MP as shown in Fig. 5.

Moreover, based on the results presented in Table V, we
can deduce the extent of the state of MP, when both the
writing time and mirrored value are considered. For example,
at time step 482, the writing time is 2220 ms and the mirrored
value by the DT is 0.7165. The output state predicted by the
Logistic Regression is True similar to the actual state with
the 0.99878 probability of being True. It means that given
the input values, there is around 99 percent chance of MP to
be satisfied i.e. having state of True.

TABLE III: RDM Case: Example Classification Results for
MC for time steps 482-488

Step Bandwidth
Consumed

Mirrored
Value

Actual
State

Predicted
State

Probability
per class

482 5550 0.7255 False False [1.000e+00 4.2838e-10]
483 4833 0.7834 False False [9.9999e-01 1.04155e-06]
484 4725 0.7918 False False [9.9999e-01 3.3652e-06]
485 2625 0.8642 True True [5.3886e-05 9.9995e-01]
486 1944 0.9024 True True [3.5155e-08 9.9999e-01]
487 5175 0.8672 False False [9.9999e-01 4.0101e-08]
488 3525 0.8732 True True [0.4058 0.5942]

TABLE IV: RDM Case: Example Classification Results for
MR for time steps 482-488

Step Active
Links

Mirrored
Value

Actual
State

Predicted
State

Probability
per class

482 222 0.95869 True True [2.3038e-17 1.0000e+00]
483 179 0.96449 True True [2.5793e-11 1.000e+00]
484 225 0.95236 True True [8.707e-18 1.000e+00]
485 125 0.8378 True True [9.898e-04 9.9901e-01]
486 81 0.766 False False [9.9934e-01 6.62175e-04]
487 225 0.9029 True True [8.61892e-18 1.000e+00]
488 141 0.8333 True True [5.5584e-06 9.9999e-01]

D. Example Case 2- Internet of Things Network:
The second example case is based on an IoT Network

[24]. The example case is based on an opensource artefact
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TABLE V: RDM Case: Example Classification Results for
MP for time steps 482-488

Step Writing
Time

Mirrored
Value

Actual
State

Predicted
State

Probability
per class

482 2220 0.7165 True True [0.00122 0.99878]
483 2148 0.6997 True True [4.489e-04 9.9955e-01]
484 2475 0.6997 True True [0.047989 0.95201]
485 1375 0.8081 True True [4.86432e-09 9.9999e-01]
486 1215 0.9101 True True [3.7309e-10 1.000e+00]
487 2925 0.8498 False False [0.95808 0.041922]
488 2820 0.8231 False False [0.84301 0.15699]

TABLE VI: IoT Case: DataSet Format

Total Energy Consumption Mirrored Value Actual state
27.713032 0.882122473 False
27.166639 0.838070816 False
26.961975 0.831177457 False
14.415679 0.882122473 True
15.693936 0.838070816 True

DELTA-IoT [24] that simulates an IoT network for a smart
campus. The DELTA-IoT network represents a multi-hop
network comprising 14 nodes that communicate with each
other and relay information to the central gateway. Based on
the artefact’s specification, we consider the quality properties
of Minimization of Energy Consumption (MinEC) and Mini-
mization of Packet Loss (MinPL).

DataSet: The dataset format for the experiments is pre-
sented in Table VI. The input and output features are presented
as follows:

Input Features: 1) Value of the Network Parameter such as
total energy consumption or total packets lost at a particular
simulation time step. These values represent the RT’s quality
property values. 2) Mirrored Value for the state of quality
property.

Output Variable : Actual state having a value of True
when an quality property is satisfied and False otherwise.

For the experiments, the training dataset consists of results
of the decision-support for the adaptations of the IoT network
offered by the DT empowered by RL runtime model. Each
run was executed for 50 simulation time steps. During each
time step, local adaptation decisions were taken for each of the
network nodes (sensors) individually. As a result, the training

set is composed of 2800 training examples. For the purpose
of tuning of the parameters of the Logistic Regression, the
Stochastic Gradient Descent (SGD) Algorithm [56] is used.
To tune the parameters, cross-validation has been applied by
splitting the training set into 80/20 proportions. During cross-
validation, the 80 percent of the training set data is used
as training set and remaining 20 percent is used as cross-
validation set. After tuning of the parameters using cross-
validation, the results for the test set comprising the newly
generated execution trace of 50 simulation time steps were
collected. The data set is available at [57].

E. Experiments

Similar to Example Case 1, the experiments have been
performed to assess the fidelity of mirrored values of the DT
using RL model to mirror the state of quality properties of
the IoT network (i.e. RT in this case). The parameter tuning
and the classification results using Logistic Regression are
described as follows:

Parameter Tuning: For the purpose of tuning of the
parameters for the Logistic Regression model, the SGD
algorithm is executed for 10,000 iterations with different
learning rates for each quality property separately. On the
basis of the accuracy scores presented in Table VII, the
learning rate of 0.009 is selected for the Logistic Regression
model to evaluate the test set.

Classification Results: The classification results for the
quality properties using Logistic Regression are presented in
Tables VIII and IX. The results show an accuracy score of 1.0
for MinEC and 0.9943 for MinPL with a precision of 1.0 for
both MinEC and MinPL. The F1 scores for the classification
results of MinEC and MinPL are 1.0 and 0.9963, respectively.
The classification results for the quality properties are
discussed as follows:

Classification Results for MinEC: For the execution trace
comprising 700 test examples, collected as a result of 50 sim-
ulation time steps, the Logistic Regression technique correctly
classifies the state of MinEC as shown in Fig. 6.



TABLE VII: IoT Case: Learning Rate Accuracy Score

Learning Rate Accuracy Score MinEC Accuracy Score MinPL
0.0001 1.0 0.83542
0.0003 1.0 0.92308
0.0005 1.0 0.94097
0.0007 1.0 0.96422
0.0009 1.0 0.98032

0.001 1.0 0.98032
0.003 1.0 0.98032
0.005 1.0 0.98389
0.007 1.0 0.99821
0.009 1.0 1.0

0.01 1.0 1.0
0.03 1.0 1.0
0.05 1.0 1.0
0.07 1.0 1.0
0.09 1.0 1.0

TABLE VIII: IoT Case: Example Classification Results for
MinEC

Test
Example

Energy
Consumed

Mirrored
Value

Actual
State

Predicted
State

Probability
per class

634 11.31384 0.83118 True True [6.689e-04 9.9933e-01]
635 10.3967 0.88212 True True [1.703e-04 9.998e-01]
636 13.24697 0.83807 True True [0.0028 0.9971]
637 16.28405 0.83118 True True [0.0338 0.9662]
638 11.86322 0.88212 True True [5.469e-04 9.994e-01]

TABLE IX: IoT Case: Example Classification Results for
MinPL

Test
Example

Packets
Lost

Mirrored
Value

Actual
State

Predicted
State

Probability
per class

440 0.08333 0.9261 True True [2.2177e-05 9.999e-01]
441 0.0615 0.9797 True True [1.6867e-06 9.9999e-01]
442 0.1428 0.9812 True True [0.0031 0.9968]
443 0.2 0.9261 True False [0.527 0.4729]
444 0.275 0.9797 False False [0.9985 0.00148]

Moreover, based on the results presented in Table VIII,
we can deduce the extent to which the state of MinEC can
be considered as satisfied (i.e. True), when both the energy
consumption and mirrored value are considered. For example,
for test example 636, the energy consumed is 13.24697
coulombs and the mirrored value is 0.83807. Similar to the
actual state, the state predicted by the model is True with
0.9971 probability. Hence, given the input values, there is
around 99 percent chance of MinEC being satisfied i.e. having
state as True.

b) Classification Results for MinPL: For the execution
trace comprising 700 test examples collected as a result of
50 simulation time steps, the Logistic Regression technique
correctly classifies the state of MinPL with an exception of 4
test examples, as shown in Fig. 6. For these test examples, the
actual state for MinPL was True but it was predicted as False.

Moreover, based on the results presented in Table IX, we
can deduce the extent of the state of MinPL, when both the
percentage packets lost and mirrored value are considered.
For example, for test example 441, the packet loss is 0.0615
and the mirrored value is 0.9797. The output state predicted
by the Logistic Regression is True, similar to the actual state,
with 9.9999e-01 probability of being True. It means that
given the input values, there is around 99 percent chance of

MinPL being satisfied i.e. having the state as True.

Summary of Findings
In summary, the results for both cases show an overall accu-
racy score of aprox 99 per cent in predicting the states of the
quality properties. The predictions are based on the mirrored
values and observations for network parameters (representing
real property values). Therefore, it satisfies the hypotheses
for the experiments by supporting that there is an acceptable
level of DT fidelity when mirroring the state of real quality
properties (which has been estimated to be 99 percent). Hence,
the hypothesis H0 is rejected and satisfies Ha.

Based on the results, we can deduce that the mirrored
values maintained by the DT equipped with RL model offer
a faithful representation of the real property values of the
RT. The state of the quality properties of the RTs (RDM and
IoT networks) are considered accurately mirrored by the DT.
The DT framework that we provide focuses on the dynamic
properties of the RT, and the use of Logistic Regression
offers a quantitative technique for measuring the fidelity of
the Causally-connected Twining DTs. Based on the results,
we consider that the DT has high fidelity, which has been
quantified as 99% and which can inform about the quality of
the behaviour with respect to the EoA.

V. RELATED WORK

This section discusses the related work. The focus is on
discussing the state-of-the-art approaches used for measuring
fidelity of DTs and decision-making support offered by the
DTs.

A. Measuring Fidelity of DTs

Efforts have been made to assess the fidelity of DTs [22],
[58]–[60]. The existing approaches for measuring fidelity
mostly focus on setting the level of fidelity with respect to
certain characteristics of the RT to match the intended purpose
of the DT. A number of approaches have been developed that
propose the development of DTs with distinct abstraction and
resolution levels and therefore, they result in a hierarchy of
multi-fidelity DTs. In [22], the concept of conformance is used
to assess the degree of fidelity by evaluating the similarity
between the DT and the RT system. In [59], the correlation
between the cyber physical systems (CPS) and their DTs is
explored from different perspectives i.e. including their origin,
development, engineering practices, cyber–physical mapping,
and core elements. However, they don’t focus on measuring
the fidelity of the DT for cyber-physical systems. Moreover,
the concept of multi-fidelity DTs [60] has been presented to
evaluate the accuracy of DT and deal with the complexity
involved in testing the different features of the CPS. In
contrast, we measure the fidelity of the DT by evaluating the
alignment of the trace of the state of the dynamic properties
of the RT over time (e.g. the state of the quality properties in
case of SAS) by using Logistic Regression.

Approaches based on techniques such as X-in-the-Loop
simulation-based testing levels [61], [62] have been used to test



Fig. 6: Example Case 2: Confusion Matrix for Classification of state of Quality Properties

DTs. However, these simulation based approaches are quite
time consuming and have high complexity levels. Furthermore,
in [63], an approach based on Generative Adversarial Network
(GAN) is presented to detect anamolies of the CPS with DT
that is represented as a Timed Automaton Machine (TAM). In
contrast, we promote the use of the machine learning technique
to assess how accurately the states of the properties of the RT
are mirrored by the DT equipped with the RL run-time model.

B. Support for Decision Making

The DTs have been used to provide simulations to support
the decisions for smart manufacturing [59] of the systems
cyber physical systems such as aerospace, automotive, and
construction and health care [12], [58]. In [39], the DTs
are presented as run-time predictive models to support deci-
sions for CPS for the purpose of making CPS resilient and
trustworthy. In [17], DTs are used to provide simulation-
based decision support for in-house logistics planning for the
overall shop-floor operations. The presented DT comprises
two components: the virtual system providing simulations
and the decision-support system. In [64], a DT framework to
support decision-making for re-scheduling of a cyber-physical
production system is presented. The DT makes use of fuzzy
inference system to support decision-making using the state
or conditions of different assets and the production rate of
the whole system. The DT system comprises of several DTs
to specify different physical assets and autonomous decision-
making and they further communicate with a global DT to
carry out production scheduling optimization. In comparison,
our conceptual framework for DT for SAS provides decision-
support using the different capabilities over the runtime model.
The focus of our conceptual framework is on the dynamic
properties of the RTs and offers Causally-connected Twining
DTs.

VI. CONCLUSION AND FUTURE WORK

In this paper, we have presented a conceptual framework
for DTs. We have focused on its application on SASs. The

conceptual framework is based on the MAPE-K loop. The
framework uses run-time models to support the steps of the
MAPE-K feedback loop by offering four different capabilities:
Data Monitoring, Descriptive, Predictive and Prescriptive that
will act upon the run-time model. The focus of our conceptual
framework is on causally-connected twining DTs that deal
with the dynamic properties of the DT. As a proof of concept,
we have provided an example application of DT that uses
the RL based run-time models to provide decision-support for
adaptations for a SAS (which is the RT) to keep the SAS
in the Envelope of Acceptable Behaviour with respect to its
properties. We have shown how mirrored values support the
quantification and measurement of the fidelity of DTs. We
have also evaluated the fidelity of the example application
provided by using DT for two example cases from networking
domains, including RDM and IoT networks (which are open-
source software artefacts available for evaluating self-adaptive
techniques). We have shown how Logistic Regression can
be used to evaluate how well the DT, based on RL runtime
models, mirrors the quality properties of the RT. The results
have shown an accuracy score of 99 per cent showing high
fidelity.

As part of future work, we want to explore further the
assessment of the fidelity of the DTs based on the dimension
of frequency of the update related to the MAPE-K loop. In this
case, we would be assessing if the DT is lagging and the effect
of that, for example. We also plan to explore different ways
based on machine learning and optimization for measuring
the fidelity of the DTs for the specific case of SAS. Also, as
the results are encouraging, we want to further study how the
techniques proposed can be used to conclude and quantify the
level of Fidelity of other DTs.
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