Are We There Yet? Filling the Gap Between Binary
Similar Analysis and Binary Software Composition
Analysis

Abstract—Software composition analysis (SCA) has attracted
the attention of the industry and academic community in recent
years. Given a piece of source code or Android APKs, SCA
facilitates extracting certain components from the input software
and match the extracted components with open source software
(OSS) libraries. Despite the prosperous development of SCA,
binary code SCA (BSCA) is highly challenging and still under-
developed. Few existing BSCA solutions are closed source and
suffer from low precision. Given that said, another line of research,
namely binary similarity analysis (BSA), has been developed
progressively to decide the similarity of two executables. De
facto BSA techniques, often based on deep learning techniques,
efficiently analyze large-scale executables with high precision.

This study explores bridging the gap between state-of-the-
art (SOTA) BSA and BSCA. We build the first comprehensive
benchmark dataset with considerable manual effort. Then, we
establish our BSCA pipeline, by extending the SOTA SCA solution.
Particularly, we concretize the key procedure of BSCA, namely
matching a binary component with OSS, with six SOTA BSA
techniques. Evaluation using our benchmark dataset reveals that
simply employing BSA in BSCA exhibits less desirable accuracy,
as BSCA faces unique challenges. With manual inspection on the
failed cases, we propose three enhancements, whose combination
improves the F1 score of BSCA for nearly 30% and outperforms
SOTA commercial BSCA software. We discuss several open
challenges and potential solutions to augment BSCA solutions.

I. INTRODUCTION

Given a piece of software, software composition analy-
sis (SCA) facilitates identifying potential use of third-party
and open-source software (OSS) components. The success
adoption of SCA enables localizing potentially vulnerable or
outdated OSS components, reducing risk factors, and leading
to healthy open source usage. To date, production SCA tools
are offered by the industry [5}/7,/8,/19,[22], and many research
works [25]31}32,|50451156}|63L/69L|71L[77,/80,[81]] have been
published in recent few years. Many of them [7,/19,22,/63}/71]
require access to the source code of the input software, the
precise package structures [25,/56||81], class/methods decla-
rations [|25,/50,/51},/80,/81]], and manifest files [7/7]] to search
against OSS databases.

Despite the prosperous development and adoption of SCA
techniques, it is worth noting that in many real-world, security-
sensitive scenarios, input software’s source code is not always
available. In fact, when performing SCA over commercial off-
the-shelf (COTS) software, the primarily available information
is the program binary code. With this regard, binary software
composition analysis (BSCA) becomes a demanding, yet under-
explored field [5,[8].

On the other hand, recent years have seen a tremendous
progress made by the industry and the research community

toward binary similarity analysis (BSA) [35,[37,/57,72]]. BSA
quantifies the similarity between two binary code samples,
which forms the basis of various important software engineer-
ing and security applications. For example, BSA promotes
malware analysis by comparing suspicious code with known
malware families to determine if it is malicious [38{46]. BSA
also helps discover code clones and algorithm plagiarism in
executable [|55]/78].

Motivation. From a holistic view, BSA and BSCA shares
conceptually similar technical demand about “binary code
matching.” With over twenty years of development [26|41]],
BSA has been enhanced from varying angles using syntactic-
based, structure-based, and semantics-based methods. To
date, advanced BSA solutions have been extensively using
deep neural networks (DNNs) and its enabled representative
learning and large language models (LLMs)-based embed-
ding [35,[52}57,(74L/75]. In contrast, SCA/BSCA, as an emerg-
ing demand in our community, is under explored. It is seen
that contemporary SCA/BSCA may use either clustering-based
methods (e.g., LibD [50L|51]]) or similarity-based matching (e.g.,
LibScout [25])). One state-of-the-art (SOTA) SCA work [77] is
based on extracting a hierarchical collection of features.

Overall, this research is motivated by the observation that
BSA and SCA/BSCA, two conceptually similar fields, exhibit a
notable difference in the technical solution; one may question
if the technical solutions of SCA/BSCA is “outdated” and
less reliable. And due to the fact that BSCA serves as the
cornerstone for many security applications and risk assessment,
analysis errors are particularly unwanted, which can have a
major impact on the trustworthiness of today’s software security
land space. It is thus intriguing and urgent to know if de facto
BSA solutions can be extended to the demanding field of BSCA
and achieving high effectiveness. Overall, this paper aims to
provide a systematic understanding and study applying SOTA
BSA solutions in the field of BSCA.

This paper conducts the first comprehensive study to analyze
the capability of de facto BSA solutions in their support
of BSCA. We first spend a considerable manual effort to
form the comprehensive dataset for BSCA benchmarking, a
dataset containing 35 complex real-world executables (e.g.,
Chrono Physics Engine [14] and Nano [12]]) where each
executable contains reuse relations with 12.6 production OSS
libraries on average. The totally involved OSS libraries are
255, across two platforms (Windows and Linux) and three
compilation toolchains (GCC, Clang, and MSVC). Then, we
extend six SOTA BSA solutions for BSCA over our formed
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Fig. 1. SCA workflow. In the context of BSCA, this paper primarily explores to
concrete the second phase, composition search, with various BSA techniques.

benchmark dataset. We also compare with available commercial
SCA/BSCA tools to understand “how far” our BSA-empowered
BSCA pipeline can achieve.

We summarize a series of key findings to assess the gaps
between BSA in supporting BSCA. We find that BSCA has
distinct requirement than standard BSA, for which the latter
case may overly emphasize the necessity of precisely extracting
program semantics. Often, syntactic and CFG features are
sufficient to attribute a function to real-world third-party
OSS libraries. However, identifying the exact version of OSS
libraries is very challenging. We also analyze lessons and
guidance that can be used to calibrate and extend the current
BSA solutions in BSCA. Following, we design three low-cost
and highly effective enhancement strategies from different
perspectives to enhance BSA for BSCA. Applying individual
and the combination of these strategies, we can largely enhance
the effectiveness of BSA for BSCA (for over 30% F1 score),
outperforming SOTA commercial BSCA solutions and achieving
a close performance with the SOTA SCA solution. In sum, we
make the following contributions:

« This research is primarily motivated by the conceptual

similarity and the technical gap between BSA and BSCA.
We aim to assess advanced BSA solutions in their usage of
BSCA, a highly demanding yet under-explored application
field.

« We conduct the first comprehensive study in bridging BSA
solutions to BSCA. To do so, we form the first comprehen-
sive and version-representative BSCA benchmark dataset.
We benchmark SOTA, “out-of-the-box BSA solutions in
its support of BSCA, summarizing key findings that can
be leveraged as guidance for future research.

¢ On the basis of our findings, we design three enhancement
strategies, where each of them (and their combination) can
significantly enhance the effectiveness of BSA solutions
in BSCA, outperforming the commercial BSCA software.

Artifact Availability. We have released our artifacts at [[6]. We
will maintain them for future research comparison and usage.

Exe

II. PRELIMINARY
A. Software Composition Analysis (SCA)

1) SCA Overview: Open-source software (OSS) is frequently
reused to facilitate the fast development of applications.
However, extensive reuse of OSS gives attackers opportunities
to exploit the known vulnerabilities, which causes severe
security issues for software users. On the other hand, developers
may not know which OSS is assembled in their software
because of many direct and transitive dependencies. Thus,

SCA [20L21] has become a common practice that helps
developers to quickly track and analyze any OSS brought
into a project. Hence, developers can address security risks
from known vulnerabilities and license issues. Formally, let
C = F(S,D) be the SCA procedure, where S denotes
the input software to be analyzed, and D denotes databases
maintained by the SCA service provider. The output C'
represents a list of uncovered software compositions in S.
Each element ¢ € C forms a 2-tuple (I, v), where [ represents
an OSS (e.g., a library) on the market, and v denotes valuable
information concerned by the users. Given that many SCA
tasks are for vulnerability detection, v usually represents CVE
vulnerabilities, e.g., Heartbleed [[67] or Log4j [29].

Fig. |1| depicts the high-level workflow of SCA. Note that
this workflow subsumes SCAs of different scenarios, where
the input software .S’ could be open-sourced programs, Android
APKs, or binary executables (i.e., BSCA). Overall, typical
SCA analysis comprises the following three phases, where the
output of one phase serves as the input of the next phase.

@® Component Dissection. The input software S needs to be
pre-processed and dissected into a list of code components
¢ € S first. Each component will be leveraged for component
identification. Overall, it is not as straightforward as it looks
to define “component” in software. To date, we have seen
techniques proposed to dissect S in terms of differential
hierarchical structures of the software. For instance, in typical
Android APKs, the directory structure can often reflect rich
information on a third-party library. Hence, prior Android
SCA works often leverage such information to dissect Android
apps [251/51,/56L/80,/81]]. Furthermore, files, class hierarchies
(particularly for object-oriented languages), as well as functions
are also leveraged to form components.

@ Component Search. Let an OSS database be Dy, where
each oss; € D is an OSS project with its version information
specified. For each component ¢ € S, we need to decide if it is
originated from any OSS oss; € Dss. This is the key challenge
for SCA, in the sense that we need to decide the similarity
between ¢ and records in D,s. Today, most existing SCA
works aim at enhancing the accuracy of matching ¢ € S with
0ss; € Dygs. Ideally, each ¢ € S from OSS projects is correctly
matched to its corresponding OSS project with the correct
version. A component ¢, however, should not be matched to
any o0ss; € Dy if it is a user-written code; user-written code
is referred to as “custom code” in Fig. [T}

® Valuable Information Identification. Once a set of reused
OSS libraries L = {ly,l2,---,l,} has been detected in
S, the next step would be exploring the value information
v; within [; € L. Depending on the usage scenario, v
could be vulnerability information [31], e.g., /; denotes a
specific version of the OpenSSL library where the heartbleed
vulnerability exists. Similarly, v could be certain sensitive
license information [42]. Note that OSS does not always imply
“unrestricted usage,” e.g., software under the BSD license
requires users to retain the copyright notice and credit the
software’s developers. Therefore, detecting the usage of OSS
under the BSD license may be a “showstopper” before the
distribution of S. Overall, deciding valuable information v



in [ is addressed case by case, usually solved with user-
specified rules. In prior literature [[25/36,|51L|56L71L/77L/80]], the
mapping rules are often assumed to be available in a “valuable
information database” for a query.

2) SCA metrics: Existing works [63}/68L71L/77,80] essen-
tially leverage the precision, recall and F1 score to benchmark
SCA. Let the ground truth, denoting the OSS projects reused
in software .S, be R*. Let the OSS projects detected by a SCA
tool in S be R. Then, true positive cases are TP = RN R*.
Thus, the precision score can be computed as %, recall score
can be computed as %, and F1 score can be computed by

2 - v 3 o .. . .
2xprecisionxrecall "y, aqdition, existing works also measure
precision+recall

and report the time cost of launching SCA.

It is easy to see that we need to prepare a ground-truth dataset
R* from input software to benchmark SCA techniques. This is
not an easy task, given that small synthetic datasets may hardly
demystify the true potential of SCA, whereas building a large-
scale dataset requires considerable human effort. We find that
recent works like ATVHunter manually analyzed open-source
Android applications to annotate specific third-party libraries
and version information. For Android apps, such ground truth
information is relatively easy to obtain from the configuration
files and source code. Nevertheless, it becomes much harder for
executable files compiled from C/C++ programs, where most
meta information is absent. In fact, one of our contributions
in this work is to build a comprehensive real-world dataset for
BSCA benchmark; see Sec. for the details.

3) BSCA: BSCA [5,/8] denotes a demanding sub-area of
SCA. BSCA aims to conduct SCA over executables compiled
from C/C++ programs, assuming that C/C++ source code is
unavailable. To date, a number of works have launched SCA
toward source code and Android applications. Nevertheless,
BSCA is still largely under-explored.

BSCA represents a practical, demanding, yet challenging
need, given the indispensable role of BSCA when the source
code is unavailable (particularly in security-related applica-
tions), such as analyzing legacy code. Similarly, the research
community [45] also champions the necessity of directly
analyzing the deployed executables and identifying all OSS.

Android APKs vs. C/C++ Executable. To clarify, SCA for
Android APKs also frequently targets the low-level code in
executable format. Nevertheless, reverse engineering Android
apps is deemed as much simpler comparing with decompiling
x86 executables compiled from C/C++ code. Accordingly,
the available information in launching SCA for Android
APKSs is richer. In fact, when launching SCA for Android
APKs [25,514/56(77.180.,/81]], various well-established reverse
engineering tools, including APKTool [3]] , dex2jar [9] and
Androguard [|1]], are employed to recover the package structures,
method prototypes, and class inheritance dependencies. Decom-
piling C/C++ executable is much harder, and recovering those
high-level information (e.g., class inheritance dependencies) is
not well addressed yet [64]. Performing BSCA has its unique
challenge, and this empirical study launches the ever first in-
depth study to explore technical solutions that are feasible.

B. Binary Similarity Analysis (BSA)

We have seen many research works emerging in the software

engineering, security, and programming language communities
about BSA [41]. Overall, given two pieces of code, BSA
decides how similar they are. The similarity is usually a score
ranging from O to 1.
B2B and B2S. Based on the types of targets being matched,
we classify BSA into 1) binary-to-binary similarity analysis
(B2B) and 2) binary-to-source similarity analysis (B2S). From
our study, the research community pays much more attention
on B2B than B2S. A recent survey [41] investigated 70 binary
code similarity approaches, but we can merely find six tools
(i.e., BAT [43], OSSPolice [36], FIBER [79]], B2SFinder [76],
CodeCMR [75]] and XLIR [40]) aiming at B2S.

Most recent B2B works perform semantics-aware search at

the level of assembly functions [24}[27,35,/41,|52,(72,(74}(82].
That is, they aim to determine the semantical similarity of
two functions in binary code, although these two functions
may appear syntactically distinct, for example, as a result of
compiler optimization. The function search task is similar to
that of information retrieval. Given an input assembly function
f and a repository of assembly functions RP, binary code
search engines retrieve the top-% functions ¢ € RP ranked by
their semantic similarity with f. Similarly, the function-level
B2S works [47}/75]] can be evaluated by replacing the binary
functions in the RP with functions in source code.
Advantages of B2S for BSCA. Though B2B appears to be
the mainstream solution for BSA [41]], using B2B for BSCA
faces an extra and practical challenge: we must compile OSS
projects into binary code. In production, BSCA is envisioned
to analyze hundreds of OSS projects with various dependencies
and compilation toolchains required. Therefore, compiling all
OSS projects requires enormous resources and considerable
manual effort. Some OSS projects available online (e.g.,
RapidJSON [16]]) do not even provide a Makefile. Additionally,
OSS can upgrade and change, and it may not be an one-time
effort to hash out the compilation procedure. Hence, it appears
a dilemma to use either B2B or B2S in BSCA.
Immaturity of B2S. B2S is much less explored than B2B.
Recent B2S papers [42,[76] propose to extract features (e.g.,
constants, strings) that are unchanged after compilation. Some
studies [40L47] convert assembly and source code into the
compiler intermediate language (IR) for matching; however,
compiling OSS source code into IR is also challenging, as
noted above. Overall, we view B2S solutions are much fewer
and immature. In this study, we assess CodeCMR [75]], the SOTA
B2S solution developed by industry (see Sec. [[V-A).

III. DEMYSTIFYING BSCA TECHNICAL PIPELINE

Motivation. There is a high demand of performing accurate and
dependable BSCA, envisioning the practical need of analyzing
closed-source software and track any (unsafe or outdated) open-
source component brought into executable. Given that said, it
is still unclear about the best practice of launching BSCA in
real-world scenarios. The industry-leading security vendors are
promoting their BSCA solutions, including CodeSentry offered
by GrammaTech [[§]], Black Duck offered by Synopsys [3],



and Scantist [18]]. However, none of these commercial tools
disclose their technical solutions in detail.

In short, we believe that the academy and our community lack a
systematic and in-depth understanding to calibrate the technical
solution and uncover the best practical of performing BSCA. This
motivates our study in this paper.

As reviewed in Sec. de facto SCA works primarily
undertake a three-step approach, where the second step, com-
ponent identification, denotes the central technical challenge.
We now analyze the potential technical solutions for each step.
@ Component Dissection. Typical executables compiled from
C/C++ programs lack high-level program structures. As noted in
Sec. it is generally challenging and inaccurate to recover
such information. In contrast, program function information can
usually be obtained accurately in even stripped binaries. For
instance, [59,/62] achieve above 95% F1 score while identifying
function entries. Hence, we give a clear definition that assembly
functions should form the “components” in an executable.

We argue that it is a practical and beneficial setting to
take functions as the components, whose reasons are three-
fold. First, many prior SCA tools (e.g., LibD, ATVHunter
and Centris) also rely on function-level component to identify
the reused OSS. Second, considering each OSS project has
multiple functions, treating functions as components to match
denotes a fine-grained focus, which marks an OSS as “reused”,
only if the specific function is within the analyzed executable.
Partial reuses are prevalent [71]], where only a few functions
exist in the executable. Third, nearly all existing BSA works
focus on function-level similarity. Hence, treating function as
components is reasonable and ease the burden of bridging
various BSA techniques for BSCA.

@ Component Identification. It is the key challenge of
SCA/BSCA. At this step, we extensively studied prior studies
on SCA. Particularly, we refer to recently published SCA works,
including LibRadar [56], LibD [51]], LibID [80]], LibScout [25]],
Centris [[71]] and ATVHunter [[/7]. We classify the component
identification solutions used by existing SCA into the following
two categories (the taxonomy is from [77]):

(@ Clustering-based detection, which relies on extracted
lightweight signatures to identify and extract components (e.g.,
Android third-party libraries) from application code [50,51].
Typical signatures may include package names and structures,
API calls, and other obvious meta information in the software.
@ Similarity-based detection, which performs software sim-
ilarity analysis to match a code component to known OSS.
Software similarity comparison methods can be performed
at different software hierarchical representations, including
opcode sequences, code structures, and dependency relations.
Recent SCA works also explore using fuzzy hash or machine
learning for higher matching accuracy.

Clustering-based methods are believed to suffer from various
limitations such as missing some niche and new OSSs, and
low accuracy in distinguishing different OSS versions [[77].
Accordingly, de facto SCA methods are primarily based on
similarity-based detections. Therefore, we hypothesize that well-
performing BSA shall be used to form the technical solution

of component identification. As reviewed in Sec. we will
benchmark both B2B and B2S solutions at this step.

® Valuable Information Identification. We believe there is
no extra difficulty for @ comparing BSCA with existing SCA
solutions. The “valuable information database” [31}32] adopted
by existing SCA can be simply reused here. In this study, we
consider the task of vulnerabilities as the “value information”
a BSCA pipeline will finally output. Nevertheless, other tasks
like license checking can also be the target of BSCA.

IV. SOLVING COMPONENT IDENTIFICATION WITH BSA

Database Construction Component Identification
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Fig. 2. Workflow of BSCA.

Sec. has clarified that the second step of BSCA, com-
ponent identification, denotes the central technical challenge
that needs to be addressed by BSA. We present the component
identification technical pipeline in Fig. 2} note that this is
derived from [71]], the SOTA SCA work. Overall, given a list
of assembly functions extracted from the input executable (due
to component dissection), this step identifies all reused OSS
projects and their exact versionsﬂ

As shown in Fig. [2] there are two primary phases to conduct
component identification, namely, database construction and
component search. The database construction phase extracts
and stores OSS into a database for query, whereas the
component identification phase iterate over functions in the
input executable and query the database. Two optimization
techniques, redundancy elimination and code segmentation, are
adopted in the first phase to shrink the size of formed database
and improve search accuracy. We introduce them in Sec. [[V-B

When performing component search, we use the equipped
BSA solution to compare each assembly function f (a compo-
nent) with OSS functions in the database. BSA solutions, in
their out-of-the-box setup, yields a similarity score between
f and OSS functions. Finally, given the matched function
pairs, we identify the reused OSS projects and generate reports.
Before describing the detailed workflow in Sec. we
introduce how we select representative BSA solutions.

A. BSA Solution Selection

A BSA tool compares assembly functions with functions in
the OSS database, then produces the knowledge of reused OSS
and specific versions associated. Overall, besides the mundane
requirements of high accuracy and available implementation,

'In our study, the component dissection phase (recovering assembly functions
from an executable), is carried by well-developed decompilers (e.g., IDA-
Pro [44]], Radare2 [[15])) required by the employed BSA techniques.



TABLE I
STUDIED VISIBLE BSA SOLUTIONS.

Venue |Interal Tool
SAFE [57] DIMVA’19| B2B SAFE [17]

Asm2vec [35]] S&P’19 B2B asm2vec-pytorch [4]
PalmTreeq [52]| CCS’21 B2B PalmTree [13] and GeminT[lor
PalmTreep [52]| CCS’21 B2B |PalmTree [13] and Commercial g

Commercialp B2B Commercialp

CodeCMR [75] NIPS’20 B2S CodeCMR

the BSA tool must be highly efficient. As shown in Fig. [2]
BSCA requires to compare each assembly function against
every record in the OSS database. For production usage, the
OSS database is typically extremely large, with millions of
functions from various OSS instances and different versions. As
a practical setup, when selecting BSA, we require the average
pair-wise similarity comparison takes less than 10~5 second;
see Sec. for the cost assessment of BSCA.

Selection of B2B solutions. There are many B2B works
published at top-tier conferences. We first collect rela-
tive publications on ICSE, CCS, USENIX, IEEE S&P,
PLDI, ASE, NDSS and DIMVA from 2017 and get 15
works [|331[35}137,,/39,148L|52}/54} /57,601 165466, [70L|72L 73} 82]].
After checking their availabilities, the remaining 7 works
are Gemini [[72], VulSeeker [39], SAFE [57]], InnerEye [32],
Asm2vec [35[], DeepBinDiff [37]], and PalmTree [52]. They
all employ machine learning techniques.

We exclude DeepBinDiff, which produces block-level em-
beddings and is unsuitable for our workflow. InnerEye released
the majority of their code without scripts for preprocessing [11].
Gemini (CCS’ 17) and VulSeeker (ASE’18) employ manually-
selected features to represent basic blocks. However, latter
solutions like SAFE (DIMVA’19), InnerEye (NDSS’19), and
DeepBinDiff (NDSS’20) mostly depend on instruction-level
embeddings and show better performance. Moreover, PalmTree
(CCS’21) aims at embedding instructions for applications like
BSA. PalmTree’s authors assembled it with Gemini and proved
its efficiency; hence, we implement their idea as a variant
namely PalmTrees. We thus exclude Gemini and VulSeeker.

Finally, we select five B2B solutions (see their publications
in Table[l). SAFE employs word2vec [58] to produce instruction
embeddings; then, it treats a function as an instruction sequence
and embeds it with a self-attentive network. Other selected
works use the CFG structure of a function. PalmTree utilizes
BERT [34] to produce context-sensitive instruction embeddings.
Then the embedding of a basic block for PalmTreeq is
computed by the mean of embeddings of its instructions.
Lastly, PalmTreeq uses a Siamese network [28]] to generate the
embedding for a function’s CFG. PalmTreep is a combination
of PalmTree and Commercial g. Similar to PalmTree, it first
generates basic block embeddings with a recurrent neural
network and then embeds the function CFG with GGNN [53]].
Commercial g also employs GGNN, while it utilizes additional
knowledge from a decompiler to produce the basic block
embeddings. Asm2vec does not use the CFG structure of
a function directly. It collects paths with random walks on
the CFG and produces function embeddings by encoding the
collected paths with a PV-DM model [49].

We reuse the officially-released models of SAFE and
PalmTree. The GNN of PalmTrees and PalmTreep are

trained with OpenSSL compiled by gcc and clang. We train
Asm2vec with our OSS database as it is unsupervised learning.
Selection of B2S Solutions. As described in Sec. the
choices of B2S solutions are few (i.e., BAT [42]], OSSPo-
lice [36]], B2SFinder [76]], FIBER [79], CodeCMR [75],Bug-
Graph [47]], and XLIR [40]). BAT and OSSPolice, relying
on the string-level signature, are designed as BSCA tools. We
evaluate BAT as a baseline. B2SFinder requires compiling
source code to LLVM-IR for extracting switch and if
structures. However, due to the complex composition of our
OSS projects dataset (e.g., no Makefile and features not
supported by LLVM), it is too complicate to get their LLVM-
IR. We exclude XLIR for the same reason. Besides, FIBER
and BugGraph are B2B solutions indeed. They compile the
database to binaries with various configurations, which cannot
utilize the advantage of B2S techniques.

Eventually, we select CodeCMR, which uses cross-modality
deep learning to compare the latent representations of assembly
and source code embeddings. It does not require compiling
0SS, and exhibits high accuracy in comparing with contempo-
rary B2B works [75]]. Since CodeCMR is not publicly available,
we send the data to CodeCMR’s author and get the embeddings.
Considering existing BSCA Solutions. In addition to the
analysis of SOTA BSA tools, we also take into account existing
BSCA solutions, including a commercial tool, as a baseline for
comparison. Commercial 4 is a wildly-used commercial BSCA
tool, and BAT [42] is a research work that identifies the reused
OSS project with collected string-level signatures.

B. Workflow of BSCA

Building the OSS database is essential to component iden-
tification. A SOTA SCA, Centris [71]], proposed redundancy
elimination and code segmentation to reduce the size of the
database without undermining the accuracy. We extend them
in our BSCA scenarios.

Redundancy Elimination. This scheme reduces the size of
the database, whose observation is that a new OSS version
is often built on top of its earlier version, leaving many
functions unchanged. Hence, storing only one copy of such
unchanged functions across all versions is sufficient. We reuse
the implementation of Centris for B2S solutions and extend
this idea to build a binary OSS database for B2B solutions.

Code Segmentation. Observation over real-world OSS shows
that an OSS project itself may borrow code components from
other OSS instances. Therefore, segmenting an OSS project’s
application code out can reduce the false positives caused by the
borrowed code. The code segmentation strategy cross-compares
functions across different OSS instances, and only the function
with an earlier check-in timestamp is kept when two functions
are similar. Centris uses the distance of TLSH [[61] to evaluate
the similarity between two source functions. Nevertheless, given
the assembly code can change largely with different compilation
flags, we take a conservative approach that two functions are
deemed similar only when they have identical hash values.

Component Identification. With redundancy elimination and
code segmentation performed, we build the database with OSS
components stored. The algorithm for component identification
is given in Alg. |l We iterate assembly functions Fy;, in the



Algorithm 1 Component identification

1: function IDENTIFY COMPONENT(Fy;,, DBoss, 0, k)
2: # Fy;, is the set of input functions.

3 # D B,ss stores all OSS instances.

4: # 0 is the threshold.

5: # k is the number of similar functions being searched.
6: R+ list()

7 for oss € DB,ss do

8 Foss < oss.functions

9: M <— MATCH_FUNCTIONS(Fyin, Foss, 0, k)

10: p < IS_REUSED(M, 0ss)

11: if p = True then > The oss is identified as reused.

12: R <+ RU{(oss,v)} 1 Return the “value info” v of oss.
return R

13: function MATCH FUNCTIONS(Fyin, Foss, 0, k)
14: M < set()
15: for f € Fy;, do

16: T <+ SEARCH_TOP_K_SIMILIAR(f, Foss, k) > Using BSA
17: for t € T do
18: if SIMILARITY(¢, f) > 6 then > f matches ¢t
19: M+ MU{(, f)}
return M
TABLE II
STATISTICS OF EXECUTABLE IN OUR BENCHMARK DATASET.
Toolchain | # binaries | # functions | # reuses | Avg. size
gcc 14 216,828 198 9,386KB
clang 10 151,730 138 7,470KB
MSVC 11 618,846 86 10,182KB
Total 35 987,404 422 9,089KB

input executable and DB, is the OSS database. For each
OSS instance oss, DB, stores a set of functions F,, (after
performing two optimizations mentioned above) extracted from
oss (line 8). We then use MATCH_ FUNCTIONS() to identify
matched components (line 9). The matched components (if
any), and the oss are analyzed to decide if oss deems as

reused by the input executable (line 10; see below for details).

If so, we extract the “value information” associated with
oss as the final analysis output back to users (line 12). In
MATCH_ FUNCTIONS(), we search the top-k (k = 1) most
similar functions in oss for each input function (line 16). Note
that this step is conducted by BSA tools, while Centris relies
on the distance of TLSH. Then, a matched component pair is
identified, if the similarity between the input and the detected

function is greater than a configurable threshold 6 (lines 18-19).

We select the 0 for each BSA work by performing BSCA using
a hyper-parameter tuning dataset.

The BSA tool is invoked at line 16 to identify top-k functions
similar with a function in the input executable; similar functions
are ranked by their similarity scores from the highest.

Given a set of matched functions M (M may be empty),
IS_REUSED() decides if oss is reused and the exact reused
OSS version. At this step, Centris calculates the proportion
of the matched functions M to the entire functions in o0ss.
oss is deemed as reused if the proportion is higher than a
threshold (i.e., 0.1 in Centris). Moreover, Sec. proposes
three optimizations to replace Centris’s implementation of
IS_REUSED() with notably improved BSCA accuracy.

C. BSCA Dataset Preparation
In this section, we introduce our dataset used for BSCA

benchmark. Overall, one key contribution of this research
is to deliver the ever-first comprehensive dataset specifically

designed for BSCA. While existing datasets are mostly used
for BSA scenarios, our tentative exploration shows that those
datasets are not suitable for BSCA. As revealed in Sec.
modern SOTA BSA solutions not necessarily manifest high
performance for BSCA, whereas some other syntactic feature-
based methods, though lightweight, achieves plausible accuracy.
Dataset Preparation. We establish our ever-first benchmark
dataset for BSCA, whose establishment involves a considerable
amount of manual efforts. Three authors of these paper spent
about a month for the dataset collection and manual ground
truth marking: one author is a senior Ph.D. student and two
authors are security engineers from industry. All three authors
are highly experienced in reverse engineering, software security
and BSA/SCA and have constantly published relevant papers in
the community. This way, we ensure the accuracy of our study
and the credibility of our benchmark dataset to a great extent.
Our the dataset comprise 35 software across two platforms,
whose compiled executable include totally over one million
assembly functions. All these 35 software are large-size, widely-
used applications, such as Nano [[I2]. The OSS database to be
searched has 255 OSS projects, 16,266 versions and 11,638,109
source functions. These OSS projects, such as APR [2], are
also large-size and frequently linked in daily development.

We report the statistics and ground truth in Table [[I} ELF
and executables are compiled with gcc and clang, while PE
executables are compiled with MSVC. For instance, out of 35
software, 24 are on the Linux platform and are compiled
into ELF binary format; they have in total 368,558 assembly
functions. with manual investigation, we find that 336 OSS
versions (and 157 OSS) are reused by these 24 ELF binaries.
The average size of each stripped executable is 8,588KB,
denoting executable with very large size (in comparison, the
stripped gcc-7.5.0 executable is 1,023KB).

We determine the OSS reuse in the application software (i.e.,

the ground truth) by first checking the reused submodules of
their repositories. Then, each author manually compares the
involved source code in the application code with our OSS
database to confirm the reused OSS component and all involved
OSS versions. Finally, authors discuss and cross-compare their
findings to reach consensus.
Hyper-Parameter Selection Dataset. It is worth noting that
our selected BSA solutions all require to employ a validation
dataset for hyper-parameter tuning. To do so, we randomly
select ten OSS projects from our benchmark dataset, and
compile all their versions (in total 524 OSS instances) into
executable. We fine-tune hyper-parameters of each employed
BSA over a simple task of OSS classification using these 524
OSS instances. We select the best hyper-parameters of each
BSA tool when the classification accuracy is optimal.

V. StUDY

The following sections evaluate how de facto BSA solutions
perform in the BSCA scenarios. In particular, we try to answer
the following research questions (RQs):

e RQ1: how do de facto BSA techniques support BSCA?

o RQ2: what improvement can be made over standard BSA

solutions for BSCA?

o RQ3: how efficient is using BSA solutions for BSCA?



TABLE III
OSS IDENTIFICATION ACCURACY OF DIFFERENT BSA TOOLS.

S1 Sa S3

Tool | % F | P R Fl| P R FI
T1 | 230 583 330 | 223 519 312 | 062 214 .09
T2 | 107 611 .183 | .137 425 207 | 045 071 .055
T3 | 081 916 .148 | 098 856 .176 | .032 964 .062
T4 | 194 708 304 | 237 481 318 | 073 480 .126
T5 | 422 322 365 | 237 552 331 ].126 518 203
T6 | 330 463 385 | 272 454 340 | .145 600 233
Ca | 731 320 445 | 755 328 457 | 750 325 454
BAT | 560 351 432 | 647 341 447 | 746 371 495

S1: Binaries are compiled with gcc and no extra flags.

Sa: Binaries are compiled with clang and no extra flags.

S3: Binaries are compiled with MSVC and no extra flags.

P, R, and F1 denote precision, recall and FI score, respectively.
T1-T6 denote SAFE, Asm2vec, PalmTreec, PalmTreep,
Commercial g, and CodeCMR, respectively.

C4 is the abbreviation for Commercial 4.

We clarify that OSS identification is indeed much easier than
identifying specific OSS versions reused in the input executable.
Thus, in the rest of the section we first report the accuracy of
the OSS identification, and then report version identification.

A. OSS Identification

Recall the settings of using B2B and B2S are distinct.
Particularly, when using B2B, we need to compile OSS in
our benchmark dataset into assembly functions for use. To
do so, we use the default setting of each OSS project for
compilation. Typically on Linux, OSS projects are compiled
by gcc/g++. As for Windows, OSS are compiled with MSVC.
-02 optimization levels are usually required by default. When
using B2S, we save the effort of compiling OSS projects.

Table presents the precision, recall, and F1 score values
when using different BSA solutions for BSCA. Recall as
introduced in Sec. [[V-Al we also take into account two SOTA
commercial or academic BSCA solutions for comparison. The
results are reported in the last two rows of Table
Comparison with Existing Solutions. Overall, we find that
when directly employing BSA (either B2B or B2S) in the
pipeline of SCA, the results are not promising. It is seen that
the F1 scores when using different BSA methods are lower than
0.4. In comparison, existing BSCA solutions (i.e., BAT and
Commercial 4) manifest high accuracy, with the achieved F1
scores over 0.4 across all settings. By comparing the precision
and recall of our BSA solutions with existing BSCA solutions,
we realize the low F1 scores are mainly caused by the low
precision. In total 18 (3 x 6) settings of selected BSA solutions,
15 settings gain recalls higher than existing works, but all
settings have significantly lower precisions.

We analyze the similar function pairs provided by
Commercialp and original Centris. Recall we fine-tune its
hyper-parameters over an OSS/version classification task. We
note that under the optimal hyper-parameters, the conducting
BSCA yields a noticeable number of false positives. That is,
an assembly function in the input executable are “matched”
with multiple functions in the OSS database, where each of the
matched pair has a high similarity score. The average number
of matched functions for each assembly function in the input

int Value::compare( push ri4 push rbp
const Value& other) const vee e
{ call operator< call gpr_unref
if (*this < other) mov ecx eax test eax eax
return -1; mov eax OXFfffffff setne al
if (*this > other) test cl cl Lje L2 n
r'etur‘nil; #jne L2 L1
return @; pmov rdi ri4
} mov rsi rbx Mov rdi rax
(a) Source code of compare call operator> call Destory
void movzx eax al iy L2: y’
SubchannelCallBatchData : :Unref() L2: nop
{ add rsp 0x8 leave
if (gpr_unref(&refs)) pop rbx ret
Destroy(); pop ri4
ret

(b) Source code of Unref (c) Binary code of compare (d) Binary code of Unref
Fig. 3. False positive case study.

is 3.43. However, with the redundancy elimination and code
segmentation performed in Sec. each assembly function
in the OSS database is deemed as unique. This indicates the
high volume of false positives.

Fig. [ provides two functions classified as similar by
Commercialp with a similarity score over 0.95. They are
significantly different from the perspective of the source code
(i.e., Fig. Bfa) and Fig. B[b)); however, after compilation, they
have the same CFG structure (i.e., Fig. [3(c) and Fig. 3(d))
and Commercial g failed to notice their distinct semantics. To
correct such false positive samples, identifying the unique
features may be a solution. By observing the missing constant
—1 (i.e., OXffffffff of Fig. EKC)), we could treat function
Unref as similar but not reused. On the other hand, we can
raise the similarity score of binary functions having notable
features (e.g., strings and unique constants) but being treated
as dissimilar. Eventually, we do not use constants since they
could be optimized out (e.g., 1 and 0 disappear in Fig. [3c)).

In contrast, Centris (recall we extend BSCA from it by
replacing its distance of TLSH with BSA solutions) is much
more precise. The average number of similar functions for each
source function is 1.45. Increasing the 6 (line 18 of Alg.|l) does
not improve the precision of Commercialp to the precision of
TLSH. When we set 6§ = 0.99, close to the upper bound of
cosine similarity, the average number of similar functions for
each binary function is still 2.7. Note that detecting multiple
similar functions is reasonable. For example, a patched function
is functionally similar to its buggy version. Therefore, the low
precision problem is deemed to be a result of the design of
BSA solutions. In other words, existing BSA solutions are
designed to find similar semantics rather than reuse relations.

To improve the F1 score, an approach is to identify the false
negatives as positives. Table [lII| shows that BAT, relying on
strings, presents a high precision performance. We follow its
idea and use strings to identify the reused functions. Sec.
describes this enhancement. The other approach is reducing
the false positives. We consider using global knowledge of a
binary and elaborate our design in Sec. Additionally,
since the custom code of an input binary may inevitably
match similar functions in the database, we come up with the
distinguishability enhancement (see Sec. [VI-B). For example,
we find that destructors usually be treated as similar to each
other due to their similar functionalities.

Comparison across Different Settings. By comparing the F1
scores of our BSA solutions across three settings, we notice the
cross-platform situation is still a critical challenge. We report
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Fig. 4. Version identification F1 scores of different tools.

all of them gain AUC scores over 0.95 on frequently-used
binutils dataset [52,[57|] across all settings. However, the F1
scores on binaries compiled with MSVC (S3) of all selected
BSA solutions are the least and reduced over 0.1 compared
with the other two settings. We interpret the F1 score of BSCA
is a strong metric to reveal the incapability of a BSA solution.
Although developers can overcome the cross-platform challenge
by compiling the database for each platform, the cost of manual
efforts could be unacceptable, and the database size grows with
the number of supported platforms.

B. Version Identification

We implement the version identification process of Centris in
our BSCA framework and present the result in Fig. f] Although
we have pointed out that BAT, which uses strings to identify
the exact version, is not a thorough solution since strings may
not change between different versions, our experiment shows
BAT achieves the best F1 score in the version identification
task. The F1 score of Commercial 4 becomes incomparable to
BAT since it does not provide the exact version of identified
OSS projects in many cases. In terms of our selected BSA
tools, Fig. 4] shows their F1 scores are always significantly
lower than existing BSCA works.

After detailed analysis, we conclude identifying the exact
reused version is difficult for existing BSA tools since they
are not sufficiently sensitive to minor changes, which may not
significantly change the functionality of a function. Thus, an
old version function can still be treated as similar to the updated
one. For instance, the notorious heartbleed vulnerability
affects the function tls1 process heartbeat of OpenSSL
from version 1.0.7a to 1.0.1f. When we feed a binary
compiled from OpenSSL-1.0.71g without the vulnerability,
SAFE can successfully discover the existence of function t1s1 -
process_heartbeat; however, it reports a wrong version
since the vulnerable version has a higher similarity score (0.959
to 0.944). A future direction of BSA works is to perform minor
change-sensitive matching. This way, BSA works could solve
tasks like patch presence detection and version identification.

Answer to RQI: Directly employing BSA solutions in the pipeline
of SCA cannot gain a comparable accuracy on the OSS identifica-
tion to existing BSCA tools. Our in-depth analysis reveals the low
precision problem of BSA solutions in BSCA scenarios. Moreover,
existing BSA solutions can hardly work on version identification
since they are insufficiently sensitive to minor changes.

VI. ENHANCEMENT

With lessons obtained in Sec. [V] we explore optimizations
over the formed BSCA pipeline from three aspects. In particular,

we first present three enhancements in Sec. Sec. [VI-B]
and Sec. [VI-C| and then discuss their effectiveness.

A. Enhancement — Signature

Originated from the primary setup of modern BSA tech-
niques, our study pipeline in Sec. |V| performs function-level
matching. Nevertheless, our observation shows that string-level
signatures likely facilitate a more accurate matching. It is
disclosed that string-level signatures are employed by existing
SCA tools [36}/43,[76]. Those tools do not extract and compare
program semantics, but merely rely on the extracted string-
level signatures. It is expected that string-level signatures are
generally unchanged when the source code is compiled using
different compilers, optimizations, and even toward different
platforms. Also, string-level signatures are generally easy to
extract from either source code or binary code.

In contrast, existing BSA tools aim at detecting the similarity
between pieces of arbitrary assembly functions; this is a
more ambitious and challenging goal, given that string-level
signatures may not be available in arbitrary assembly functions.
Our study and reflection in Sec. [V| shows that chasing an
extreme accuracy in matching every OSS functions may not
be needed. Rather, strings may offer a short-cut to match OSS
projects, which often use strings to encode OSS names, vendors,
and even version information.

At this step, we use IDA pro to search and extract strings
in input executable and OSS executable. When OSS source
code is used, we can directly extract them from the source
code (we use BAT’s string extraction utility). We extend the
similarity scores computed over an assembly function f and
a function f’ in OSS database by adding the similarity score
yieled by the BSA tool and the proportion of exactly matched
strings from f and f’. We use a weight « = 10 to represent
the importance of string signature matching.

We leave presenting and discussing the enhancement results
in Fig. [6] In short, with the extracted string signatures, the F1
scores for all B2B tools are increased.

B. Enhancement — Distinguishability

Another insight from the study in Sec. [V] is that certain
complex functions may serve as a strong indicator to confirm
an OSS reuse. This step aims to assign a distinguishability
score for each function, such that if a function with higher
distinguishability score is matched to an OSS’s function by
BSA, then the chance of this OSS being reused is also higher.
In particular, we consider the following metric,

complexit

Dis(f) = W (1)
where given an assembly function f in the input executable,
complexity(f) is the number of instructions in f, and
match(f) is the set of OSS projects with functions being
matched to f by the employed BSA. We require match(f)
has at least one element, because f needs to be matched with
at least one function from an OSS. 5 > 1 is a constant whose
value is seen to have small impact on the results; we use 5 = 5.
Fig. [f] reports the effectiveness of this enhancement. It rises
precision, recall and F1 scores of all tools. The F1 score of the
best-performing BSA tool is further increased by over 0.2.



C. Enhancement — Layout

Recall when compiling C/C++ programs into executable,
compilers first compile each C/C++ source file into an object
file, and then link all object files into an executable. A common
observation is that functions in the same source file will be put
into the same object file, and then very likely placed together
in the executable file. Thus, the layout of assembly functions
establishes correlations, which can be leveraged to improve
the BSCA matching accuracy.

Overall, besides generating the OSS database of assembly
functions, we also store all object files generated during
compilation. Then, during OSS detection, we search if a
reasonable portion of functions from the same object can all
be detected from the input executable.
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Fig. 5. Layout matching processing.

Fig. ] illustrates the idea of layout matching. Let the Y be a
set of functions from the input executable that match functions
in the OSS database, we first sort these functions using their
memory addresses. We then iterate each f; € Y, and for f]
matching with f;, we extract the object file containing f/. We
then check if there exists at least one more function f; € Y
that matches a function in the object file. We also require the
memory distance between f; and f; must be smaller than the
size of the object file. This optimization tactic successfully
reduces many false positive cases in matching OSS.
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Fig. 6. OSS identification F1 scores of tools with enhancements.*

4sig, dis, and lay denote string-level signature, distinguishability, and layout
enhancement; + represents their combinations. C4 and Cp are abbreviations
of Commercial 4 and Commercial g, respectively.
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D. Optimization Results Discussion

OSS Identification. Fig. [6] depicts how the F1 scores are
changed according to various enhancements. In a total of
18 (3 x 6) settings, we get 15 the highest and 3 the second
highest F1 scores with all enhancements enabled, and 11 F1
scores surpass that of BAT and Commercial 4. Among three
enhancements, dis usually brings the largest improvement.
We analyze the three settings where all enhancements do not
achieve the best F1 scores. lay decreases F1 scores sometimes
by comparing sig + dis and sig + dis + lay. We interpret
relatively poor performances of Asm2vec (solid red curve of
Fig. [([b)) and PalmTreep (dotted blue curve of Fig. [6[c))
on the unseen compilers result in the reductions. The model
of Asm2vec is trained with all binaries of our OSS, which
are compiled with gcc. PalmTreep is trained with binaries
compiled with gcc and clang, but the binaries of Fig. |§[c) are
compiled with MSVC. Therefore, few functions are identified
as similar. Recall as specified in the layout optimization
(Sec. [VI-C), given a matched function f, if the following
function matched to the OSS database is far from f, f will be
trimmed off. Hence, the functions being classified as similar
become much smaller (though many false positives are correctly
reduced) after lay, resulting in the negative effect. sig causes
the remaining reduction. While analyzing binaries compiled
by clang, the final F1 score (0.550) of CodeCMR (dotted black
curve of Fig. [f[b)) is slightly reduced compared to dis + lay
(0.553). Indeed, it may be unnecessary to take into account
stg when using B2S, since strings have been learned by B2S’s
embedding models. In terms of B2B solutions, sig can always
improve the F1 scores, especially when the B2B tool has a poor
performance initially (e.g., the solid red curve of Fig. [6}c)).
On the other hand, the performances with enhancements of
six tools are consistent with their initial results (i.e., none).
Commercialp and CodeCMR are still the best two BSA with
enhancements applied. SAFE and PalmTreep surpass existing
works when binaries are compiled by gcc and clang. With this
observation, we infer our enhancement methods should still
work and bring a promising result with a better BSA solution.
Version Identification. A correct OSS identification is the
pre-condition of a true version identification. Hence, improving
OSS identification may bring a rising in version identification.
Due to the incapability of BSA solutions to identify functions
of different versions, we rely on string-level signatures to rank
the most likely version for each identified OSS project. Fig.
presents the version identification F1 scores of Commercialp
and CodeCMR with all enhancements enabled. They outperform
BAT since they are more accurate in OSS identification task.
Besides improving the capability of BSA solutions for
version identification, using other techniques could be a



substitution. Fig. [/] has demonstrated that strings are effective.
We argue that techniques sensitive to minor changes (e.g.,
patch presence detectors [73}/79]) can take part in the version
identification process and the existence of a code snippet can
determine the exact reused version.

Answer to RQ2: We show that when taking account three opti-
mization opportunities, including string-level signature, functions
with potentially high distinguishability, and object file layouts,
BSA-based BSCA solutions can be largely improved with much
higher accuracy. In fact, after employing the enhancements, all
settings improve notably and 11 out of 18 settings surpass SOTA
commercial BSCA solutions.

VII. TIME COST OF COMPONENT DETECTION

Compared with signature-based SCA works like BAT, whose
component detection phase is efficient due to repidly hash
matching, the time cost of function-level granularity matching
is not trivial. Centris, having the same workflow in Fig. [2] but
deciding similar function pairs with the distance of TLSH,
takes nearly 8 hours to finish the component detection phase
of our benchmark dataset. Our BSCA component detection
costs more time due to the complexity of binary analysis. As
depicted in Fig. 2] the component detection phase can be further
split into (1) Disassembling, (2) BSA, and (3) OSS & version
identification. We do all experiments with a server with AMD
3970X 32-core, 256GB memory and a RTX3090.
Disassembling. In this study, we implement most BSA
tools with IDA pro disassembler, except SAFE, which uses
Radare2 [15] originally. The size of our binaries is 9,089KB
on average. The IDA pro (ver 7.5) successfully analyzed 35
binaries within 4.5 hours.

BSA. There are three stages of BSA. Given a binary code
embedding tool, it has to (a) encode the input binary’s functions,
and (b) encode binary functions in the database. Then, we
employ Milvus, the vector database, to (¢) search for similar
functions. (a) and (b) depend on the efficiency of the embedding
tool, while the size of vectors influences (c). (b) is a one-time
effort. Commercialp, the tool with the best accuracy but least
efficiency, consumes 10 hours in (a) and over 30 hours in (b).
Stage (c¢) with 256-dimension vectors takes 22 minutes.

OSS & Version Identification. BSCA with Commercialpg
costs a half hour to analyze the searching results without
any enhancement. The overhead caused by signature and
distinguishability enhancement is negligible. After using layout
enhancement, the overhead rises by 83.7% (around 25 minutes).
On average, this phase takes about two minutes for each sample.

Answer to RQ3: With well-developed toolchains (e.g., disassem-
blers) and efficient GPUs, the time cost of component identification
using SOTA BSA tools ranges from 8 to 16 hours. Given Centris
takes about eight hours to finish the corresponding SCA task, the
time cost of our BSCA framework is comparable and reasonable.

VIII. THREAT TO VALIDITY

Missing reused OSS in our benchmark. Although we have
spent tremendous efforts on labeling the ground truth of the
reuse relations, we cannot ensure whether all reused OSS
projects are identified, especially modified reuses. However, all
identified reuse relations are reliable, and sufficient to prove
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our BSCA framework’s performance and reveal the incapability
of existing BSA solutions.

Function-level Granularity. We extend the workflow of
advanced SCA solutions, Centris [[71]], for our BSCA anal-
ysis. Although Centris’s authors reported that function-level
granularity is the best compared with file-level and line-level
granularities, it may differ in BSCA scenarios. Nevertheless,
we still work on the function-level granularity since it is the
most frequently studied. We admit others like block-level and
binary-level granularities may also work. However, it is too
time-consuming to employ de facto block-level embedding
techniques (e.g., DeepBinDiff [37]]), and binary comparison
tools like bindiff [23] still split a whole binary into functions
and basic blocks for analysis.

IX. RELATED WORK

In this section, we review existing binary software composi-

tion analysis and binary similarity analysis techniques.
Binary Software Composition Analysis. Several BSCA works
focus on extracting features unchanged after compilation. BAT
and OSSPolice employ string-level signatures like string arrays
and names of exported functions. B2SFinder extracts if/else
and switch/case structures additionally. Although their se-
lected features are useful, they discard semantic knowledge and
cannot work when the OSS project has few unique strings (e.g.,
RapidJSON [16]). LibDB [68]], a recent BSCA work, performs
similarly to our B2B situation with Gemini and proposes
employing function call graphs as global knowledge to improve
precision. However, it does not take advantage of SOTA SCA
methods on data processing and does not comprehensively
evaluate its BSCA performance on binaries compiled with
various configurations.
Binary Similarity Analysis. Here we discuss relevant but
not selected BSA solutions. They usually extract semantic
features from binary since the compiler can change the structure
information (e.g., CFG) significantly. CoP [55], BinGo [30],
BinSim [60], IMF-SIM [[70], [48], and FIBER extract semantic
features via symbolic or dynamic execution, which may bring
unacceptable overhead. Gitz lifts binary code to LLVM-IR,
then applies the optimizer to transform the IR with the same
options. It heavily relies on the quality of the lifter. Recent
works often rely on machine learning. adiff [54] treats
a binary function as an image, then uses a CNN model
to produce the embedding of a binary function. InnerEye
treats instructions as words and basic blocks as sentences,
then produces their embeddings. The CFG of a function is
decomposed into paths for function matching.

X. CONCLUSION

In the view of the prosperous development of BSA, we
conducted the first comprehensive analysis of BSA to promote
the development of BSCA, a critical application widely needed
in security and software re-engineering tasks. Our experiment
revealed directly using BSA solutions in the pipeline of SCA
got poor performance, and they were incapable in version
identification. We then proposed optimization tactics from
three aspects, which largely improved the accuracy of OSS
identification with moderate costs.
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