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Chapter 1

Introduction

Modern distributed systems are at the intersection of many key technologies
and IT evolutions, from cloud to IoT, from microservices architecture to devops,
from wired to mobile networks, from big data to machine learning and artificial
intelligence. Current implementations are permeating our society bringing dis-
tributed systems at the core of (safety-critical) services and applications and, at
the same time, making people yet another components of distributed systems
themselves.

This complex environment and the unpredictability that is introduced when
a person is integrated within the system execution flow, introduce the need
of rethinking existing security approaches, pushing towards security assurance.
According to [?], assurance can be defined as the way to gain justifiable confi-
dence that infrastructure and/or applications will consistently demonstrate one
or more non-functional (e.g., security) properties, and operationally behave as
expected despite failures, malfunctioning or attacks. Assurance is a wider notion
than includes methodologies for collecting and validating evidence supporting
specific non-functional properties.

It includes audit, compliance and certification techniques, which has been
recently applied in many domains of our society, with specific reference to the
digital society. In this book we focus on certification as a primary means of
assurance and discuss its evolution across IT evolutions.

1.1 Context and motivation

Distribute systems plays a major role in every domain of our society, and
highly affect the distribution of services and applications to final users. Their
widespread is permeating all aspects of our lives; however, the high quality stan-
dards of these systems do not find the counterpart in the security and privacy
domains. The same problems that we witnessed with the advent of software
systems and analyzed in our seminal book on software certification [?] are even
more critical for distributed systems. Many users, as well as businesses and
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vendors, still express little trust in the correctness and reliability of the systems
and services they use every day.

The book in [?] analyzed the problem of software system certification from
a wide perspective, considering issues and requirements when static and very
complex systems (e.g., a Linux operating system) underwent a complete cer-
tification software. The book presented different certification scheme then fo-
cusing on Common Criteria, the de-facto standard for software system certifi-
cation. This book departs from the analysis in [?] and presents the evolution
of security certification across IT evolution, towards the certification of modern
distributed systems. In the last decade, industries, as well as governments, has
been at the forefront of the effort pushing towards the definition of new certifica-
tion schemes that address the peculiarities of modern distributed systems. For
instance, ENISA has been appointed by the European Commission as the re-
sponsible for developing EU cybersecurity certification which provides evidence
of compliance to a given level of trust. The mission of ENISA in the area of
the EU cybersecurity certification framework is ” to proactively contribute to the
emerging EU framework for the ICT certification of products and services and
to carry out the drawing up of candidate certification schemes in line with the
Cybersecurity Act, and additional services and tasks”.

In this book, we consider the huge research effort devoted to find methods for
checking distributed system quality that may result in sound security, safety and
dependability guarantees. This is mandatory due to the increasing pervasiveness
and involvement of people in the system working. Specifically, researchers are
addressing the following questions:

e What can we certify today? How can we address the peculiarities of
distributed systems?

e How can we trust a certificate to be accurate across distributed systems
changes?

e How can we measure our trust on dynamic and evolving systems?

e What can be done at design time to integrate development and certifica-
tion processes?

e How can we address composite systems?

We focus on the certification of security-related properties, that is, the pro-
cess proving a number of high level security properties by collecting a sufficient
amount of evidence. Traditionally, security certification has been mostly ap-
plied when customers need to have a quantitative measure of the security level
of their IT products, since it provides the possibility to choose systems that
best match their security needs. A wide range of certified IT products exist,
including operating systems, firewalls, and smart cards. However, among those
certified products just a few are modern systems based on (micro-)services. In
addition, among existing certification schemes just a few are applicable to mod-
ern systems that: ) are complex and composite, i) subject to quick versioning
and adaptations, i) mix heterogeneous technologies.
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The discussion in this book is driven by three main requirements that are
summarized below:

multi-dimensional certification. Certification is not only a matter of soft-
ware artifacts. Certification concerns many aspects of system life cycle,
from the development process to the verification process and even the
deployment process. A certification scheme should consider evidence col-
lected in multiple dimensions, contributing to build a more correct and
comprehensive view of the certified system.

Composite certification. Modern systems are implemented as a smart com-
position of services and components. Certifying a system as a whole in-
troduces inaccuracy in the certification results. This introduces the need
of certification schemes that are capable of inferring the properties of the
whole system starting from the properties of its components.

Continuous certification. Modern systems are modified and deployed at fast
rates with dozen of service versions released every day. Modern certifica-
tion schemes must reduce the monetary costs and the time needed to cer-
tify a specific system, supporting quick and partial re-certification across
system changes. Smart certificate life cycle management approach must
be defined, increasing certificate support over time.

Chain of trust. Traditional certification assumes a trusted third party (i.e.,
certification authority) that is responsible for the entire management of
the certification process. This assumption is not sound when modern
systems are the target of certification. Modern systems in fact are contin-
uously developed and deployed impeding the availability of a certification
authority for the entire certification process, which last for the entire sys-
tem life cycle. New chain of trust routed at a trust third party are needed
to support sound certification schemes.

Deterministic vs non-deterministic. Modern systems are quickly moving
from deterministic to non-deterministic behavior, where their behavior is
driven by machine learning and artificial intelligence. This evolution is
hampering existing schemes asking for new approach to certification that
should start with a new definition of properties.

1.2 Structure of the book

TBC
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Chapter 2

Part 1: History of Software
Security Certification

Today, computer systems play a central role in all aspects of modern life. We do
not only depend on them for secondary tasks, rather, most of the highly critical
infrastructures such as health care, transportation, and telecommunication de-
pend on them. However, in spite of this pervasive presence of computer systems
in our daily activities, many users feel reluctant in trusting them. In the major-
ity of instances, this can be primarily attributed to the fact that these systems
lack a proper evaluation process that guarantees their reliability and trustwor-
thiness. In this chapter we start by defining what software security certification
is and, then we look at some of the leading evaluation and certification schemes
that have been adopted by governments and the industry over the years.

2.1 Software Security Certification

Software security certification refers to the process of verifying that a software
product meets a set of predefined security requirements, following an evidence-
based process. This can involve different aspects including, system architecture
design, code review, and testing in order to ensure that the software system can
be awarded the certification stamp.

A variety of certification schemes have been developed over the years, each
with specific scope, requirements, and standards. Some certification schemes
focus on the technical aspects of the software, such as its performance, security,
and reliability, others instead focus on the development process and organiza-
tional aspects such as usage policies and the operational environment.

To certify the security of a software system, dedicated trusted organizations
oversee the evaluation process by following well-documented processes and pro-
tocols [1]. The main task of these organizations is to review software systems
and conduct various evaluation procedures to ensure that systems meet the
necessary standards. If the software passes all the evaluation milestones, it is
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granted a certificate, which is used to prove to potential customers that the
software has been independently reviewed and deemed to be of high quality.
Obtaining software certification is beneficial for companies as it increases con-
fidence in their products and therefore, the credibility of the company. At the
same time, the certificate provides assurance to customers regarding the relia-
bility of their systems and allows them to hold their vendors accountable in case
of failures or behaviours that invalidate the issued certificate.

2.2 History of Software Security Certification

The history of software security certification can be traced back to the begin-
ning of the Internet. The issues that were brought by the Internet in terms
of access/data control and privacy have challenged the potential success of an
open-world wild network capable of providing easy access to resources while
maintaining a high level of security and privacy [2]. Prior to this, in the early
days of personal computing, there was little need for such certifications as the
ability to seamlessly transfer data from one machine to another was nonexis-
tent. Users were forced to manually move data to the intended recipient. Even
though policies and regulations were put in place to regulate who has access to
and how data is managed, they were at the management level rather than at
the software level. The emergence of the Internet marked a significant turning
point. By connecting standalone machines, the transfer of information became
faster and more convenient. The Internet bridged the gap, allowing users to
rely on software systems to manipulate and transmit data without the need
for manual actions and reducing transaction costs associated with information
exchange.

This new environment helped define the vision for software market expan-
sion, the software industry has expanded exponentially since then, with com-
panies targeting different domains with a specific focus on the enterprise and
military segments due to their high financial returns. The increase in commer-
cial solutions and their options eventually comes with a major downside, which
is the elevated risk of provisioning insecure software systems. Governments and
agencies, in particular, have taken notice of this issue, due to the high impact
these systems might have on their operations. As a response, several govern-
ment bodies have introduced dedicated security certification schemes for the
software market. Their aim was to establish rigorous standards and evaluation
processes to ensure the reliability, integrity, and safety of software products.

In general, a certification process is driven by the security properties to be
certified (e.g., confidentiality, integrity, authenticity), and carried out collabo-
ratively by three main parties: i) a service provider that wants to certify its
services; i) a certification authority managing the overall certification process;
and i) a Lab accredited by the certification authority (i.e., accredited Lab) that
carries out the property evaluation.



2.2. HISTORY OF SOFTWARE SECURITY CERTIFICATION 11

2.2.1 Certification Schemes

The earliest scheme of software security certification can be traced back to the
1970s, when the U.S. Department of Defense (DoD) established the Trusted
Computer System Evaluation Criteria (TCSEC) [3]. TCSEC focused primarily
on evaluating the security of computer and software systems by introducing
a set of security classes. The TCSEC was later revised and became known
as the Orange Book, which was a widely-used reference for software security
certification. In the 1990s, the International Organization for Standardization
(ISO) and the International Electrotechnical Commission (IEC) developed the
Common Criteria, which is a set of security standards that are still used today
for software security certification [1]. The Common Criteria provide a framework
for evaluating the security of software and other types of information technology
products. In addition to the Common Criteria, there are several other trust
models that are commonly used for software security certification, including the
Capability Maturity Model (CMM), the Payment Card Industry Data Security
Standard (PCI DSS), and the Health Insurance Portability and Accountability
Act (HIPAA).

In the subsequent sections, we will provide more details regarding each of the
certification schemes aforementioned looking more specifically at their strengths
and weaknesses in order to identify the gaps that need to be addressed by future
schemes schemes.

2.2.2 Trusted Computer System Evaluation Criteria (TC-
SEC)

The Trusted Computer System Evaluation Criteria (TCSEC), or Orange Book
was the first attempt to come up with a clear and systematic certification pro-
cess. It has been developed and adopted by the US government for computer
systems procurement. TCSEC establishes a complete evaluation framework for
accessing the security features of software systems. The primary objective of
TCSEC is to lay the foundations for a common language capable of capturing
clearly all the concepts and features subject to the certification process. TC-

SEC targets four Security Levels (Table 2.1) and focuses on seven main security
features (Table 2.2).
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TCSEC has contributed to creating the first systematic process to address
computer security, however, despite its merits, it exhibited several limitations.
Given its static nature, TCSEC failed to adapt and support the rapid evolution
and complexity of modern systems. Additionally, the emergence of new classes
of threats called for up-to-date evaluation criteria.

2.2.3 Information Technology Security Evaluation Crite-
ria (ITSEC)

Information Technology Security Evaluation Criteria (ITSEC) is the former Eu-
ropean standard for computer security certification that was developed to assess
the security of IT products. It was developed by the European Union in the
1990s and was in use until the early 2000s, when it was replaced by the Common
Criteria for Information Technology Security Evaluation (CC) [4].

ITSEC was developed to certify IT products used mainly by EU government
agencies and large organizations with critical security requirements. ITSEC was
divided into three parts:

e Security Target (ST): a document defining the security requirements for
a particular IT product.

e Evaluation Assurance Level: a measure of the level of assurance that the
IT product or system met the requirements specified in the ST.

e Security Functional Level: a measure of the level of security functionality
provided by the IT product or system.

Seven assurance levels were defined under the ITSEC scheme, namely:

1. EO: This level represents no assurance.
2. E1: Functionally tested.

E2: Structurally tested.

- w

E3: Methodically tested and checked.

5. E4: Methodically designed, tested, and reviewed.
6. E5: Semi-formally designed and tested.

7. E6: Formally designed and tested.

2.2.4 Canadian Trusted Computer Product Evaluation Cri-
teria (CTEPEC)

Canada has developed its own certification scheme in response to the race to-
wards establishing rigorous criteria for computer systems security. CTEPEC
was developed by the Canadian government’s cryptologic agency to address
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Table 2.2: TCSEC Security Features

Feature Description

Identification and Authenti- | identification of all the users and objects in a
cation software system. This could include token, bio-
metric and password-based authentications.

Access Control These mechanisms are meant to regulate access
control to all systems resources. They include
role-based access control (RBAC), access con-
trol lists (ACLs), and mandatory access control
(MAC).

Auditing the ability of the system to maintain tamper-
proof security records that can be used to audit
the system behaviour.

Trusted Recovery In case of security breaches, the system is able
to recover while maintaining integrity and its
security configuration.

Trusted Communication provide secure communication channels between
all resources.

Object Reuse Protection The ability to clean and flush any secure data
before resources can be reused by other users or
entities.

Accountability any activity or action in the system can be as-

sociated with a specific entity or user.
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Canadian particular needs [5]. Table 2.3 the six security levels considered by
the CTEPEC scheme.

The certification process is carried out by the Canadian Common Criteria
Evaluation and Certification Scheme (CCS) laboratories. The process starts by
contacting an accredited lab and submitting all the necessary documentation
depending on the level the client is seeking to certify. After a pre-evaluation
phase, where all the submitted documentation is reviewed, an evaluation plan-
ning phase starts, where the lab outlines the concrete evaluation activities to
carry out (e.g., verification methodology, timeline, resource allocation). Next,
the evaluation phase starts. This phase executes all the pre-defined activities
including testing the product’s security features, source code review, vulnerabil-
ity analysis etc. Once this phase is completed an evaluation report is generated,
which is then used to decide whether to award the required certification level
or not.

To guarantee the validity of the certificate for future releases of the product, a
continuous certification maintenance phase has been put in place. This activity
requires periodic monitoring of the certified products to ensure their alignment
with the specified security requirements of the awarded level.

2.2.5 Common Criteria (CC)

The Common Criteria (CC) for Information Technology Security Evaluation is
an international standard for computer security certification [1]. It was first
developed in the 1990s as a joint effort between the National Security Agency
(NSA) of the United States, the Communications-Electronics Security Group
(CESG) of the United Kingdom, and the Federal Office for Information Se-
curity (BSI) of Germany. The CC standard is recognized and used by many
governments and organizations around the world, and it is often used as a basis
for government procurement and regulatory compliance, as well as for private
sector security certification programs.

The main goal of the CC standard is to present a uniform and consistent
security evaluation process that can be used to assess the security of IT products.
Its primary target users are governments, businesses, and large organizations to
guarantee with a high level of confidence that the I'T products they use meet a
predefined level of security.

The CC standard is composed of three parts:

e the Protection Profile (PP): a document describing the security require-
ments for a particular IT product or system. This represents what security
means for the organization seeking the certify the IT product.

e Security Target (ST): a document describing how the IT product meets
the requirements specified in the PP.

e Evaluation Assurance Level (EAL): a measure of the level of assurance
that the IT product meets the requirements specified in the ST.
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Table 2.3: CTEPEC Levels

Level Description

E1l Level E1 apply to software systems with non-
sensitive data and low-security requirements.
Many commercial off-the-shelf (COTS) software
products fall into the category including web
browsers and software utilities. Security at this
level deals with the possibility of the software
system affecting the security of the environment
it is hosted in.

E2 Non-critical and low-risk systems can be certi-
fied at this level. These systems are checked for
their access controls and authentication/autho-
risation mechanisms.

E3 This level deals with systems that manage sen-
sitive information. To be certified at Level
E3, the software system needs to provide evi-
dence that shows stronger security features and
stricter controls.

E4 This level adds more restrictions on the operat-
ing environment of the software system. It man-
dates that the operational environment needs
to guarantee a high level of security including
secure communication, secure hardware compo-
nents and a secure operating system.

E5 This level deals with highly classified informa-
tion. Rigorous evaluation processes are used to
verify the security features of the products un-
dergoing the certification process at this level.

E6 This is the highest level a software product can
achieve under CTCPEC. software systems deal-
ing with highly sensitive data can be certified
at this level if they can formally and empirically
prove a high level of security for all the consid-
ered features.
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Over the years, the CC standard has undergone several revisions since it
was first introduced. The most recent version, CC v3.1, was released in 2013.
It includes a number of updates and improvements over previous versions, in-
cluding support for new technologies and security challenges including IoT and
cloud-based systems.

The CC defines seven Evaluation Assurance Levels (EAL) that represent
increasing degrees of assurance.

1. EAL1: Functionally Tested

2. EAL2: Structurally Tested

3. EAL3: Methodically Tested and Checked

4. EAL4: Methodically Designed, Tested, and Reviewed
5. EAL5: Semi-Formally Designed and Tested

6. EALG: Semi-Formally Verified Design and Tested

7. EALT: Formally Verified Design and Tested

2.3 Certification Process

Although each scheme has defined its own certification process, they all share
the same common pattern. They all rely on an evidence-based certification pro-
cess of evaluating and certifying products, practices, and systems. The process
takes as input the properties and the product to be certified and produces as
output a machine-readable certificate, containing the evidence that proves the
security level of the required properties. The main advantage of evidence-based
certification is its reliance on empirical evidence to support the claims made
about a product.
A typical evidence-based certification process involves the following steps:

1. Identify the properties to be certified.

2. Identifying the requirements to be verified for each property.

3. Gathering and reviewing relevant evidence to support those requirements.
4. Evaluating the quality and relevance of the evidence.

5. Determining whether the evidence is sufficient for the required level of
security.

6. Granting certification if the evidence meets the necessary criteria.
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Figure 2.1: Conceptual framework of the certification process.

Based on the conceptual framework in Figure 2.1, the certification process
is composed of two cycles and it is carried out by three actors. The inner cycle
is initiated by the client who defines the scope of the certification by identifying
the features to certify and the required certification level. Upon submitting a
certification request, the client needs to support the request with all the essential
documentation to facilitate the evaluation process.

The second phase involves the accredited lab, which plans the evaluation
process and carries out all the involved activities including product testing,
code review and threats analysis. The accredited Lab generates the evidence
needed to certify the product on the basis of the provided documentation and
the carried-out tests and sends it to the certification authority. If the evidence
is sufficient to prove the required property, the certification authority awards a
certificate to the client, which includes the certified property, the certification
level, and the evidence.

Once the inner cycle is completed it triggers the outer cycle which monitors
the certified product and in case there are any changes either in the product
or its environment that can affect the certified properties a partial or full re-
certification will be triggered.

Overall, while software security certification schemes play a vital role in
increasing the trustworthiness of software products, the existing schemes still
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suffer from a number of weaknesses. High among these weaknesses is the lack
of adaptability and centralization.

The fast-paced and dynamic nature of the technological landscape, coupled
with the ever-evolving classes of threats, poses a considerable challenge for tradi-
tional certification schemes. The lack of a dynamic and fast way to incorporate
up-to-date security practices and new attack vectors opens a significant gap in
ensuring the effectiveness of the certification process.

Additionally, software security certification can greatly benefit from a de-
centralized approach. Decentralizing the certification process will allow inde-
pendent actors with different expertise and background to collaborate and work
together in evaluating and certifying software security. Thus, enhancing the
robustness and effectiveness of the process.
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Chapter 3

Part 2: Evidence-based
Certification of Cloud
Services

Certification schemes for Cloud extend the traditional ones with the primarily
scope of making them applicable in the dynamic distributed environment such
as the Cloud following three principal directions: i) flexibility of the certification
process (i.e., models for certification life cycle, target and process), ii) adapt-
ability to service evolution and environmental changes (i.e., incremental certifi-
cation), iii) feasible chain of trust lowering the CA involvement. In the following
we fist present relevant certification schemes (Section 3.1), our scenario we used
throughout the book as running example (Section 3.2), the certification building
blocks (Section 3.3) and then details on how to model a continuous certifica-
tion process considering a dynamic life cycle and evolving services (Section 3.4).
We then present the problem of incremental certification to cope with evolving
services (Section 3.5) and a Test-based Certification Framework (Section 3.6).
Concluding this chapter we present the certificate chain of trust required to
address the need of trustworthiness of the certification process (Section 3.7).

3.1 Relevant Certification Schemes

Actual certification schemes focused on the certification of service/based and
cloud/based systems in virtually any domains (e.g., [6, 7, 8, 9]). Two main
approaches to evidence collection have been proposed to support existing certi-
fication schemes:

1. test-based evidence collection, where evidence is collected as the result of

testing activities performed by the Certification Authority (CA) on the
target of certification [7, 8, 9];

21
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2. monitor-based evidence collection, where evidence is collected in the form
of metrics retrieved by monitoring service execution [6, 10, 11, 12, 13, 14,
15, 16, 17].

These approaches have been then applied in additional scenarios, including com-
pliance with Service/Level Agreements [11, 18, 15, 14, 19, 20, 21], verification-
/as/a/service in grid computing [22], behavioral analysis of Network Virtualiza-
tion Functions [23], as well as data integrity in cloud/edge datastores [24]. Pe-
culiar schemes also include other means for evidence collection, such as Trusted
Platform Modules [25], and formal methods for certification of functional prop-
erties (i.e., correctness) [22, 26]. Other certification schemes are supporting
self/adaptive systems, ensuring the compliance of a system and driving the sys-
tem adaptations according to properties in the certificates [27, 28, 7, ?].

3.2 The Reference Scenario for Certification

In the following we describe a compliance framework we used as reference sce-
nario for the entire book. Our compliance framework is cloud native and capa-
ble to execute assessment activities on a target system to evaluate the level of
compliance to a specific regulation. It has to be adopted as part of life cycle
of the target of the compliance evaluation, and therefore included in its De-
vOps pipeline. It is made of a composition of services implementing specific
functionalities needed for compliance evaluation. Given the sensitivity of the
activities carried out and data managed it is mandatory that itself shows some
non-functional properties such as confidentiality, integrity and privacy to name
but a few.

Figure 3.1 shows the architecture of the assurance framework based on i)
compute nodes executing evaluation activities on different hooks (Ezecution
Manager) and verifying compliance according to collected artefacts (Compli-
ance Manager), ii) storage nodes storing the compliance controls (Compliance
Control Repository) and the results of compliance verification (Artefacts Stor-
age). The compliance engine implementing this architecture is part of the ap-
plication life cycle as first class citizen, being able to scale and migrate with
the application. It exposes APIs that are called during the different stages of
DevOps.

The Ezecution Manager is in charge of the compliance controls. It must
be included into the automatic application deployment procedure ensuring that
the hooks of the target application are always reachable. This includes replicat-
ing and migrating the Execution Manager together with the application, and
elastically scaling based on the observed compliance load in terms of number of
controls to be simultaneously executed.

The Compliance Control Repository includes a set of versioned compliance
controls (e.g., scripts) that can be executed by the Execution Manager. Each
control is identified by an unique name, a version, and requires a number of
parameters for setting up the verification. Its output includes a set of artefacts
(e.g., relevant chunks of configuration data) represented in a machine-readable
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Figure 3.1: The architecture of our reference scenario.

format. For instance, a control can verify whether a banning service connected
to an access control system works correctly. To do so, the control can access
multiple times, on behalf of a user, a resource without holding the access privi-
leges. If the corresponding user is banned the control returns a positive result,
otherwise a negative result.

Hooks define how compliance controls connect to the target of evaluation and
the credentials needed to access it. The Artefacts Storage collects the results of
the compliance control execution. The Compliance Manager is responsible to
verify compliance by evaluating the collected evidence. It is also responsible to
add/update the compliance controls in the Compliance Control Repository. It
is connected to the Execution Manager for run-time reconfiguration.

This framework, presented in detail in [29], permits also to keep controls
dependencies confined and preserve isolation.

3.3 Certification Building Blocks

In the following we describe the building blocks of a certification process and
more specifically the notion of i) non-functional properties as the scope of the
certification assessment, ii) non-functional mechanisms as the software compo-
nents supporting a given non-functional property, iii) Target of Certification as
the perimeter of the certification in terms of the set of mechanisms to be verified
and iv) evidence as the concrete artefacts of a certification process.
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3.3.1 Non-Functional Properties

Assessing if a given non-functional property holds for a given system is the fi-
nal scope of every certification scheme. The notion of non-Functional property
is quite well known in the research community [30, 31, 32, 33, 34] and largely
adopted for building domain-specific vocabularies for regulations (e.g., [?]), stan-
dards (e.g., [?]) and cloud security specifications (e.g., [?]). In the following we
provide an informal definition of generic non-functional properties.

e (Confidentiality is the capability of limiting information access and disclo-
sure to authorized clients only.

e Integrity is the capability of preserving structure and content of informa-
tion resources.

o Authenticity is the capability of ensuring that the clients or objects are
genuine.

e Non-repudiation expresses the capability of preventing denial of having
sourced an information resource.

e Robustness is the ability of a computer system to cope with errors during
execution or the ability of an algorithm to continue to operate despite
abnormalities in input, calculations, and the like.

o Awailability is the capability of guaranteeing continuous access to data and
resources by authorized clients.

e Performance is the capability of guaranteeing specific performance like
response time or data ingestion latency.

Since these properties represent generic security requirements and provide
no information on how to achieve them we deemed them as “abstract” non-
functional properties. In order to specify an abstract non-functional property
into what we called a “concrete one”, it can be complemented by attributes as
follows.

Definition 3.3.1 (Non-functional Property) A non-functional property p
can be defined as a pair (p,A, ), where p is an abstract property and A, is a set
of class attributes specifying it.

Attributes can include information on the non-functional mechanisms guar-
anteeing p (e.g., access control), a level modeling property strength (e.g., low,
medium and high similarly to the CVSS score), and contextual attributes (e.g.,
uptime = 98% for property availability).

Non-functional properties can be organized into an hierarchy Hp=(P,<p) [35],
where P is the set of properties and <p is a partial order relationship over
P. Given two properties p;,p;€P, p; is weaker than p; (denoted p;=<pp;) if
p;i-p=p;.p, and Vap €Ay, either the value v;(ay) of attribute aj is not specified
or v;(ar)=a,v;(ar). We note that total order relations <,, between contextual
attributes ap€A, can be defined by expert users.
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3.3.2 Non-Functional Mechanisms

A non-functional mechanism 6 is software component that supports a given (set
of) non-functional property (e.g., encryption mechanism supporting integrity).
It can be formalized as a pair (0,4,,), where § is a mechanism type (e.g., digital
signature), and A,, is a set of attributes specifying configurations affecting the
mechanism behavior (e.g., standard = ECDSA). Non-functional mechanisms can
be organized in terms of their type 6 into an hierarchies H ;- This hierarchy
Hyy, is defined as a pair (M, <ps, ), where M; is the set of mechanisms of the
same type, and <), is a partial order relationship over M; normally defined by
domain experts.

For instance given two mechanisms 6,0y, 0; is weaker than 6 (denoted
0;=n,05) if 9j.é:9;€.9, and Ya¢€A,,, either the value v;(a;) of attribute a; is
not specified or v;(a;)=g,vx(a;) where the total order relations <,, between
attributes a;€A4,, are normally defined by expert users. For the sake of com-
pleteness, a special hierarchy Hys,=(My,=) where My={(Functional,{})} is
also defined in order to model the functional mechanisms of a given service.
Both functional and non functional mechanisms can be logically seen as part of
a common hierarchy Hp; of mechanisms M with a common ancestor denoted
as any.

Each mechanism is also annotated with a set of events ({events}) or config-
urations impacting its execution.

3.3.3 Target of Certification

The Target of Certification (ToC'), defines the mechanisms that are part of
the certification perimeter for which a given (set-of) non-functional properties
applies. We note that in many situations, to support a given non-functional
property one or more cooperating mechanisms in the ToCare needed.

ToC can be formally defined as (0,b), where ©={60;} is a set of mechanisms
0;,€M and b specifies the provisioning layer for the system to be certified (i.e.,
service, platform, infrastructure) .

For instance, let us consider a ToC' with a binding defined at service layer
(i.e., b=<service>) to be certified for security property p = (Confidentiality,
{ctx=in-transit/at-rest}). The ToC includes two mechanisms 6; and 65 sup-
porting p. More specifically mechanism 6, =(encryption,{algo=XML-encryption,
protocol=WS-Security, level=message-in-transit }) refers to a mechanism im-
plementing an encrypted communication channel, mechanism 6o = (encryp-
tion, {system=encrypted DBMS?}) identifies a mechanism implementing an en-
crypted DBMS.

3.3.4 Evidence

Evidence ev is the artefacts collected by the certification process in order to
verify is a given non-functional property is supported or not. In order to col-
lect evidence each mechanisms 6 in the ToCcan be further modelled in terms
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of its behaviour. Solutions based on Symbolic Transition Systems (STS) [35]
have been proposed in literature aimed at providing an accurate model to the
accredited labs for the generation and execution of evidence collection activities.
Evidence supporting the Certification process can be of different types.

Schemes using monitoring evidences like the ones used in the FP7 CUMU-
LUS project [36] are based on i) rules expressing conditions that must be satisfied
during the monitoring of a given ToC, ii) monitoring assumptions specify how to
record and update variables indicating the state of ToC'during monitoring. They
normally use languages based on Event Calculus [?] for expressing monitoring
conditions (e.g., EC-Assertion+). This approach is used in the EVEREST mon-
itoring system [?]. Evidence in these schemes are the monitoring events and the
period of evaluation have to be indicated. To be verified such evidences have
to specify the minimum period of monitoring ToC, the minimum number of
monitoring events and their representativeness.

Schemes based in Trusted Computing initially proposed in the FP7 CUMU-
LUS project requires that the ToC resides on an hardware having TPM modules
[?] installed. These schemes are very trustworthy given the use of TPM but can
support just few properties like software integrity and in most of the cases just
at the lowest layers of the Cloud Stack. Given the nature of TC, the trust chain
starts with the trust on the TPM and physical platform hosting the TPM chip.
It is capable to measure the integrity of the firmware and software in the upper
stack reaching the applications layer but in most of the cases requires the sup-
port for virtualized TPMs [?]. The assessment scheme of TC-based certification
is based on remote attestation of ToC' integrity which is a functionality provided
by trusted computing platforms. TC solutions are also used in the context of
certification of a way to verify integrity of the evidence collected using other
schemes like the testing or monitoring ones.

In COMMON CRITERIA as well as in FP7 ASSERT4SOA project [37], in
addition to test-based evidence also formal proof evidence are considered. In the
case of formal proofs, the evidences are the results of the execution of the proves
on the target system [38]. As in COMMON CRITERIA such evidence are the
mostly trustworthy ones and can be applied just in some specific scenarios and
for some properties, and having the full access to the system source code in
order to build the formal model.

Being the mostly largely used, in the following we concentrated on Test-
based evidence only.

Test-based Evidence

Most of the testing-related literature has considered the problem of testing to
assess the correct functioning of a service and to automatically generate test
cases used in the verification process [39)].

We can consider three main categories of tests, each of them further specified
in terms of test types that specify the test cases needed to support security
properties on a given service have been generated. More specifically:
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e Functionality category: including functional tests based on valid input. It
distinguishes between three test types: i) input partitioning where testing
activities are based on different input partitioning strategies(i.e., Random
Input, Boundary Value, Equivalence Partitioning, and Fuzzy/Mutation);
ii) model control flow where testing activities are based on path analy-
sis performed on the service model; iii) code walkthrough where testing
activities are based on manual analysis of the source code by experts.

e Robustness category: including tests based on invalid and malformed in-
put. It also includes stress and load tests.

e Penetration category: including tests based on well-known security at-
tacks. It considers test types in the form of attacker capabilities (e.g.,
add, modify, copy)

We note that functionality and robustness test categories are needed in order

to check functional correctness and robustness of a given mechanism 6. Test

categories and types, according to [?] can be organized into hierarchies meaning

that, assuming the same certified property and test category, a certificate with

a given test type can be “stronger” than a certificate with another test type.
Test based evidence ev can then be formally defined as follows.

Definition 3.3.2 (Test-based Evidence) Let cat(.) be a test category, type(.)
a test type, ta(.) a set of test attributes, tc(.) a set of test cases, and tr(.) the
results of test case execution. An evidence, denoted ev;, is a set of 5-tuple
(cat(ev;), type(ev;), ta(ev;), tc(ev;), tr(ev;)).

A test case tc(.) can be further specified in terms of preconditions (Pr),
inputs (I), expected outputs (EO), and postconditions (Po). It is normally
designed for a particular objective, such as to exercise a particular execution
path or to verify compliance with a specific requirement. A test case tc(.) can
be formally defined as follows.

Definition 3.3.3 (Test case) A test case tc(.) is a 5-tuple ( 6, Pr,HC {( I1,
EOy ), ...,(In,EO,)},Po), where 8 is the mechanism under evaluation, Pr
is a set of pre-conditions, HC a set of hidden communications, {(I1,EO1),
oo ,(In,EOy)} a set of pairs (input,expected output), and Po a set of post-
conditions.

Test cases can be specifies for the following purposes:

1. Operation-oriented test cases (OO). Focused on testing each single service
operation. Each test case tc(.) includes a pair (I,EO), with I the input
and FO the expected output related to a specific service operation.

2. Workflow-oriented test cases (WO). Focused on testing multiple opera-
tions in a workflow fashion. Each test case tc(.) defines a specific path in
the workflow to be tested and is composed of a set of pairs (I,,;,EO,,),
with o; the j-th operation in the workflow. We note that, when the output
of a given operation is not relevant to the testing activity, EO,;, =null.
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3. Implementation-oriented test cases (I0). Focused on testing internal
states of a given operation endpoint. It requires full access to the source
code or a detailed model of it. Form a praxctical point of view they are
similar to the workflow-oriented test cases, each test case is composed of a
set of pairs (I,,,FQ,;). In this case, however, the service implementation
is also considered to generate the test cases and to test specific flows to
covel internal implementation-specific branches.

3.4 Certification Modelling

Certification schemes for cloud services relies on three modelling layers:

e Mechanism Model: it describes how to model the mechanisms 6 in ToC
including the visibility level from white to black box. It is fundamental
to drive evidence collection process. In general the more the model is
accurate the better the evidence collection process can be instrumented.
Model quality metrics can be defined with the scope of understand the
level of details available to carry our certification.

e Certification life cycle Model: It describes how to model the evolu-
tion of certificate across time, from its issuing to possible expiration or
revocation. The CA is traditionally responsible to take decisions on the
certificate life cycle like certification issuing, suspension, revocation, or
expiration for instance, as a reaction to new threats, regulations or audit
activities.

e Certification Process Model: It describes how to model the entire cer-
tification process including all the building blocks in Section 3.3. The certi-
fication process is responsible for all evaluation activities aimed to produce
a certificate for the ToC' (issuing phase), as well as to continuously verify
the validity of the certificate against context changes to reduce unneces-
sary certificate revocation and re-certification [?] (post-issuing phase). It
specifies how the evidence are collection and evaluated. Evidence quality
metrics can be specified in order to evaluate the strength and the trust-
worthiness on the certificate.

We note that certification modelling depends on the evidence type, in the
following we concentrated on modelling suitable for testing evidence. Software
mechanisms modelling is largely covered in literature in the contest of normal
software testing and evaluation practices [|. In the following we concentrated
on the last two models starting from the Certification life cycle model.

3.4.1 Certificate Life Cycle Model

Cloud-related certificate must evolves in time following the evolution of the tar-
get service, threats and regulations. This evolution is much more dynamic than
for traditional software and thus have to be automatized as much as possible.
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Figure 3.2: Life cycle with states Not Issued (NI), Issued (I), Suspended (S),
Expired (E), Revoked (R) and examples of conditions on transitions.

For this reason a certificate life cycle [ is defined having the scope of modelling
the certificate evolution from its issuing to possible expiration or revocation. It
is handled i) offline by the CA in a static and asynchronous way as a reaction
to new threats and regulation changes and ii) online and run-time on the basis
of evolving evidence by the accredited lab since the static intervention of a CA
is not always feasible.

Definition 3.4.1 (life cycle) The life cycle | is modeled as a deterministic
finite state automaton G'(V' E') where each vertexr vEV' represents the cer-
tificate state (e.g., not-issued, issued, suspended, revoked) using a label label (v)
and each edge e:(vi,vj)EEl represents the transition between two states using
a labeled representing the condition cond. over certificate evidence that requlates
the transition.

Figure 5.2 shows an example of the life cycle automaton with transition
conditions. For instance, edge ey s is labeled with a condition cond.,, , stating
that at least 95% of the test cases tc(.) need to be successfully executed (i.e.,
cond,, ;=0.95tc) for the certificate to move from state NI to state L.

3.4.2 Certification Process Model

In the following we first present our conceptual framework supporting the certi-
fication process and then the model of our certification process incarnating our
conceptual framework.
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Figure 3.3: The conceptual framework.

Conceptual framework

To model certification process three aspects need to be considered, i) the ab-
stract declarative model defined by the CA describing the property p to be cer-
tified, the target of the certification activities ToC and evidence to be collected,
and the evidence collection activities to be executed (Certification Model (CM)
Template), ii) the procedural model of the concrete activities to be carried our
by the accredited lab on the given implementation of the target (Certification
Model (CM) Instance), iii) the model of the certificate to be released. Figure 3.3
shows the conceptual framework at the basis of the certification process.

The aim of a certification process is to prove a property p for a given ToC.
It is driven by a CM Instance. CM Instance is generated as a concrete incar-
nation of a given CM Template and verified against it to ensure its validity.
The evidence is continuously collected, according to the CM Instance collection
procedure. In case the evidence is not sufficient to prove a given non-functional
property (dashed arrow in Figure 3.3) the corresponding certificate cannot be
awarded.

The CM Template T is defined by the CA and drives the entire certification
process. It represents the cornerstone of the certification chain of trust which is
grounded on the correctness of the certification process itself as it is designed and
signed by the CA (see Section 3.7). It is a declarative high-level representation
of the process including requirements specification, configurations, and activities
for the certification of a property for a given (class of) ToC.

Definition 3.4.2 (CM Template 7) A CM Template T is defined as 5-tuple
of the form (p,ToC,m,ev,l) and signed by the CA. The requirements on the ToC
are expressed in the CM Template T in terms of the mechanisms to be used to
support a given property p. The activities for the certification are expressed
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using a model m describing the evidence collection, and the evidence ev to be
collected and the certificate life cycle | according to them.

More specifically the evidence collection model m describes the set of execution
flows ®(m) targeting the mechanism in ©, which must be evaluated to certify
p. The flows are structured to cover the different relevant purposes of testing
(i.e., operation OO, workflows WO and Implementation IO, see Section 3.3.4)
Evidence collection flows ®(m) are associated with evidence ev to be produced.
The evidence ev in T is expressed in an abstract format indicating for instance
the inputs I,, and expected outputs EO,, in the form of partitions of the cor-
responding input and output domains (see Definition 3.3.3). The life cycle [ is
also part of the CM Template. It is defined by the CA to describe the certifi-
cate evolution across time depending on the outcomes of the evidence collection
and other external events like expiration and revocations. We note that at CM
Template level, the mechanisms 6 € ToC can be defined at very abstract level
just including the type only (i.e., (é,@)) or at a more concrete level including
specific attributes (i.e., (6,4m)).

Example 3.4.1 (7 ) Let us consider the Artefacts Storage service of our sce-
nario in Section 3.2 an the property Confidentiality for which it has to be certi-
fied. A CM Template T includes the+ security property p = (Confidentiality,
{ctx = in-transit/at-rest} ) and target of certification ToC'= ({01, 02}, <service>),
where 81 =(encryption, {level = internal-communications}) is an encryption
mechanism securing internal service communications, 02 =(encryption, {level
= data-at-rest} ) is an encryption mechanism securing stored data. Evidence col-
lection model m in T specifies the flows of execution, by combining mechanisms
in ToC. Fvidence ev in T is expressed in terms of generic test category and
types and using partitions for input and output instead of real data. The life
cycle l;s fully defined by the CA in terms of states and transition conditions
specified in terms of evidence aggregations.

CM Instance 7 is the concrete implementation of a given CM Template 7. It
includes details on configurations and activities to be executed on the ToC with
the final scope of collecting evidence. CM Instance Z is an join effort between
the accredited lab and the service provider contributing to the establishment of
a full chain of trust (see Section 3.7). Before executing the CM Instance Z, the
accredited lab verifies i) the signature of the T from which it is generated or to
which is claiming conformance, ) the correctness of the instantiation procedure
and i) The correct representation of the ToC' (see Section 77).

It is defined as follows.

Definition 3.4.3 (CM Instance Z) A CM Instance T is a 5-tuple of the form
(p, ToC,m,ev,l) it represents the implementation of a given CM Template T which
is signed by a CA. It contains i) ToC as the concrete incarnation of a given ToC,
where all the configurations for the real implemented mechanisms execution are
specified, i) the evidence collection process T that can be executed thanks to the
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configuration in ToC' iii) thee resulted evidence ev, iv) the certificate life cycle
I evaluating the evidence in relation with the certificate status (see Section ?7).

We note that the concrete evidence ev € Zis defined in terms of category and
types and in terms of real input and expected output in conformity with the
partitions expressed in ev € 7. The evidence ev also refers to the real mecha-
nisms 6 € ToC so that, executing the concrete collection model 72, they can be
re-evaluated if needed (e.g., in case of re-certification).

Example 3.4.2 (Z ) Let us consider CM Template T in Ezample 3.4.1. A
CM Instance I for T can shows the following elements. Security property
p=(Confidentiality,{ctx = in-transit/at-rest}). Target of certification ToC=
({01, 02}, <service>), where 1 = (encryption,{algo = ssh, protocol =TLS1.3,
level = message-in-transit} ) implements a secure channel mechanism based on
TLS1.3, 03 = (encryption, {level=at rest, algo =encrypted DBMS}) imple-
ments an encrypted DBMS for artefacts storing. The remaining components
should be such that: 1) T is consistent with m in T, ii) €v reflects the descrip-

tion in the ev of T, iii) I=I.

The final outcome of a certification process is a certificate. It plays a funda-
mental role for improving the trustworthiness of cloud services/systems adoption
and it is an enabler for advanced processes such as certification-aware service
selection/discovery and composition, to name but a few. A certificate C is a
4-tuple (Z,T ,ws,ev,), where Z is a CM Instance, 7 the Template used to in-
stantiate the Z, ws service endpoint where certificate is attached to, and €w,. the
results of the execution of test cases in eveZ.

We note that according to Figure 3.3, both the CM Template and the CM
Instance are capable to adapts themselves to changes supporting incremental
certification (see Section 3.5).

The Process

Figure 3.4 shows our certification process, which is based on the conceptual
framework in Figure 3.3. It is concretely implemented composed of five main
steps.

1. CM Template Definition: the CA designs a CM Template T detailing
the methodology for certifying p on a class of ToC'. We note that this
definition might be carried out well before the execution of the other steps
of the certification process. It ease the involvement of the CA in dynamic
cloud certification since its intervention it is decoupled from the process
execution.

2. Service Implementation: the service provider implement the service ws
to be certified eventually considering the CM Template as a guide for a
certification-oriented design.
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Figure 3.4: Certification process: execution steps. Rounded boxes represent
steps requiring tools or guidelines for service providers, accredited labs, or CA.
Squared boxes represent concrete executable tools that have to be implemented.

3. CM Instance Definition: the accredited lab, with the help of the service
providers, produces CM Instance Z for the implemented service using the
CM Template as a guide to be compliant with. We note that CM Instance
can also be defined independently, but have to show conformance to a
specific CM Template.

4. Consistency check (Z>T): the accredited lab verifies the consistency be-
tween Z and 7. This is crucial to build the certification chain of trust
for the cloud. It verifies whether a CM Instance Z is a correct and valid
instantiation of a CM Template 7. This step is mandatory both when 7
is generated independently by service provider owning the ToC, or if it is
generated with the support of the accredited labs.

5. CM Instance Ezxecution: the accredited lab execute all certification activ-
ities aimed to first certificate issuing (issuing phase) and then certificate
adaptation (post-issuing phase).

We note that the proposed certification process improve trustworthiness via
delegation of trust to the accredited lab and supporting consistency check func-
tion 1> verifying the compliance between what was signed by the CA and executed
by the accredited lab. It also provide a dynamic and run-time certificate life
cycle management suitable for the cloud.

3.5 Incremental Certification

The first certificate issuing is normally executed in a laboratory environment
under the supervision of the CA. In some specific situations it can be executed
also in operation environment by the delegated accredited lab (e.g., in case the
property depends on some operation systems that cannot be replicated in lab-
oratory). Incremental certification operate after the certificate issuing focusing
on updating certificate, re-executing part of the certification process if needed.
It is clear that incrementalty is a crucial property for a certification scheme
for the cloud. More specifically incremental certification aimed at maximizing
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certificate validity, while minimizing the risk of unnecessary certificate revoca-
tion, reducing as much as possible the amount of re-certification activities. A
certificate revocation in fact requires re-certification from scratch, which intro-
duces high cost and time overheads invalidating the benefit introduced by cloud
certification schemes.

3.5.1 Certificate Adaptation

To support incremental certification, after the certificate issuing both the CM
Instance and CM Template can adapt themselves to different types of changes
effecting cloud environment.

We consider two adaptation scenarios: i) CM Instance adaptation in case of
service, platform, or infrastructure changes, or any change in the configurations
at layers specified in the ToC for instance to cope with elastic scaling or migra-
tion; #) CM Template adaptation in case of new regulations or requirements to
assess the validity of a given property (e.g., a new issues affecting a mechanism
in the ToC or a new threats). We note that any change in CM Template also
triggers an adaptation process on relative CM Instance. Certificate adaptation
provides the ability to re-execute (part of) the process in Figure 3.4, following
changes in the CM Template, the CM Instance, and the service implementation.

CM Instance Adaptation

Let us consider an adapted CM Instance Z'= (7, ToC’/, m, ev, Z/) of 7= (p,
ToC', m, ev, l). We consider three possible reaction to changes at Z level:

Partial re-evaluation. It applies when the modified Z'is still consistent with
the original 7. It requires the execution of a partial evidence collection process
based on the differences between Z and Z'. If possible, it leads to certificate
renewal according to the following scenarios.

e Cloud event. The occurrence of an event affects a mechanism 6;€ ToC' of
. Test cases involving 6; are executed again.

o Additional tests. Additional test cases added in Z’, due to a change in
ToCl, m’, or ev’, and executed.

e New mechanism. A mechanism replacement between a new mechanism
0; €ToC of T’ and an existing mechanism ;€ ToC' of Z having the same
type Hj.ézﬂi.é. Test cases involving #; in Z are executed again according
to the new ToC and 7.

If enough correct evidence is collected the certificate returns to issued state.
On contrary, partial re-certification or revocation can be triggered. We note
that, since the authority intervention is not needed, partial re-evaluation can be
executed at run-time following 7.



3.6. CERTIFICATION FRAMEWORK 35

Partial re-certification. It applies when the modified Z'is no more consistent
with the original 7. It requires the execution of a partial evidence collection
process that first of all searches for a new 7' showing consistency with Z' and
then follows the differences between Z and Z' The focus of partial re-certification,
rather than implement a complete re-certification from scratch, is to exercise
the flows in Z’ that either do not exist or differ from the ones in Z. New test
cases are then executed to collect the evidence needed to award a certificate for
a new property p’ in Z'. If the evidence is both correct according to 7', and
sufficient according to [ the certificate is renewed, otherwise the certificate is
revoked. We note that as a lightweight alternative CA can define suitable CM
Template 7' for the adapted CM Instance Z’, such that a weaker property is
still preserved for the service referring to it (i.e., Certificate Downgrade []) We
also note that a certificate that was downgraded can be then upgraded in case
the partial re-certification succeeded.

Full re-certification. It is applied in case changes to Z cannot be managed
according to one of the above approaches.

CM Template Adaptation

CM Template adaptation focuses on partial updates of the certification method-
ology. It is driven by the CA that releases a refined CM Template 7'=(p’, ToC’,
m/, ev', ') of a given T=(p, ToC, m, ev, 1), triggering a CM Instance adapta-
tion for all instances Z referring to 7.

CM Template adaptation is a way to support certification-aware resilience to
changes. For instance, let’ suppose that a new vulnerability for a given ToCwas
identified, which requires a modification of 7. Such modification triggers an
adaptation process requiring that all certificates referring to affected template
become immediately suspended. The service provider must then adapt the af-
fected services and corresponding instance Z to keep the certificate.

3.6 Certification Framework

In this section we will describe a certification framework implementing the pro-
cess in Figure 3.4 suitable for an accredited lab. It provides a set of tools and
guidelines for designing CM Templates, generating CM Instances, executing
consistency check, and in general the certification management. It is based on
two main components: i) Certification Model Manager for CM generation, se-
lection, verification, i1) Evidence Collector Manager to parse the CM Instance
Z and drives the evidence collection process by injecting evidence ev (i.e., test
cases) in ToC. The proposed framework is generic and can handle different
evidence types using type-specific probes to address the need of carry out the
inspection (e.g., executing test cases).

Certification Model Manager is the main interface for the accredited labs
to manage the certification process. It includes a repository of CM Templates
and Instances and supports the building blocks in Sections 3.3 and 3.2, like
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Figure 3.5: Certification framework architecture.

the hierarchies of properties Hp and mechanisms Hj,s. It also includes the
Probe Repository, where all the probes (e.g., test cases) and the corresponding
evidence are stored and kept up to date. It offers internal functionalities such
as the consistency check function f* and the certificate adaptation procedures
to support the management of the certification process and certificate life cycle
(step ZoT in Figure 3.4).

Evidence Collector Manager implements the evidence collection architecture
driven by CM Instance Z [40] (step CM Instance Execution in Figure 3.4). Tt
is composed of a Probe Manager (PM), the owner of the collection process,
and one or more Probe Agents (PAs), responsible for verifying specific flows
®(m) over ToC'. PM 1) provides interfaces to manage the collection process, i)
configures the evidence collection process and i) initializes PAs according to
configurations, models, and probes (e.g., test cases) in Z, and iv) manages the
certificate life cycle according to I. PA uses the Probes Repository to retrieve
the relevant probe in ev and executes them on the ToC, returning the results
of their execution to PM.

Figure 3.5 shows the data flow between Certification Model Manager and
Evidence Collection Manager. Certification Model Manager is externally ac-
cessed through a restful interface, which permits to manage CM Templates and
CM Instances, and communicates with TM and TA(s) in the Evidence Collector
Manager. A certification process starts when the Certification Model Manager
sends a valid CM Instance Z to TM. Upon receiving Z, TM parses it and for-
wards each of its elements, except property p, to TA(s). TA(s) retrieves the test
cases in ev of Z from Test Suites Repository and manages the testing activities.
The testing activities are executed by one or more probes that access the ToC
through a hook. TA(s) sends collected evidence back to TM when available,
which aggregates it and eventually triggers a life cycle transition.
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3.7 Certification Chain of Trust

The definition of a proper trust model is fundamental for the usability of a cloud
certification process in real scenarios. In Section 7?7 we define the chain of trust
for software certification focused on the role of the certification authorities. In
the case of cloud certification the certification authority still a central entity but
empowered by a delegated accredited lab capable to execute part of the certi-
fication process on behalf of the certification authority addressing dynamicity
of the cloud and increasing the confidence of final users in the results of the
certification process itself.

In the following we present an detailed description of the chain of trust for
cloud service certification.

3.7.1 Chain of Trust

In cloud certification, the certification authorities cannot be assumed as a single
trusted entity taking responsibility on (i.e., signing) the whole certification pro-
cess. There is a clear need to define a chain of trust where responsibilities are
spread across the entities involved and the entire life cycle of the certification.
We therefore envision a chain of trust based on multiple signatures. Similarly
to Section 77, we denote with A, . assertions made by an entity en over a
system/service ws, and with E., s the evidence produced by an entity en over
ws and supporting A, s. The customer ¢’s trust in an assertion A, s made
by an entity en is denoted 7.(Aen ws), Where 7, takes discrete values on an ordi-
nal scale (e.g., for a Common Criteria [41] certified product, an assurance level
value in 1-7).

Cloud certification chain of trust is based on three different signing mo-
ments, one for each of the fundamental certification models (CM Template, CM
Instance, Certificate) as follows.

o CM Template signature: Being the declarative description of the method-
ology for the certification of a class of ToC, the CM Template 7 is signed
by a trusted certification authority CA. 745(T ca) denotes the trust an
accredited lab AL has in CM Template 7 that builds on the trust AL has
on CA and its signature.

o CM Instance signature: Being the procedural description of the certifica-
tion activities to be executed, the CM Instance Z is signed by an accredited
lab AL. The AL is responsible for instantiating the CM Template and for
this reason it has been delegated by CA AL receives a signed CM Tem-
plate 7 and instantiates it (e.g., filling in all missing elements possibly
with the help of the cloud/service providers) to form a CM Instance. The
CM Instance signature builds on 74,(7 ¢ca) and is at the basis of the
trust 7.(AaLws) and 7.( Eapws) a client ¢ has in assertions A4y, s and
evidence E4p, s, respectively, provided by AL.
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Figure 3.6: Chain of Trust for cloud certification

o Certificate signature: Being the final document awarded to the service/sys-
tem, it signature made by the CA binds assertions Aar, s, evidence
E4r,ws and the corresponding CM Instance used to carry out certifica-
tion activities on the ToC.

Figure 3.6 shows our chain of trust, identifying roles (rectangles), artifacts
(rounded rectangles), certification activities (solid arrows), and trust relations
(dashed arrows). The chain of trust includes ¢’s trust in 4) CM Instance Z A1, s,
denoted as 7.(Zar,ws), used to collect the evidence supporting a set of asser-
tions, i) the evidence generated by AL according to CM Instance Z, denoted
as Te(EarL,ws), 1) assertions made by AL on a service, denoted as 7c(Aar,ws)s
where Aar, s is the set of assertions produced by the accredited lab AL on ws,
and 7v) the certificate C including Aar, ws and Ear, ws and Zag, ws. 7c(C) depends
on 1) the reputation of CA signing CM Template T (i.e, TaL(T ca)) and the cer-
tificate C itself, ii) the reputation of AL and the trust in the methodology used
by AL to generate and sign CM Instance Zay, ys (i-€., Te(Zar,ws)), and specify
assertions Aar, ws(i-e., TTc(AarL,ws)), and #4) the trust in the methodology used
by AL to generate evidence Ear ws (i-€., Te(EAL ws))-

3.7.2 Chain of Trust and Life Cycle Management

The chain of trust is meant to support all the phases of the the certificate life
cycle in Figure 5.2. Let’s start with the issuing phase. It is normally based
on static evidence collected and the CM Instance signature follows a two-step
process: i) signature of a CM Instance with endpoints that refer to mechanisms
deployed in the laboratory, ii) when the certified service ws moved in production
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and the certificate C, is issued (i.e., transition from NI to I in the life cycle),
the CM Instance is substituted with a new one signed by AL with all bindings
and endpoints associated with the operation deployment infrastructure.

The chain of trust also supports system evolution and cloud events as dis-
cussed in Section 3.5.1. In this scenarios the collected evidence may become
insufficient or contradictory, and corresponding certificate invalid, requiring re-
certification. The incremental certification process in Section 3.5 focused on
renewing a certificate by reusing, as much as possible, the certification evidence
available from previous certificates [42], reducing the need of new evidence. The
trust in this incremental process is given by the trust 7.(Ear, ws) the client ¢
has in the evidence E produced by executing CM Instance Z 41, s and the trust
Te(Z AL, ws), the client ¢ has in the Z. The evolving certificate generated by the
incremental process is then handled by the life cycle (e.g., suspension or revo-
cation in the case of insufficient or contradictory evidence). With this chain or
trust the involvement of the certification authority is marginal. It needs to sign
the adapted certificate if requested by the accredited lab. IT is the accredited
lab delegated by the certification authority, which is much more involved in the
process. The CA trusts and verifies lab activities by means of digital signature
verification. In the case the Z is no more usable for service certification or com-
pliance with the original CM Template is not guaranteed, re-certification from
scratch is triggered re-involving the CA.
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Chapter 4

Part 3: Certification of
Modern Composed Systems

Modern systems are increasingly based on composed nano-services deployed in
complex dynamic environment such as the ones based on Edge to Cloud Con-
tinuum. In such extremely dynamic and complex scenario it is fundamental to
i) increase the quality of the certificate considering multiple factors affecting the
final non-functional property to be certified (Section 4.1), ii) handle certification
of composition of micro/nano services (Section 4.2), iii) consider peculiarities of
the deployment environment while releasing certificates (Section 4.3), and iv)
include the development process as a specific target of the certification (Sec-
tion 4.4). We note that, although among the multiple factors that can be con-
sidered in a modern certification process, deployment and development can be
partially addressed. However such factors can just partially satisfy the need of
having independent and ad hoc certification solutions specialized in deployment
environments and development processes.

4.1 Multi-Factor Certification

The unbeatable advantages brought by traditional certification schemes conflict
with a strong assumption that limit their quality. Traditional certification as-
sumes certificates awarded to services just according to their software artifacts
only, limiting the variety of evidence that can be collected and thus reducing
the quality of the certificates.

The certification of modern systems should consider more factors impacting
the certificate quality (e.g, information about the programming language used
and the type of the development process adopted).

This idea was initially considered by some certification schemes focused on
hybrid evidence collection models using combination of testing, monitoring, and
formal proof [36]. These schemes although considering evidence of different
types improving the variety, were not capable to address different factors being

41
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Table 4.1: Five different implementations s;—ss of the Artefacts Storage ser-
vice of our scenario in Section 3.2. Attributes of a given property "reliability”
is specified according to three factors (i.e., traditional software artefacts, the
development process and the verification process).

Service Software Artifacts Development Process Verification process
Repl. | Zones | HA Prot. Prog. Lang. Dev. Proc. | Trust. Contr. When
51 3 3 Managed Object-Oriented Waterfall No After
so 3 2 No Object-Oriented Waterfall No During
53 1 1 Custom Imperative Prototype Yes After
sS4 3 3 Managed Functional and OO DevSecOps Yes During
35 2 3 Managed Imperative DevOps Yes After

concentrated on software artefacts factor only. Modern certification schemes
extends the evaluation process of the given ToC beyond software artifacts by
integrating relevant aspects influencing the certification. For instance pecu-
liarities of the development process has a substantial impact on the resulting
software and, in turn, on the non/functional properties it holds [43, 44].

4.1.1 Certification Model

In multi-factor certification schemes, the CM Template (7/9¢) considers differ-
ent aspects (factors) influencing the evaluation of the service behavior indepen-
dently. For example the work in [45] considers three factors:

e Software Artefacts: describing the software artifacts of the target (i.e.,
traditional certification based on software evidence);

e Development process: describing the development process used to imple-
ment the target, such as the programming language used, and the type
(e.g., Waterfall, DevOps)

e Verification process: describing additional details of verification process
used for the certification such as the fact that it is continuous, based on
trusted entities or self generated.

The the multi-factor CM Template 749 is defined as follows.

Definition 4.1.1 (multi-factor CM Template 77%¢) The multi-factor CM
Template T+ is 6-tuple of the form (p,ToC,m,ev,l, F) similarly to the tradi-
tional CM Template but extended to cope with the different factors as follows:
i) the attribute A, € p reorganized in subset of attributes specifying each factor,
ii) the ToC reorganized in subset of mechanisms for each specific factor, iii)
the evidence collection model m is extended to contain flows ® (m ) targeting the
factor-specific mechanisms in ToC, i) the evidence ev reflects the changes in
m including evidences of different types (e.g., part of configuration files), v) a
life cycle | expressing generic transitions among certificate states, vi) a function
F to define how to combine evidence of the different factors (e.g., conjunction,
disjunction,).
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Table 4.1 shows the multi-factor CM Template 772 (i.e., just the property
p for simplicity) of five different implementations s1—s5 of the Artefacts Storage
service of our scenario in Section 3.2 specifying three factors: software artefacts,
the development process and the verification process.

Considering factor software artefacts only both service s4 and s; seems equiv-
alent, being capable to operate with three replicas spread in three zones, with
a HA protocol of managed type. Comparing with the others they seem to show
the better reliability property. According to traditional certification approaches
that does not consider additional factors, they are both awarded with a very
similar certificate, where they may differ just in terms of the quality of the
collected evidences.

However, considering also the additional factors, it is clear that s4 is largely
better than s;. According to Table 4.1 s; was developed with a probably much
robust programming language (Prog. Lang. = Functional and OO) with a
much more advanced development process (Dev. Proc. = DevSecOps) and
verified using a continuous process (when. = During). We note that, although
CM Templates in Table 4.1 already suggest a partial ordering among the CM
Templates, the concrete implementations of such Template could refine such
ordering specifying better the attributes.

As the traditional certification the multi-factor CM Template 77%¢ has to
be instantiated into a multi-factor CM Instance Z/%¢ in order to be executed.

Definition 4.1.2 (multi-factor CM Instance Z/%) The multi-factor CM In-
stance TH%¢ is a 6-tuple of the form (p,ToC,m ev,l, F) representing a concrete
implementation of a given CM Template T7%. More specifically i) D shows
concrete attributes to be certified, 1) the ToC' refers to the real mechanisms for
every factor, iii) the evidence collection model T refers to factor-specific probes
to be executed on the ToC in order to collect, iv) the concrete evidence €v, v) a
concrete factor aggregation function F expressing which evidence of which fac-
tor are aggregated and how and iv) the life cycle | express state transitions in
terms of concrete conditions that are computed based on F (€v ).

We note that while it can be complex, a simple yet effective evaluation function
F can be based on conjunction of all the single-factor evaluations carried out
independently [45]. We also note that the concrete property p can be fully
specified also in the CM Template T7%or further refined in the CM Instance
Tfae,

Example 4.1.1 (Concrete multi-factor property p) Let us consider the Arte-
facts Storage service sy in Table 4.1 where the property p in the multi-factor
CM Template is expressed as p = (p,o, (AL, A%V, ASval)). We note that the
attributes (Ag”, Age” , A;”“l are subject to total order relations =,, between
contextual attributes ay € A% of a given factor j. This total ordering can be
further refined in the corresponding concrete property o € I1%¢. For instance

an instantiation of the attribute Prog. Lang. (pl) of factor development process
(Adev ) is subject to a total order where [Rust <,,, Java <., Python].
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We note that each factor-specific evaluation in m € Z7? depends on the
factor peculiarities as well as on the target mechanisms. For instance, evalua-
tion of software artefacts are carried our as in the traditional evaluation process.
Evaluation of the development process is carried out inspecting metadata de-
scription attached to the service to be certified, where the attributes of the
development process are detailed (e.g., programming language used, the type
of process). At this level such evaluations can be expressed as reference to a
specific probe executing the evaluation.

Example 4.1.2 (Concrete target ToC and evidence collection model 77)
Let us consider the CM Template of Artefacts Storage service s4 in Table 4.1.
The target ToC can be defined as = { Ourt, Odev, Ocvar }, where for instance
Ourt-Am = {Replica Manager = Kubernetes}, 04eyp.Am = {Pipeline = File Con-
tent, Source Code = Rust, Code Review Document = File Content}. The
ToC expresses that s4 is deployed in Kubernetes, is written in Rust and has a
code review document. The evidence collection model m contains the descrip-
tion of the execution flows to collect evidences on ToC'to verify the property p.
For instance evidence collection model for artefacts dimension Mg+ ={ (Replica
Manager=Kubernetes, Get/Orchestrator), (Replica Manager=Kubernetes, Check-
/Replicas), (Replica Manager=Kubernetes, Check/Zones)}, where Get/Orchestrator,
Check/Replicas, Check/Zones are different evidence collection flows (i.e., probes)
that first retrieve the orchestrator, then verifies the number of replicas and zones.

We note that the Example 4.1.2 shows attributes that refers to deployment
environment, however no specific evaluation is carried out on the environment
apart from specific checks in m for configurations supporting the given prop-
erty. More advanced verification at deployment level are presented in Section
4.3 The multi-factor scheme provides benefits for all the involved parties in
the certification process as follows. The Service provider retrieves certificates
better reflecting the behavior of its services [46, 47, 48]. The End user selects
services according to more accurate certificates, supporting fully /informed and
safe decisions. The CA improves the quality and in turn the trustworthiness of
its certification scheme, providing higher accuracy with a marginal increase in
overhead.

4.2 Certification of Composition

Service composition is bringing the dynamicity of the cloud to an unprecedented
level. A service can be dynamically offer to a given client by combining already
existing services into a new composed one. In this context, a certification scheme
must consider the composition as a whole including all the phases from service
selection to the non-functional evaluation of the new composed service.

Most of the solutions addressing composition of services present in literature
focused on non-functional aware composition generation [49, 50, 51, 52, 53]
or on QoS-aware composition monitoring and building [54, 55, 56, 57] These
solutions are not fully suitable to be used in the context of certification due to
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the lack of evidence and structured models that can be part of a trustworthy
certification methodology. Most of the certification-specific approaches present
in literature focused on service compositions require intensive involvement of
CA and accredited lab in order to generate a composed certificate[58].

This collides with the extreme dynamicity of the compositions that often
change run-time to address specific requirements (e.g., performance). There is a
clear evolving trend of lightweight composition certification schemes supporting
dynamic composition including run-time component substitution [59].

A composition certification process requires three fundamental building blocks:
i) Composition modelling, driving the functional and non-functional building
and evolution of the composition, ii) Component selection, allowing to select
suitable component eventually at run-time in order to replace services and iii)
Certification of Composition, generating certificate for the dynamically gener-

ated composition of services. In the following we describe each of these building
blocks.

4.2.1 Composition Modelling

Traditionally two different type of composition of services are considered: i)
orchestrations, where a central entity (the orchestrator), intermediate the com-
munication among the component services, and ii) choreography, where services
directly exchange messages in the framework of the composition. In the follow-
ing we consider orchestration-based composition. Among the possible language
to be used to model a composition of services (e.g., OWL-S[]), BPEL is one of
the more largely used specifically for orchestration-based compositions. BPEL
is an XML-based language that allows to define a business process by using a
collection of services. Mores specifically it allows to i) specifying the order in
which service operations are invoked, ii) the data to be exchanged at each step
of the composition, and iii) the conditions under which a service is selected and
integrated within the business process [60]. BPEL defines executable processes
that consist of a set of activities (e.g., invoke, receive, and reply) combined us-
ing different structures to form a coherent system. BPEL engine in most of the
cases, supports run-time service composition, where component services, that
are listed in a registry, are dynamically selected and composed on the basis of
functional requirements [?]. We model the BPEL service composition as a graph
as follows.

Definition 4.2.1 (Composition graph) A Composition graph G(V,E) is a
direct acyclic graph with a root v,€V. G also has i) a vertex v;€VICV for
each service operation invocation, ii) two additional vertices ve,v, EVeCV for
each alternative (®) structure modeling the alternative execution (choice) of
operations and the retrieval (merge) of the results, respectively, and iii) two
additional vertices vy, v;€VeCV for each parallel (®) structure modeling the
contemporary execution (fork) of operations and the integration (join) of their
results, respectively.



46CHAPTER 4. PART 3: CERTIFICATION OF MODERN COMPOSED SYSTEMS

We note that {v, JUViUVeUVg=V, and v., vy, vy, and v; model branching
for alternative/parallel structures.

We also note that root vertex v, represents the BPEL orchestrator, that
is, the set of operations exposed in the interface by the process owner. For
simplicity we consider the orchestrator as free of internal functionality to be
certified and just as a means to trigger invocations.

4.2.2 Composition Annotation

Annotations have been proposed in the past to support selection of services to
be integrated within a composition [50, 51, 53]. Each BPEL invocations can be
annotated detailing non-functional property to be satisfied by the component
services, and in turn detailing the propriety for which it has to be certified for.
It can be seen as a labeling function \:V;—Lg that associates a set of non-
functional requirements R€Lg with each invocation veV;. We formally define
an annotated BPEL graph as follows.

Definition 4.2.2 (Annotated Composition graph) An annotated Compo-
sition graph GNV, E,)\) of a given a Composition graph G(V,E), is a direct
acyclic graph with a labeling function X that assigns a label \(v) to each ser-
vice operation invocation represented as vertexr v€EVy. A(v) corresponds to the
non-functional property to be satisfied by the component service represented by
v.

We note that security annotation A(v) can be expressed using metadata
format like XML having the scope of modeling requirements in a rich and struc-
tured form. For instance, in case the selection have to be done among certified
services, it is possible to specify details on the requested property p and evidence
ev.

Figure 4.1 shows an annotation expressed as XML fragment requesting a
service certified for property Confidentiality of data in transit using SSL/TLS
with a key length equal to 2048bit. It also requires evidence composed of at
least 200 test cases of category Penetration.

The Composition graph with annotations is at the bases for our Composition
Template T°°™ with is driven by a non-functional property p a service owner
wants to certify on its composite service. This property is declined into the
annotations on each component services constituting the annotated graph in
Definition 4.2.2 and the target ToC is the annotated graph GN(V, E, \).

Definition 4.2.3 (Composition CM Template 7°™) A Composition CM
Template T™ is 5-tuple of the form (p, G*(V, E,\), m,ev,l,) where the prop-
erty p 1is the property to be certified for the entire composition the annotated
graph GMNV, E, )\) is the compositional target of certification declining p into
specific requirements for each component service, m! and ev are the same as in
traditional CM Template but contain component-specific and composition as a
whole-specific evidence collection models and evidence respectively. Life cycle |
s expressed in terms of evidence ev as usual.
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<annotation id="01" ref="Invocation”>
<property>
<abs>Confidentiality</abs>
<algo>SSL/TLS</algo>
<key>2048 bit</key>
<ctx>in transit</ctx>
</property>
<evidence>
<category>Penetration</functionality>
<attrs>
<attr id="cardinality”>200</attr>
</attrs>
</evidence>
</annotation>

Figure 4.1: An example of non-functional annotation for a given invocation in
the BPEL

Similarly to CM Template the process of defining the Composition CM Tem-
plate may involve the CA, specifically to carry out annotation on G* and an
accredited lab to verify its validity.

4.2.3 Candidate Service Selection

In order to generate an executable composition showing a specific non-functional
property, component services have to be selected and connected to the Composi-
tion Template 7™ building the Compositional Instance Z¢°™. Many solutions
exists in literature to select services based on their non-functional properties
(e.g., based on SLA annotations [18, 61, 20] or based on certificates [62]).

The service selection can be considered as a function that takes as input an
Composition Template G*(V, E, \) and different sets of candidate services, each
one satisfying the functional properties of one service operation invocation, and
returns as output an executable composition G'(V’, E') where every invocation
vEV] contains a service instance v’, and every branching v€VgUVg is maintained
as it is.

The executable composition G'(V’, E) is obtained by traversing the graph
G* with a depth-first search. The algorithm starts from the root vertex v/ of
G’ containing the instance of the orchestrator. Then for each vertex v€Vg UV,
a corresponding vertex v'€V UV is generated where each vertex v'€V; is an
instance of a real service wsi, such that the wsi functionally compatible with
the functional requirements in G(V, £, \) and satisfies the annotation \(v).

More in details to select the candidate service for v’ a two-step candidate
selection approach is applied as follows.

1. Match: Consider a set S of candidate services s; and A(v) as the non-
functional requirements for the invocation at vertex v in the Composi-
tion Template. Assuming that functional matching is successful, non-
functional requirements are considered by evaluating if s; satisfies A(v),
(e.g., s; owns a certificate C; satisfies A\(v)). The matching algorithm
returns a set S’CS of compatible services, which represent the possible
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candidates for selection.

2. Rank: Compatible services s;€S5’ are ranked in a partial or full order on
the basis of their non-functional characteristics (e.g., on the bases of their
certificates C;) . The best ranked service is then selected and integrated
in v'eVy.

We note that the two steps matching and ranking depends on how the non-
functional property of a given component service is expressed both in the anno-
tation and as metadata associated to the component service.

In the case of certified component services, in the multi-factor scenario,
matching may need to check all the factors detailed in the certificate (see Sec-
tion 4.1) and the ranking may need to rank based on multiple factors [45]

The executable composition G'(V’, E) is used to build the Composition CM
Instance Z°°™ as follows.

Definition 4.2.4 (Composition CM Instance Z°°™) A Composition CM In-
stance I¢™ is a 5-tuple of the form (p,G'(V', E),m,ev,l) where D is the con-
crete property, G'(V', E) is the executable composition constituting the concrete
Target of Certification ToC, T represents the executable evidence collection ac-
tivities to be carried out on the composed service whose results (the evidence €v)
are evaluated following certificate life cycle 1.

4.2.4 Composition Certification

Composition CM Instance Z¢™, the service provider can either decide to cer-
tify the entire composition considering each component and the Composition
Template as the model to compose them, or, in case the component services are
already certified in a stand alone fashion, can re-use the certificates available
for the component services to generate the certificate of the composition. More
specifically:

e Composition Full-Certification: The Composition Template and Instance
are used to set up a complete certification process as in Section ??. More
specifically the m € Z°°™ represents the evidence collection flows target-
ing each component services are in traditional certification (i.e., testing a
software component). The evidence €v collected represents results from
the execution of the different flows in 72 on the real software components.
This process generates a traditional certificate having evidence generating
by the execution of the given Z¢™.

e Composition Re-Certification: Each component services show a stand-
alone certificate for which it was selected (see Section 4.2.3). The Com-
position Template can be used similarly to a CM Template for the com-
position and part of the CM Instance of each component services can be
reused and/or re-executed in the framework of a complete certification
process for the entire composition. Both m € Z¢°™ and ev € Z°™ points
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to the relative m and ev € Z of each component part of the composition.
This process generates a certificate were evidence are not generated from
scratch as for the Full-Certification but, the already available evidence at
each component level are just re-verified if needed.

e Virtual Composition Certification: The core idea is to empower CA to
virtually certify a composite service starting from the certificates of the
component services. More specifically the m € Z¢™ represents checks on
the certificate of the component services while the evidence €v represents
the results of such checks. It generates a composite service certificate that
is “virtual”, since it do not involve any real evaluation activities [59]. The
trust in a virtual certificate is mainly based on the trust a customer has
in the automatic process implemented by the accredited lab delegated by
the CA and in the certificates held by the individual component services.

Example 4.2.1 (Virtual Certification) Let us consider the Scenario in Sec-
tion 3.2 which is made of a composition of four services. Let’s assume that the
services are already certified and selected based on their certificates in order
to provide property (Confidentiality, {ctx = in-transit). More specifically two
storing services: Artefacts Storage (s2) and Compliance Controls Repository
(s3) both certified for Confidentiality at rest and Integrity at rest (Cs,, Cs,),
the Ezxecution Manager (s4) certified for Confidentiality in transit (Cs, ), and an
orchestrator service, the Compliance Manager (s1) certified for authenticity and
confidentiality in transit (Cs, ). Considering the above certificates and the com-
position structure, the composition can be awarded with the virtual certificate
Cuws, (™, T ws.,ev,) for property (Confidentiality, {ctx = in-transit}),
where the ™ is based on the I of each component, as well as the the evidence
ev, is based on the composed virtual evidence. Let’s now assume that the cer-
tificate Cs, is suspended for property Confidentiality and still valid for property
Integrity, then the entire virtual certification is suspended as well since Integrity
18 not needed as a property in per framework of the virtual certification process
for Confidentiality.

4.3 Certification of Deployment Environment

The deployment environment has a great impact on the property of the service
executed on it. The most simple impact is on performance that a given powerful
deployment can guarantee in comparison with a weaker one. The deployment
can also offer security features to strength the deployed services or security weak-
nesses impacting the service security (e.g., encrypted file system vs. a plain one).
It is therefore fundamental con consider the deployment environment properties
in the framework of certification of services. Deployment environment can be
partially involved as a factor in a multi-factor certification such as the one in
Section4.1 where a factor can be the environment of the deploy. For instance in
Example 4.1.2 Kubernetes deployment environment configurations are involved
in the artefacts factor for certification of reliability for the given service. In
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case of multi-factor certification, however, the target is the system/service and
not the environment, therefore just some aspects relevant for the service under
certification is considered and just for the scope of the certification. In this
section we cover the certification of deployment environment as the sole tar-
get of the certification process independently for services that will be hosted
on it. Certification of deployment environment shares a lot of commonalities
with certification of Service Containers. In both the scenarios, the scope is to
certify properties that can then later be inherited by a service executed within
the container or in a specific environment. The certification activities are, in
most of the solutions present in the literature, very similar to traditional service
certification []. Most of the approaches presented in literature just re-apply ser-
vice certification targeting the environmental infrastructure or the Web Service
Containers []. More recently a different approaches were proposed having the
objective of empowering the environment with hooks exposing metrics to make
them certification-ready and to ease the integration into scenarios of service
composition certifications [63, 64]. This approaches are becoming even much
more interesting with the advent of edge solutions involving telco operators in
service deployment and offerings [65].

4.3.1 Certification Modeling

Certification model for deployment environment is grounded on a different per-
spective then certification for services. First of all as a platform the deployment
environment will host a number of services and its willingness of being certifiable
is much more credible then a service per se. Its certification is also attractive
from a business perspective and definitely open to the composition of certified
services as described in Section4.2. The certification model therefore assumes
a more collaborative behaviour by environment owner in providing means of
collecting evidence, but on the other side given its multi-tenancy nature it is
less worthy to have a plethora of specified probes deployed and executed in this
shared environment. In addition modern deployment environment is increas-
ingly based on telco facilities such as MEC edge services, which has a more
restricted access to external inspections. The certification model is grounded on
the assumption than the environment provides hooks offering relevant Metrics
to be aggregated as Rules. The rules are meant to evaluate a specific aspect
of the target environment. They are aggregated in terms of Policies defined
by a CA each of them aimed to prove a specific behavior supporting a given
non-functional property. Given the nature of the metrics and of the platform
differently from the other certification processes the time window of measure-
ment is considered to indicate the period of validity as well as to drive the
aggregation of metrics.

The CM template for deployment environment 7 9P is structured as follows.

Definition 4.3.1 (Deployment CM Template T9P) A TP js 5-tuple of
the form (p, ToC, t, pol,ev,) where the property p is the property to be certi-
fied, ToC' is the target of certification expressed as the different mechanisms at
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environmental level supporting the property to be certified, t is the time inter-
val for the evaluation and policies pol represents the generic policies defined in
terms of rules to certify the property p. The collected evidence ev represents the
expected outcomes of rules expressed in terms of metrics.

We note that life cycle is not specified since it is included into how the policy
is specified in terms of rules. As for the other Certification processes the CM
template T%Pneeds to be instantiated in order to the executable by the accred-
ited lab. In this case it meas that rules and metrics that are part of the policies
pol in the T%Pneed to be specified concretely on the real target.

Definition 4.3.2 (Deployment CM Instance Z9P) A TP js 5-tuple of the
form (p,ToC, t, pol,ev,) where the property D is the concrete property to be cer-
tified, ToC 1is the concrete target of certification linking the concrete executable
environmental level mechanisms supporting the property to be certified, t is the
time interval for the evaluation and policies pol represents the concrete policies
defined in terms of concrete rules exprressed in terms of real metrics aimed to
certify the property p. The collected evidence ev represents the concrete out-
comes of rules expressed in terms of metrics.

Let us consider a given Z9P expressing a non-functional property ( Confi-
dentiality, {ctx = in-transit/between nodes}) to be certified for a target envi-
ronment ToC' made of Information Centric Nnetwork nodes. The accredited lab
implements the CA’s policies in T%Pas pol in Z%P in terms of rules aggregating
metrics with the aim of collecting the evidence €v supporting the property. Two
rules can be defined as follows 7;(n,t) = m(n,t) > 2048 where the metric m
indicates the size of the RSA key used to encrypt all communications between
the nodes in n in a given time interval t. The second rule r;(n, t) is true iff n
uses valid certificate for message encryption in the time interval t. Accredited
lab evaluates the three rules included in the policy against a given set of nodes
n and a time interval t. If successful, it issues a certificate including the policy,
the metrics, and the evidence obtained. Given three nodes n = {a,b,c} and a
time frame t = [11.2,33.5] as input for the verification of the policy instance pol,
if pol(n,t) = true, the certificate is issued and the evidence &v is collected dur-
ing the evaluation: ev;({a},t) = 2048, ev;({b},t) = 2048, evy({c},t) = 2048,
eva({a},t) = true, eva({b},t) = true and evz({c},t) = true.

Example 4.3.1 (Certification of Containerization) Let us consider the Ex-
ample 4.1.2 where Kubernetes is involved in one of the factor for the certifica-
tion of property reliability. Let us then consider this Kubernetes cluster as the
target ToC of a deployment environment certification for the same property
(Reliability, {ctx = Replication). The scope of this certification is to wver-
ify that the ToC support reliability via replication. The relative T%Pincludes
generic policies pol with rules requiring that the target Kubernetes cluster shows
replication of nodes. It is instantiated in the pol of the CM Instance T%P where
rules are implemented and metrics collected. For instance pol includes a rule
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instance m (Kubernates cluster,t) that is true iff the Kubernates shows a work-
ing cluster in HA in the time interval of the evaluation t. It means that metrics
monitoring the availability of the different cluster nodes are provided and col-
lected by the rule r1 in the time interval t. We note that other rules collecting
configurations details are part of the given pol as well.

We note that differently form Example 4.1.2, the certification activities are
specifically focused on the Kubernetes cluster and not on the service deployed
on it. We also note that some of the evaluation activities in Example 4.1.2 can
be also executed at deployment level as soon as a metrics are made available by
the infrastructure owner.

4.4 Certification of The Development Process

Certification of Development Process aims to extend the concept of continu-
ous certification with the scope of covering as much as possible the software
life cycle from solution design, its coding and continuous updating while in
operation. Some traditional approaches focused on the certification of some as-
pects of the development process only [66, 67], just few took the specific system
under development into account [68] and even fewer addresses modern devel-
opment processes [69]. In the context of certification of development process,
the certification activities need to target all the software artifacts (including the
intermediate ones) and bind collected evidence to all development stages, link-
ing evidence back to certification requirements. This process “shift to left” the
non-functional activities that usually has been thought as a “bolt-on” process
after the provisioning of the application. More in detail, this notion of continu-
ous certification introduces new requirements on certification schemes that are
summarized as follows.

e Development process modeling: the development process must be
part of the certification model. This modelling is under the responsibility
of the CA.

e Stage-by-stage evaluation: the certification model must describe both
requirements and the corresponding controls used to collect relevant evi-
dence at each development stage.

e Trustworthy inspection: the development process must allow trustwor-
thy execution of controls.

e Continuous verification: hooks in the development process must be
provided to support controls in continuously collecting evidence.

The certification of development process includes both certification of final
target system and the certification of the deployment environment where the
system will be deployed into a complete and continuous certification process.

Although continuous certification (and corresponding requirements) is ap-
plicable to any development process, it provides the best advantages in agile
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processes, where Continuous Integration (CI) and Continuous Delivery (CD)
make the development process and the software it releases a unique conceptual
entity. In the following, we then focus on certification of services developed
following a DevOps process, defining a new certification scheme for DevOps.
DevOps in fact provides full control and automation of the development steps,
and is a natural candidate for supporting continuous certification.

An overview of the certification activities done at each DevOps stage is
sketched in the following.

e Stage Plan designs the application. It also specifies security requirements
and metrics to measure performance and quality of service of the applica-
tion itself.

e Stage Create generates the application code, statically verifies it for secu-
rity reasons, and builds it after the source code is committed.

e Stage Verify provides features for functional and non-functional testing of
the software.

e Stage Package prepares the software artifacts for application deployment,
and the corresponding security verification on packaging dependencies.

e Stage Release marks the difference between staging and operation pipelines
targeting private or public deployments, respectively.

e Stage Configure configures the deployment environment, and includes
infrastructure-level and container-level security verification.

e Stage Monitoring continuously monitors the application to calculate those
metrics needed for continuous security verification. We note that stages
Release, Configure, and Monitor consider both staging and operation en-
vironments.

4.4.1 Certification Modeling

Similarly to the traditional Certification schemes, development process certifica-
tion is modeled in a CM Template (79V) that incarnates the need of verifying
the adherence of the whole development process to relevant policies and re-
quirements. More specifically the CM Template 7 %is focused on triggering
specific verification activities C' at each stage of the development process. The
target T of these verification activities can be software components like in the
case of non functional mechanisms 6, or configuration files and even planning
documentation files.

The Development Certification Model Template 77V is structured as fol-
lows.

Definition 4.4.1 (Development CM Template 79V) A T is a 4-tuples
of the form <phase;, T;?, C;, T;>, where phase; refers to the i-th DevOps phase



54CHAPTER 4. PART 3: CERTIFICATION OF MODERN COMPOSED SYSTEMS

phase;=“Plan”

Ty={Ty ;=“Solution design”}

C1={c1=%“Verify requirements document” }

T1= =({c1,1,7y}, success)

phasex=“Create”

To= {T;,=“Requirements document”, Ty ,=“Code

repository” }

Co= {c2,1=%“Check requirements links”, co2=%“Code
analysis” }

YTo= (c2,1,T5 ¢}, success) A ({cz2,2, T5 5, success)
phases=“Verify”

T3 ={ T5 ,=“Latest release”}

Cs={c3,1= Ti}

YTs3= ({c3,1, T}, success)

phaseys=“Package”

T;={T; ;="Dependencies” }

Cy={c4,1="“Dependencies vulnerability checks”}

YTu= ({ca,1 T4}, success)

phases="“Release”

T5={T5 ;="“Deployment environment” }
Cs={c5,1="“Release procedure checks”}

Ts=({cs,1, T3 }, success)

phaseg=“Configure”

Tg={T§ 1="“Deployment Infrastructure”}
Co={ce,1=T{*?, c6.o=TF"}

Ye=({ce,1, T3 }, success) V ({cs,2, T}, success)
phaser=“Monitor”

T;={T; ;=“Application” }

C7={c7,1="“Vulnerability  scan”, c72="“Pen  test”,
c7,3="“Execution trace checks”}

YTr=({cr,1, T7 }, success) A ({c7,2, T7 }, success) A ({c7,3,
T}, success)

Figure 4.2: An excerpt of the Development Certification Model Template 7 9¢?
for the DevOps process of the service in Example4.1.2.

triggering the execution of certification activities in C;, T7CT is an artifact
of the system under certification (e.g., source code, executable, configuration
files), Ci—{ci,...,cin} is a list of generic control types suitable for system
certification, and Y; defines the guards that need to be satisfied for triggering a
phase transition.

We note that each C; specifies a class of controls that points to a set of concrete
controls {¢; 1,...,¢in} to be used for system checks. For instance, class web
vulnerability includes all the controls that provide web vulnerability assessment
functionalities. We also note that guards T; are defined as a boolean conditions
of the form op({c,T*},EO), where op is an operator in {=,<,>,<,>}, ¢ is a
control, T is the target of the control, and EO is the expected output of the
execution of control ¢ on target T°. Guards express conditions to be satisfied
by the specific step in order to proceed with subsequent ones. We note that if
a guard is not satisfied, the certification process ended. In the case of failures
correction activities might be requested. We also note that, for some targets
T*, the ¢ are the traditional ones used in solution such as the one in [?].
Figure 4.2 shows an extract of a Development Certification Model Template
T of the DevOps Process associated with the production of the service in
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Example4.1.2.

phase; refers to stage Plan. C contains a single manual control c; ; ensuring
that the requirements document exists and has the format requested to drive
the remaining of the process (11).

phases refers to stage Create. Cy contains two types of controls: i) cg 1 verifies
whether the requirements document in stage Plan (73;) has been manually
annotated to link requirements to the source code components they regulate; i)
c2,2 statically verifies the source code in the code repository (73 ,) to identify
security issues. In case both cz1 and ¢z 2 succeed (Y2), the following stage is
executed.

phases refers to stage Verify. Cs contains a single control ¢3 ;. This control can
refers to a traditional CM Template 71 focused on ad hoc security testing on
the latest version of the build release (77 ;).

phasey refers to stage Package. Cy contains a single control ¢4 ; executing de-
pendency vulnerability checks on the additional packages (77 ;), if any, required
for application packaging.

phases refers to stage Release. (5 contains a single control ¢ ; verifying the
correctness of the release procedure.

phaseg refers to stage Configure. Cg refers to two deployment CM Templates
ﬁdep both having as target to deployment infrastructure (7§ ;): i) ce,1 defined in
7% and focused on compliance to Center for Internet Security benchmark; i)
ce,2 defined in TQdep and focused on checking the absence of exploitable vulner-
abilities collecting metrics based on vulnerability scan and penetration testing.
We note that the activities listed above are based on probes periodically exe-
cuted on the infrastructure the results of which are made available as metrics.
phaser refers to stage Monitor. C7 contains three types of controls both hav-
ing as target to system application instead of the infrastructure (77,): i) c71
performs a vulnerability scan; ii) ¢y performs a penetration testing; and i) c3
monitors the executions of the target system when deployed in the operation
environment [?].

Phases phases, phaseg, phaser, that refers to DevOps stages Release, Con-
figure, and Monitoring, respectively, needs to be applied both in staging and
operation environments. The development process certification is a process
strongly coupled with the pipelines used for software production. It is not just
applied to verifies the final deployed in operation but to continuously verifies all
artifacts produced even in staging.

We also note that, the Development Certification Model Template 7% is
a composite model where certification activities are independently specified for
each DevOps stage. Differently form the other certification models, given the
composition nature of the template, a certification model istance is notm defined
as such. The certification activities are mapped to the DevOps process by
multiple instantiation functions \; generating specific instances of each steps.
At alogical level, when the i-th DevOps stage is triggered, the corresponding \;
is executed and the certification activities in 79 for that stage is instantiated
on the relevant system artifact 7 (e.g., code, package). We note that if the
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verification of a give stage is described itself as a specific CM Template (e.g., at
the verify and configure stages) the relative instantiation function \; generates
and executes the corresponding and specific CM Instance.

The result of the execution of all the instantiation functions is an instance
T4 of the Development Certification Model Template 7 which drives real
certification activities along the DevOps pipeline.

We recall that phase Plan in 77 requires manual activities; therefore, the
instantiation function executes manual checks. For performance reasons, the
execution of instantiation functions A can be pre-computed for each development
round.



Chapter 5

Part 4: Beyond Cloud
Service Certification

Cloud computing has been the seed for multiple technological revolutions in the
last two decades, which built on device miniaturization and sensors, and re-
sulted in data-centric environments. Modern distributed systems are deployed
on cloud-edge continuum enabled by 5G networks, are centered around machine
learning and artificial intelligence, and fundamentally changed the behavior of
traditional (cloud-based) distributed systems. Certification schemes have to
keep the pace of this continuous system evolution, which opens the door to
multiple challenges. This chapter analyses the need of redesigning current certi-
fication schemes to address the requirements introduced by modern distributed
systems.

5.1 Certification of Cloud-Edge Distributed Sys-
tems

Modern systems are increasingly moving from a centralized architecture where
computations are done at the core of the network, as for instance in a cloud
infrastructure, to a decentralized architecture where part of the computations
are executed at the edge of the network, near the data collection points. This
scenario is often referred to as cloud-edge continuum, where complex computa-
tion pipelines are deployed on the continuum and connected to the data sources
that are often localized in the Internet of Things (Figure 5.1).

Internet of Things (IoT) can be defined as ” the networked interconnection of
everyday objects, equipped with ubiquitous intelligence” [70]. It is composed of
physical devices from minuscule sensors to big components that are connected by
fast wired and mobile networks, and contributes to the implementation of smart
services delivered at the edge. IoT is a fundamental building block of the cloud-
edge continuum connecting billions of devices sensing the physical environment

57
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Figure 5.1: TODO - Cloud-Edge Continuum.

through high-throughput and ultra-low latency (5G) communications. This
architecture pushed forward a data-driven ecosystem, where a huge amount of
data are created, collected, consumed, and stored, and cannot be effectively
handled using traditional cloud infrastructures.! Edge nodes are then used to
pre-process data at the edge and forward them to the cloud where cloud-based
applications are built on top of processing services.

This new ecosystem comes with important advantages in terms of applica-
tions and added value for its users, making their world smarter and simpler.
However, the price we pay for such advantages is an increasing difficulty in
managing non-functional aspects including security, privacy and trustworthi-
ness, which are must-have requirements in scenarios where the users are yet
another system component, and are surrounded and interact with a multitude
of systems/sensors.

5.1.1 Challenges

Modern systems pose strict requirements on the need of redesigning and re-
thinking current certification schemes for the cloud (Chapter 3.3), driven by a
new set of challenges as follows.

o Verification of heterogeneous and complex systems with unknown bound-
aries. Modern distributed systems mix heterogeneous technologies in a
multi-layer infrastructure, where a multitude of smart devices are con-
nected through fast and reliable networks (e.g., 5G network). The certifi-

IStatista https://www.statista.com/statistics/871513/worldwide-data-created/
claimed that the total amount of data created, captured, copied, and consumed globally
reached 64.2 zettabytes in 2020, expecting to grow to more than 180 zettabytes by 2025, a num-
ber that is also shared by IDC (https://www.forbes.com/sites/tomcoughlin/2018/11/27/175-
zettabytes-by-2025/7sh=2404¢2385459) expecting to grow to 175 zettabytes by 2025
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cation of these systems carries multiple challenges mostly connected to the
variability of the environment and the intrinsic untrustworthiness of smart
devices. More in detail, the reference environment quickly evolves over
time in terms of participating entities and topology, resulting in an envi-
ronment with unknown boundaries and diverse technologies. Also, smart
devices are usually resource constrained, physically accessible, and pro-
tected with lower standards than the traditional cloud computing nodes.
This breaks two of the assumptions at the basis of traditional cloud certi-
fication schemes: i) the ability of precisely defining the boundaries of the
target of certification; i) the trustworthiness of the target of certification
as discussed in the following challenge.

Management of untrustworthy data and providers. Traditional certifica-
tion schemes build on the assumption of being able to collect trustworthy
data from trustworthy /known providers. Modern systems built on smart
devices cannot guarantee the above assumptions, since data are continu-
ously collected by a multitude of devices, which are intrinsically unreliable
and under the control of many untrusted providers. A novel certification
scheme must depart from any assumptions on data/provider trustworthi-
ness and consider a zero-trust environment.

Certification of resource constrained devices. Modern certification schemes
must be designed to have a limited impact on the target of certification.
The latter, being composed on many resource-constrained devices, cannot
be certified in deep with the risk of exhausting system resources. Evidence
collection techniques (e.g., testing, monitoring) must balance between the
completeness of retrieved evidence and the impact on the target compo-
nents. Full certification can come at the price of being harmful to the
system under certification, and must then be relaxed to limit the impact
on its functioning.

Behavioral testing vs component testing. As discussed in Chapter 3 tradi-
tional certification schemes are based on the detailed modeling of the tar-
get of certification and its components, which are monitored and tested
both independently and in composition. Modern certification schemes
must depart from this assumption and consider behavioral testing as a
possible approach to certification. Behavioral testing consists in the mod-
eling of the expected system behavior that is then matched against the
observed system behavior [71].

5.1.2 Machine Learning for Cloud-Edge Certification

A certification scheme for the cloud-edge continuum must address three main
requirements addressing the challenges in Section 5.1.1: ) a novel certification
model capturing the behavior of a complex system in the cloud-edge contin-
uum, ) a distributed evidence collection process with minimum overhead on
the target system and its resource-constrained devices, #i) a transparent and
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Figure 5.2: TODO - New certificate life cycle.

continuous certification process that updates its model and corresponding cer-
tificates according to system changes.

As discussed in Section 3.3, traditional certification models are composed
of three main parts specifying the property to be certified, the target of certi-
fication, the evidence collection model. The certification model represents the
starting point of a novel certification process for the cloud-edge continuum. In
particular, upon statically certifying a cloud-edge system in a controlled envi-
ronment, a machine-learning based certification process should start to keep the
validity of the certificate in operation and across system changes. The inher-
ent format of a cloud-edge environment, with no fixed topology and resource-
constrained devices, in fact, require new ways of modeling non-functional prop-
erties, as well new ways of modeling the target of certification and collecting
evidence to address the challenges in Section 5.1.1. Non-functional properties
must be redesigned to model requirements in multiple dimensions of interest
(e.g., artifacts, development, evaluation) [72] and adapt to the system changes.
Machine-learning techniques can be used to model the behavior of system un-
der certification and drive evidence collection, managing the entire certificate
life cycle. In particular, a continuous certification process can be defined, where
the target of certification and the evidence collection model flows in a single
behavioral component as follows:

1. Upon certifying the target of certification in a controlled environment, a
model of its behavior is built using machine learning, with no require-
ments on the topology of the target or static assumptions on its composi-
tion. The behavioral model is built before the system is put in operation
and becomes the cornerstone for certificate maintenance and continuous
verification.

2. The behavioral model is then continuously checked against the model de-



5.2. CERTIFICATION OF MACHINE LEARNING-BASED SYSTEMS 61

rived by the system in operation. As soon as a disalignment between
the original behavioral model and current behavioral model is detected
(anomaly detection), an adaptation process is raised.

3. The adaptation process retrieves the differences between the two models
and executes corrective actions that result in the i) confirmation of the
original certificate, 7)) refinement of the original certificate in a new one
modeling the current status of the system, i) revocation of the certifica-
tion and triggering of re-certification from scratch.

In summary, service certification consists in the release of a certificate in a
controlled environment using traditional certification schemes, followed by the
modelling of the expected behavior of the system as whole and the continuous
monitoring of certificate validity through an anomaly detector spotting any
divergence from the expected behavior.

5.2 Certification of Machine Learning-Based Sys-
tems

The new shape of modern distributed systems, increasingly composed of micro-
and nano-services orchestrated at run time to provide specific functionalities,
pose some additional requirements on their governance. Traditional software
systems are driven by deterministic algorithm, while modern systems are in-
creasingly built on ML models. ML models are at the core of modern systems
and drive their behavior, that is, they reason on data to calculate a solution to
individual instances of a problem [73].

ML models are deeply changing system design and development, as well
as their monitoring and verification. They are treated as black boxes, thus
making automated decisions based on inference unpredictable and increasing
safety and security risks on the final users. This scenario makes verification of
system non-functional properties a major challenge by itself, and requires yet
another call for new certification schemes that accomplish the peculiarities of
machine learning. Lack of trustworthiness is in fact one of the main factors
hampering ML-based system adoption in critical domains. In support of this
view, Yoshioka and Ishikawa [74] conducted a study on several industry experts,
which claimed that the assessment of non-functional requirements is among the
most complex stages of a ML-based system development. ML models are in
fact difficult to explain and monitor, thus impeding the adoption of assurance
approaches including certification [75].

In this context, many new guidelines and regulations are defined /under def-
inition concerning ML /AT trustworthiness, ethics, and risk. For instance, high-
Level Expert Group on Al of the European Union presented the Ethics Guide-
lines for Trustworthy Artificial Intelligence? claiming that: ”As it cannot be
expected that everyone is able to fully understand the workings and effects of

2https://digital-strategy.ec.europa.eu/en/library /ethics-guidelines-trustworthy-ai
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Al systems, consideration can be given to organisations that can attest to the
broader public that an Al system is transparent, accountable and fair. These
certifications would apply standards developed for different application domains
and Al techniques, appropriately aligned with the industrial and societal stan-
dards of different contexts.” In 2021, the European commission then released
the Al-act® claiming compliance and risk management as fundamental require-
ments for high-risk AI systems. These work agrees on the need of solutions for
evaluating the non-functional shape of ML/AT systems, including certification,
the focus of this book.

5.2.1 Challenges

Modern systems based on machine learning and artificial intelligence pose strict
requirements on the redesign of current certification schemes. In particular,
new schemes must be defined to support the certification of machine learning
models, as follows.

e Non-functional properties definition. The non-functional verification of
ML-based systems make current definition of non-functional properties
(see Section 3.3) unusable. Attribute-based properties do not fit non-
deterministic systems whose behavior is not known a priori. They must
be replaced with properties that provides either a statistical, probabilistic
or behavioral-based definition.

o ML models are treated as black boxes. The certification of ML based-
service requires the ability to verify the ML black box. The emerging
domain of ML verification uses behavioral monitoring techniques based
on statistical testing to dynamically check properties (besides accuracy
and fairness) of black-box ML models in operation. Monitors can be used
to generate certificates for software applications, and composed to ob-
tain dynamic virtual certificates for ensemble ML models. This however
requires a proper definition of the entire certification chain, which must
depart from the verification of deterministic systems based on traditional
testing and consider the variability in behavior introduced by training
data, configuration, and process.

o Adaptive behavior. ML-based systems are often unable to adapt their be-
havior to changing conditions, especially when non-functional aspects are
considered. Degraded behavior is mostly considered in terms of accuracy
and precision of the ML-based system, while no adaptation is possible
when non-functional properties like fairness are considered. Also, it is
usually not possible to adapt the ML-based behavior to contextual in-
formation as for instance the battery remaining on the specific devices
executing the ML model. New certification scheme must be extended to
support adaptive behavior of ML-based systems.

Shttps://artificialintelligenceact.eu/the-act/,https://digital-strategy.ec.europa.eu/en/policies /regulatory-
framework-ai
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o Statistical testing. As discussed in Section 5.1.1, traditional certification
schemes are based on the detailed modeling of the target of certification
and its components, which are verified both independently and in compo-
sition. This approach does not fit well ML-based systems, which require
statistical testing and monitoring of ML models’ behavior at inference time
to efficiently check that the desired behavioral properties are achieved [76].

e Fuvaluation of ML pipelines. Similarly to traditional cloud-based certifi-
cation, current systems are often built as a composite service, often re-
ferred to as machine learning pipelines. Certification of ML pipelines is
inherently multilayer and multidimensional. First of all, each service in
the pipeline must be certified within its deployment infrastructure. Af-
terwards, the certified services in the machine learning pipeline must be
certified as a composite service verifying the orchestration of their func-
tionalities.

5.2.2 Certification of ML-Based Systems

To address the above ML certification challenges it is necessary to reshape tra-
ditional certification schemes by revisiting the three main building blocks of the
certification model in Section 3.3: non-functional properties, target of certifica-
tion, evidence.

Non-Functional Properties. ML certification requires the definition of ML
specific non-functional properties that redesign the way in which properties are
defined and evaluate. Statistical and behavioral-based properties are needed
to model the peculiarities of ML models. Some taxonomies have been already
described (e.g., [76] and #) preliminary defining some properties as follows:

e Transparency: the feasibility of ex-post interpretation. It can further be
specialized in Explainability [77] and Interpretability [78].

e Fairness: the absence of discrimination, that is, prejudice against an in-
dividual or a group based on the value of specific features [79].

e Legality: the compliance to laws and regulation, including privacy, quality,
fundamental human rights, fairness, civil and criminal liability [80].

o Maintainability: the ability of going through complete or partial model
retraining [81].

e Modularity: the ability to manage large or highly complex systems|[82].

e Performance: the performance of a computation in terms of accuracy,
precision/recall, Area Under the ROC curve.

4https://www.enisa.europa.eu/publications/artificial—intelligence—cybersecurity—challenges?
v2=1
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e Privacy: the requirement of deleting information about training set and
those inferred from the models’ output.

o Reliability: the ability to operate with no failures and guarantee a level of
performance when operating in normal conditions [83].

o Safety: " the expectation that a system does not, under defined conditions,
lead to a state in which human life, health, property, or the environment
is endangered” [84].

e Scalability: the ability to adapt to environmental changes and guarantee
a sufficient level of performance.

e Robustness: the robustness against targeted or untargeted attacks. It
includes the ability to protect data, models, hyperparameters, weights
and coeflicients used by models, and proprietary algorithms.

e Usability: the effort required by users to learn the software, prepare input
data and interpret the results.

Target of Certification. It is natively multi-layer and includes three main
factors to be considered: i) data including the description and metadata of the
training, test, and validation sets. For instance, it can evalutes the granularity,
sparsity, to name but a few; i) process describing the details of the training
process such as the preprocessing applied to data, the type of learning that is
implemented, any other requirement on the model training; i) model describing
the model and its behavior.

Evidence collection model. It specifies all activities needed to collect ev-
idence on a specific factor of the target of certification. It ranges from the
verification of the correct behavior of the model, to the analysis of the possible
data leak caused by observing the model in operation.
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