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Abstract—Neural code models have demonstrated their efficacy
across a range of code comprehension tasks, including vulnerabil-
ity detection, code classification, automatic code summarization,
completion, clone detection, etc. Yet, a substantial gap exists in
our understanding of the robustness of models in the realm of
code comprehension and its associated applications. To probe and
illuminate the robustness of code, recent efforts have sought to
employ NLP-like techniques to craft adversarial code instances,
primarily by perturbing variable and token names. It’s worth
noting that the semantics of source code predominantly surface
through its structural elements, such as abstract syntax trees and
control flow graphs, which fundamentally differ from natural
languages. The question remains open: Can we perturb the
structural aspects of code while preserving its semantics, thereby
generating more disruptive adversarial examples that elude
current structural-unaware approaches? Moreover, orchestrating
adaptive adversarial attacks on diverse neural code models with
varying architectures poses formidable challenges, especially in
real-world scenarios characterized by constraints on target model
access and querying.

In this paper, we introduce ALANCA, an active-learning guided
adversarial attack framework tailored for neural code models.
Leveraging semantic-preserving translations, combined with an
adaptive adversarial discriminator and token selector, ALANCA
excels in executing adversarial attacks with high success rates,
exceptional generation quality, and adaptability across different
target models. We substantiate ALANCA’s efficacy through com-
prehensive evaluations across four distinct code comprehension
tasks, demonstrating its ability to effectively confound a range
of neural models, including pre-trained models and LLMs used
in software engineering.

I. INTRODUCTION

The demand for intelligent programming has surged, driven
by the expanding complexity of software development re-
quirements. Intelligent programming is pivotal for ensuring
software security, program quality, and development efficiency.
In recent years, neural code models, including pre-trained
code models and large language models, have showcased
remarkable performance across various code-related tasks,
particularly in code comprehension. These tasks encompass
vulnerability detection [1]–[3], code classification [4], [5],
code summarization [6]–[8], code completion [9], [10], and
clone detection [11], [12]. While neural code comprehension
models hold the promise of augmenting programming intelli-
gence, they also raise concerns related to vulnerability and lack
of robustness. Despite their impressive performance, the issue
of vulnerability in code models remains largely unresolved.
With the growing adoption of AI-assisted development tools
and defect-detecting models, it is imperative to prioritize the

matter of robustness in neural code models and prevent the
inadvertent introduction of faulty code or vulnerabilities into
real-world systems.

Adversarial attacks pose significant threats to non-robust
neural models across diverse domains. Notably, techniques
like the Fast Gradient Sign Method (FGSM) [13] illustrate
how even minor adjustments to ordinary inputs, imperceptible
to humans, can lead to neural models producing misleading
results. In the domain of code, adversarial attacks primarily
revolve around text modification [14]–[17], code refactor-
ing [18]–[22] and other techniques like obfuscation [23].
However, the precise threshold for perturbations and the cri-
teria for defining an adversarial example remain ambiguous.
This lack of standardized guidelines results in alterations to
code semantics, leading to changes in program functionality,
including variable assignments and control flow adjustments.
Sometimes, these modifications become glaringly apparent and
fail manual inspection, either due to excessive text changes or
conspicuous renaming.

In the context of adversarial attacks on code models, the
majority of existing studies operate within a black-box setting.
This implies that attackers lack access to internal information
about the target models, including their structure, parameters,
and gradients. Only a select few works, such as those discussed
in [22], [24], have delved into white-box attack settings where
attackers can utilize gradient information for precision-targeted
attacks. However, it’s crucial to acknowledge that real-world
scenarios impose even more stringent limitations on adversar-
ial attacks. Many code model applications come as packaged
software or offer restricted APIs, limiting the frequency of
queries to the target model. Unfortunately, these constraints are
frequently overlooked or inadequately considered in existing
research.

Furthermore, considering the diversity in types, architec-
tures, and scales of neural code models, as well as the vari-
ations among different code comprehension tasks, developing
universal adversarial attack tools capable of effectively and
efficiently targeting all models and tasks is a formidable
challenge.

To tackle these challenges and limitations, we introduce
ALANCA, an active-learning guided adversarial attack frame-
work designed to execute effective black-box attacks on a
wide array of code comprehension models and tasks. In
our approach, we introduce a guided code transformer that
employs a range of semantic-preserving code transformations



guided by statistical information to initially generate a pool
of candidate adversarial examples. To adaptively identify the
most effective adversarial examples from this pool, we utilize
a learnable adversarial discriminator and a token selector.
The discriminator aids in pinpointing the adversarial examples
most likely to deceive the target model, while the token
selector concentrates on refining and enhancing the selected
examples. We integrate active learning into the proposed
adversarial attack framework, enabling the efficient training
of ALANCA within the strict black-box setting.

To demonstrate the effectiveness and efficiency of our
approach, we conducted extensive evaluations on four dis-
tinct code comprehension tasks: Code Summarization, Method
Name Prediction, Code Classification, and Code Clone Detec-
tion. We tested ALANCA on eight different models, including
both pre-trained models and LLMs in SE. The results of
our evaluations clearly demonstrate that ALANCA effectively
confuses and neutralizes various neural models with high
efficiency.

We summarize our main contributions as follows:
• We propose ALANCA, an active-learning guided adversar-

ial attack framework for neural code models, which is
adaptive to almost all of the code comprehension tasks.
To the best of our knowledge, this is the first framework
that enables effective and scalable adversarial attacks on
various neural code models, widely ranging from small
Seq2Seq-based models to large language models (LLMs).

• Through an extensive evaluation, we demonstrate the ef-
fectiveness and efficiency of ALANCA compared to ex-
isting adversarial attack methods on code. Our evaluation
involves eight target models and four code comprehension
tasks, and ALANCA consistently achieves a high attack
success rate.

• We have made the implementation of our approach and
the datasets openly available to facilitate further research
on the robustness of neural code models and other software
engineering practices.

II. BACKGROUND AND PRELIMINARIES

In this section, we introduce the preliminary concepts re-
lated to the adversarial attack on code models and the back-
ground knowledge about techniques in our proposed attack
framework, ALANCA.

A. Code Comprehension Neural Models

Code comprehension problems encompass a variety of soft-
ware engineering problems. They can be generally defined as
transformations F = f : X → Y , where code snippets (X ) are
transformed into desired representations (Y). These problems
can be categorized into code-to-text problems (such as code
summarization and method name prediction) and code-code
problems (including code classification, clone detection, and
code repair). The inputs (X ) for code comprehension tasks
can vary from text sequences at the character or token level
to different types of code abstraction models, such as abstract

parsing trees, control flow graphs, value flow graphs, and code
property graphs.

In recent years, neural models, including pre-trained
models [7], [11], [12], [25], [26] and Language Models
(LLMs) [27]–[29], have been increasingly applied to en-
hance code comprehension. These models are trained under
supervision with labeled datasets D = (X ,Yg), where Y
represents the ground-truth labels for code snippets. Neural
models extract features from different types of input code
snippets and encode them into code representation vectors
using various network layers. Subsequently, these code rep-
resentation vectors are decoded into different output formats
based on the specific tasks at hand.

B. Adversarial Robustness of Code Neural Models
In the context of generating adversarial examples for code

comprehension models, e.g. a code classifier model fc : X →
Y , where X represents the set of all input code snippets. The
objective of an adversarial attack is to transform an input
example to mislead the classifier. For a given code snippet
x in the input set X , let xadv denote an adversarial example
of x, such that the distance between the adversarial example
and the original input is smaller than a threshold ϵ. Formally,
we have:

fc(x
adv) ̸= fc(x), s.t. ||xadv − x|| < ϵ,

The process of finding an adversarial example can be formu-
lated as a constrained optimization problem:

xadv = argmax
||x′−x||<ϵ

(gc(x
′, l)),

where gc(x
′, l) is a metric that quantifies the adversarial effect

on the classifier. Prior research on white-box attacks has
introduced gradient-based methods, such as FGSM [13], PGD
[30], and CW [31], as solutions to the optimization problem.
These methods rely on gradients obtained from the target
model to introduce perturbations within a specified radius (ϵ)
to create the most effective adversaries. However, in real-world
scenarios, acquiring the necessary information for conducting
white-box attacks, including knowledge about the architecture,
parameters, and loss of the classifier, can be challenging. A
more common and practical scenario is the black-box setting,
where only the input features and output results of the target
model are accessible, and the number of queries is limited.

Moreover in the domain of code, as discussed in [24], the
process of generating adversarial examples in discrete domains
(natural language or code), substantially differs from that in
the image domain, where adversarial examples have been
extensively researched [32]. In discrete domains, quantifying
the distance between two examples is a more intricate task,
and determining a suitable threshold ϵ for defining permissible
perturbations is also a challenging endeavor. The concept of
dual-channel semantics for code, introduced by [33], offers a
promising approach to addressing these challenges. This ap-
proach combines a precise, formal representation of function-
ality with a natural and human-understandable representation
of language, presenting a potential solution for these issues.
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Fig. 1. Overview of ALANCA

C. Active Learning

In the problem of supervised learning where labeled data are
limited or expensive to acquire, active learning (AL) provides
an effective solution. Pool-based active learning is a common
approach with a model y = h(x) to train and an initial pool
of unlabeled data DU . Through a limited number of query
iterations, we can actively select certain samples from the
unlabeled pool to annotate and add to the labeled data set DL.
During the active learning process, we gradually improve the
rationality of sampling by performing iterations. In each itera-
tion, we sample a subset of unlabeled data, denoted as DU

n
−kn

,
and query an oracle to obtain their labels. These newly labeled
examples are then added to the labeled data set DL, resulting
in an updated set DL

n+1 = DL
n∪{(x, l)|x ∈ DU

n
−kn
}. Simul-

taneously, we remove the queried samples from the unlabeled
pool, leading to an updated pool DU

n+1 = DU
n −DU

n
−kn

.
Each iteration uses a sampling model to decide which

examples to query from the unlabeled pool. This sampling
model can be a heuristic algorithm or a learnable model. Ad-
ditionally, after obtaining the labels for the sampled examples,
the sampling model itself is updated using the new labeled set
{(x, l)|x ∈ DU

n
−kn
}. The total number of queries is limited

by a preset number, where the sum of queries in all iterations∑
0<n≤N

kn ≤ q should not exceed q. The active learning

system continues to iterate until the model performance meets
the desired requirements or until the number of queries is
exhausted.

III. ATTACK METHODOLOGY OF ALANCA

A. Overview

In order to effectively and efficiently perform adversarial
attacks on code neural models, especially within strict black-
box settings, we present an active learning-guided adversarial
attack framework for code comprehension models, named
ALANCA in short. An overview of ALANCA is presented in
Figure 1. ALANCA comprises three key components. All the
components in ALANCA are learnable and designed to be
adaptive to different types of target models and downstream
code comprehension tasks, e.g., code summarization, classifi-
cation, etc. Conducting adversarial attacks within a stringent
black-box setting poses challenges in training the learnable

Algorithm 1 Active Adversarial Attacking Algorithm
Input: Victim Model V ;

Code Snippet Dataset D = {(x, y) | x ∈ X , y ∈ Y};
Guided Code Transformer T;
Adversarial Example Discriminator Md

Token Selector Mts

Max Query Number to Victim Model Kq

Output: Adversarial Example Set X adv from the attacking
algorithm A((x, y);V )

1: Initialization: X adv ← ∅
2: repeat
3: // Guided code transformation
4: for (x, y) ∈ D do
5: T ← T ∪ {xt = T(x)}
6: end for
7: // Rank generated examples
8: S ← ∅
9: for xt ∈ T do

10: S ← S {(Md(x
t, x), xt | xt = T(x))}

11: end for
12: Td ← {xt

i | (si, x
t
i) ∈ S, i ∈

argmaxK{si | ∀i, (si, x
t
i ∈ S)}}

13: // Substitute [T] in generated examples
14: X adv ← ∅
15: for xt ∈ Td do
16: X adv ← X adv ∪ {Mts(x

t, x) | x ∈ X , xt = T(x)}
17: end for
18: // Update parameters of T, Md and Mts

19: Yadv = V (X adv)
20: Record the attack result in T to update the guiding

parameters.
21: ld = Ld(Yadv,Y)
22: lts = Lts(Yadv,Y,X adv,X )
23: Update Md and Mts by backpropagating ld and lts.
24:
25: Kq ← K − 2 ∗K
26: until Kq < 2 ∗K

components, primarily due to restricted access to the target
model. To overcome this issue, we integrate active learning
into the proposed adversarial attack framework, enabling the
training of ALANCA with only a limited number of labels
obtained from the target model.

B. Active-learning Guidance in Adversarial Attack

Within ALANCA, we employ an iterative active learning
algorithm to conduct effective attacks while working with lim-
ited knowledge about the target model and a restricted number
of queries, as detailed in Algorithm 1. Each component of
ALANCA assumes a pivotal role in every iteration of the attack
process, contributing significantly to the overall effectiveness
and efficiency of the adversarial attack:
Component ➊: Guided Code Transformer § III-C The initial
step in ALANCA involves generating candidate adversarial
examples through the application of various code transfor-
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mation methods (Lines 3 to 6). These transformations are
carefully designed to maintain the semantic meaning of the
code while making it challenging for the target model to
correctly understand and classify. To ensure that the gener-
ated adversarial examples maintain their semantic integrity
while remaining imperceptible to humans, ALANCA employs
a series of AST-based mutation techniques. During this phase,
ALANCA produces a varied collection of candidate adversarial
examples, denoted as T , each meticulously crafted to explore
various attack strategies.

Component ➋: Adversarial Example Discriminator § III-D
ALANCA identifies robust vulnerabilities in code snippets and
their corresponding non-robust types specific to each target
model and task. In practical implementation, as demonstrated
in Lines 7 to 12 of Algorithm 1, ALANCA employs a discrim-
inator module to score and rank candidate examples in the set
T . The discriminator module is trained to gauge the quality
and effectiveness of the generated adversarial examples. The
top-K examples, deemed most likely to be effective in an
attack, are chosen as the precursors of the desired adversarial
example Td.

Component ➌: Token Selector § III-E In the context of
ALANCA, certain code transformations, such as identifier
renaming and code insertion, may necessitate the introduction
of new words or tokens into the resulting code. These newly
introduced elements are initially denoted as “[T]” and are
earmarked for substitution within the candidate example set
Td. To ensure the quality of the generated adversarial examples
in terms of both attack effectiveness and human impercepti-
bility, ALANCA incorporates the token selector component.
The token selector is specifically designed to choose the
most suitable tokens for substitution in the “[T]” parts of the
generated adversarial examples, as indicated in Lines 13 to 17
of Algorithm 1.

In the proposed active learning-guided attack framework,
the process of selecting examples to query from the target
model and updating the components (Lines 19 to 23) is
carefully crafted to capture essential information necessary
for conducting effective adversarial attacks. A crucial element
of this selection process involves harnessing the structural
similarities between the target model and the learnable com-
ponents. By identifying and querying examples with the target
model, ALANCA gains valuable insights into the vulnerabilities
and weaknesses of the target model. This, in turn, enables the
learnable components to better emulate and exploit these struc-
tural commonalities in the generation of adversarial examples.

Furthermore, in the pursuit of refining the active-learning
guided training process, ALANCA integrates several tech-
niques, particularly when working with a restricted query
budget within the strict black-box attack setting. These tech-
niques, including multi-task loss functions and compressed
vocabulary, will be explored in greater detail in the subsequent
sections.

C. Statistics Guided Code Transformer

ALANCA first performs guided transformations on code
snippets to generate the set of candidate adversaries T . To
provide a concrete definition of this generation process, we
assume that T = {δ|δ(x) = x′} represents a set of code
transformation functions, where x ∈ O ∧ x′ ∈ T . Accord-
ing to the definition of adversarial examples in § II-B, all
adversarial examples generated should ensure that the degree
of perturbation remains within a specified threshold. This can
be expressed as:

||x′ − x|| = ||δ(x)− x|| ≤ ϵ, s.t. δ ∈ T, x ∈ O, x′ ∈ T .

To generate code transformations of high quality, it is essential
to consider the similarity or distance (||x′− x||) between two
code snippets from two perspectives: (a) functional similarity
and (b) inspectability for humans. Functional similarity refers
to the equivalence in behavior between two pieces of code.
Inspectability for humans refers to the ability of developers or
reviewers to understand and analyze the differences between
two code snippets.

To achieve this goal, we have proposed eight types of
code transformation that introduce minimal structural per-
turbations and textual changes. Detailed descriptions and
examples are presented in Table I. These transformations
draw inspiration from the code refactoring and representation-
changing processes observed during compilation. Refactoring
involves making small modifications to the source code that
preserve the program’s behavior. Various techniques inspired
by refactoring and compilation optimization have been pro-
posed, e.g. symbol renaming and code reordering are common
code transformations employed in refactoring practices [24],
[34]. Additionally, some transformations are derived from
optimization passes in the compilation process, such as dead
code elimination → dead code insertion. In the design of
ALANCA, we have chosen and developed these specific types
of transformations meticulously. Our objective is to ensure a
diverse range of refactoring techniques while also constraining
the extent of textual changes introduced.

Several factors can significantly impact the effectiveness of
the generated adversarial examples, e.g. the position where
the code is modified or added, or the length of the newly
added variable’s name. To control this transformation position
and guide the attack, ALANCA utilizes a series of parameters
that are calculated based on statistics to determine where the
modifications or additions occur within the code, listed in
Table I. We use Spoon to travel across the abstract syntax
trees (ASTs) of code snippets, identify possible transformation
spots, and perform these semantic-preserving transformations,
then convert the transformed ASTs back to code as candidate
examples. During the adversarial example generation process,
ALANCA iteratively transforms the code to generate differ-
ent versions of the example. The attacking effectiveness of
these generated examples is recorded by the code snippet
transformer, which tracks the impact of the modifications on
the adversarial behavior. Based on the effectiveness recorded,
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TABLE I
DESCRIPTION AND EXAMPLES OF CODE TRANSFORMATIONS. GREEN STANDS FOR ADDED TOKENS, AND BLUE STANDS FOR MODIFIED TOKENS.
IN THE GUIDING PARAMETERS COLUMN, pi MEANS THE RELATIVE POSITION OF TRANSFORMATION IN A CODE SNIPPET, pst MEANS THE INDEX
OF SUBSTITUTED SUB-TOKEN IN AN IDENTIFIER, lst AND lb MEANS THE LENGTH OF THE ADDED IDENTIFIER, PRINTED WORDS, AND WRAPPED

BLOCK.

Name Functionality Description Example Guiding
Parameters

Token
Selection

Local Variable Renaming
rename a local variable by replacing a sub-
token

int textLen = 0;
⇒ int [T]Len = 0; pi, pst ✓

Parameter Renaming
rename a function parameter by replacing
a sub-token

void f(String[] s, int len)
⇒ void f(String[] s, int [T]) pi, pst ✓

Variable Declaration Insertion
insert dead code of an unused variable
declaration int [T][T] = 1; pi, lst ✓

Printing Insertion
insert a System.out.println(s);
printing code line System.out.println(“[T] [T]”); pi, lst ✓

Do-While(false) Insertion
wrap a code block with a do-while(false)
loop structure

int a = 0;
⇒ do{ int a = 0; }while(false); pi, lb

Statement Reordering
reorder two adjacent code statements with
no variable def-use dependency

int a = 0; boolean b = false;
⇒ boolean b = false; int a = 1; /

Loop Converting
convert the type of loop between “for” and
“while”

for(int i=0;i<n;++i){...}
⇒ {int i=0; while(i<n){... ++i;}} /

Equation Operators Exchanging
exchange the left and right side expres-
sions of the “==” equation a == b ⇒ b == a /

ALANCA updates the relevant position parameters, allowing
ALANCA to adapt and refine its transformation strategy based
on the observed performance of the adversarial examples gen-
erated. In the output stage, the code transformation component
of ALANCA generates examples for each input code snippet
based on the parameters associated with all possible refactor
types. Within this component, any subtokens that require
substitution or tokens that need to be generated are marked
as “[T]”.

D. Adversarial Example Discriminator

Different types of pre-trained code models with varying
inner structures and input formats may interpret and represent
code in distinct ways. This variation can result in biases
in the vulnerabilities they exhibit regarding robustness. For
example, CODEBERT was built from the pre-trained language
model BERT with 125M parameters, while CODE2VEC has
an encoder-only model with encoded paths of ASTs as in-
put. These models can differ in terms of abstraction levels,
granularity, and inherent biases in their code representations.
Consequently, certain vulnerabilities or adversarial examples
may be more effective or evident in one model compared
to another. In addition, most code models are fine-tuned to
perform different code-to-text or code-to-code downstream
tasks. On the other hand, different code comprehension tasks
place varying emphasis on different aspects of code input, e.g.
in the code summaries task, the token-level semantic meaning
of code may be more important than syntax-level structure
information, while in the clone detection task, the situation
may be just the opposite. In summary, when it comes to
performing adversarial attacks, it is crucial to employ adaptive
strategies that take into account the specific target models and

tasks involved. This adaptability is especially important when
dealing with automated black-box attack frameworks.

To address this challenge, we have incorporated a learn-
able discriminator module within ALANCA. This module is
designed to identify vulnerable spots in code snippets and
classify them according to their vulnerable type. For every
original code snippet and its candidate adversarial examples,
the discriminator predicted how the examples change the target
model’s prediction with a Siamese network structure. Then
ALANCA ranks all of the candidates by the predicted output
changing. Since the whole attack process is performed under
the black-box setting, the query number for the target model
is limited. This poses a challenge when it comes to gathering
a large labeled training set for the discriminator. To overcome
this challenge, we leverage existing code neural models and
keep most of the parameters fixed in their encoders to keep
the trainable part of the module lightweight. To leverage
limited labeled examples obtained from queries during training
iterations, we introduce two tasks for training the discrim-
inator: regression of the prediction changing score sij and
classification of the prediction changing type yij . The joint
loss function for these tasks is defined as:

Ld = wr(sij − hreg(p
′
ij , pi))

2

− wc

∑
c=0,1,2

yij logP (hcls(p
′
ij , pi) = c),

Here, yij represents the three possible relationships between
predictions fc on pi and p′ij : prediction changes, prediction
remains the same with a probability increase or decrease, or
prediction remains the same with unchanged probability. The
loss function consists of two parts: Lreg and Lcls, weighted
by wr and wc, respectively, to balance their magnitudes.
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E. Token Selector

As detailed in the output of the code transformation com-
ponent, as discussed in § III-C, certain generated and selected
adversarial examples may still contain “[T]” markers, signify-
ing tokens that require substitution. To tackle this issue, we
introduce a token selector module at this stage. The primary
responsibility of this module is to forecast the most suitable
choices for substituting the masked tokens.

There are two types of “[T]” marks that need to be replaced
in this stage: (a) Sub-tokens within an identifier that require
substitution for renaming purposes. (b) Newly added dead
code. For the scenario of renaming identifiers, we introduce
a constraint in the form of a penalty term within the training
loss. This constraint aims to prevent excessive changes in the
meaning of the identifiers’ names after renaming, ensuring that
the transformation remains contextually appropriate and not
easy to notice in human reviewing. To quantify the penalty
term for the renaming scenario, we measure the distance
between the selected token and the original one. This distance
is calculated using the cosine distance between the word
vectors, which are embedded using a word2vec model. The
loss function in training the token selector can be defined as:

Lts = wr(sij − hreg(p
′
ij , pi))

2

− wc

∑
c=0,1,2

yij logP (hcls(p
′
ij , pi) = c)

− wpDcos(Ew2v(t
′
ij), Ew2v(ti))

In this context, ti and t′ij represent the original token and the
token to be selected, Ew2v represents the work2vec embedding
model, Dcos is the cosine distance measurement function. The
penalty coefficient is denoted as wp.

We employ CodeBERT [11] as the underlying framework
for the token selector model. Similar to the discriminator
module, the token selector model is constrained by the size of
the training set. To address this limitation, we control the size
of the candidate set and utilize a word vocabulary comprising
the 1,500 most frequent tokens in identifiers. Besides, we
keep the parameters of the CodeBERT encoder fixed during
the fine-tuning of the token selector model for the sake of
consistency and to harness the existing knowledge embedded
in CodeBERT.

IV. EVALUATION

In this section, we thoroughly evaluate the effectiveness
and performance of ALANCA. We address the following three
research questions to demonstrate the results of the proposed
adversarial attack framework from different perspectives.
RQ 1 (Attack Effectiveness): Does our proposed adversarial

attack framework (ALANCA) demonstrate sufficient
effectiveness against code comprehension models?

RQ 2 (Attack Efficiency): Will ALANCA maintain its effec-
tiveness under query-limited black-box attack settings,
i.e., how is the efficiency of the ALANCA adversarial
attack framework?

TABLE II
STATISTICS OF DATASETS

Target
Dataset Task #Code

Snippet #Vocab Supported
Models

CodeSearchNet ➀ CS 324,439 50,265
except for
AST-based
models

Java-med ➁ MNP 382,986 60,000 all models

JAVA250 ➂ CC 73,143 8,000 all models

BigCloneBench ➃ CD 9,126 2,800 except for
LLMs

RQ 3 (Ablation Study): How effective are the different
components in our adversarial attack frameworks, i.e.,
how is the effectiveness of each component over the
baseline?

A. Experiment Setups

Downstream Tasks and Datasets. To conduct a thorough
evaluation of our proposed adversarial attack framework
ALANCA, we performed experiments on four distinct code
comprehension tasks: ➀ Code Summarization, ➁ Method
Name Prediction, ➂ Code Classification, and ➃ Code Clone
Detection. These tasks encompass both code-to-text (➀ and ➁)
and code-to-code (➂ and ➃) scenarios. Table II shows some
statistics of the datasets we used in each task.

For the ➀ Code Summarization task, we employed the
CodeSearshNet [35] dataset, which includes code snippets
from various sources along with associated comments. For
the ➁ Method Name Prediction task, we utilized the Java-
med dataset [8], which consists of top-starred Java projects
from GitHub. The dataset for the ➂ Code Classification task
was the JAVA250 dataset from CodeNet [36], comprising Java
programs submitted to OJ platforms. The code snippets were
labeled according to the programming question number. For
the ➃ Clone Detection task, we used the BigCloneBench
dataset, which contains pairs of Java methods along with labels
indicating whether the methods are semantically equivalent.

To ensure that simple methods were not affected by signifi-
cant semantic changes during the code transformation stage
of our attack, we implemented a filtering process. We ex-
cluded code snippets that lacked function parameters, variable
declarations, and methods containing fewer than five lines
before conducting our experiments. Additionally, we assigned
subtokens to each code example, excluding non-meaningful to-
kens like articles or single-character tokens, specifically within
identifiers. This labeling facilitated subsequent substitution or
insertion procedures.
Target Models. As mentioned in § II-A, neural models for
code comprehension can vary significantly in terms of their
model structure and input format. In this paper, our focus is
primarily on investigating the robustness of three main types
of code neural models:
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(a) AST-based models, including CODE2VEC [7] and
CODE2SEQ [8].

(b) Pre-trained transformer models, including CODEBERT
[11], GRAPHCODEBERT [26], PLBART [37], and
CODET5 [37].

(c) LLMs, including CHATGPT [38] and CHATGLM 2 [39].
CODE2VEC [7] is a neural model that represents a code

snippet using a set of paths extracted from its Abstract Syntax
Tree (AST). Each path consists of terminal nodes and types
of passing nodes, which are then encoded into a vector using
multilayer perceptrons (MLPs). To highlight the significance
of each path, CODE2VEC employs an attention mechanism to
assign appropriate weights to the AST paths. CODE2SEQ [8]
also utilizes AST paths to represent code snippets. It employs
an encoder-decoder model along with bi-LSTM units to embed
the nodes of the AST paths and subsequently make sequential
predictions. CODEBERT [11] and GRAPHCODEBERT [26]
are pre-trained neural code models based on RoBERTa. These
models are capable of understanding and representing both
natural language and programming language. During their pre-
training, a large dataset comprising 2.3 million functions with
paired documentation from six programming languages was
utilized. GRAPHCODEBERT further incorporates data flow
information during the pre-training stage, which enhances
the syntactic-level understanding of code. PLBART [37]
is a transformer-based neural model that follows a similar
encoder-decoder architecture as BART [40], consisting of 6
encoder layers and 6 decoder layers. It was pre-trained on
an extensive dataset of 680 million code examples using
three pre-training tasks: Token Masking, Token Deletion, and
Token Infilling. CODET5 [25] is also based on the encoder-
decoder architecture but built upon T5 [41]. In comparison to
PLBART, CODET5 increases the number of decoder layers
to 12. Additionally, CODET5 introduces code-oriented pre-
training tasks to enhance its ability to extract code structure
information. LLMs, such as CHATGPT [38] and CHAT-
GLM2 [39], have drawn significant public attention due to
their impressive performance on general-purpose tasks. Unlike
the pre-trained models specifically designed for SE tasks, these
general-purpose models contain billions of parameters and
have been trained on enormous corpora, e.g. the 17 TB dataset
used for GPT-3.5.
Metrics. To evaluate the effectiveness of the attacks, we
conducted a thorough analysis of the impact of adversarial
examples on the prediction outputs of the target models. We
assessed the models’ performance using evaluation metrics
including accuracy and F1 score for classification tasks. For
the code summarization task (➀), we employed the BLEU-
4 metric to evaluate the quality of the generated summaries.
By comparing the performance of the models in both the
original example set O and the transformed example set T ,
we were able to observe varying degrees of impact on their
prediction capabilities. These differences (∆) were reflected
in the evaluation metrics, highlighting the effectiveness of the
attacks in influencing the models’ outputs.

To assess the impact of the attacks, we introduced a metric

called the Attack Success Rate (ASR ), which measures the rate
at which predicted labels are changed after the transformation
process. A higher ASR indicates a more effective attack, as it
demonstrates a greater number of altered predictions. In our
definition, DT represents the collection of all transformations,
P represents the predictions made by the target models, and
L represents the true labels. Each code transformation can
be represented as a pair of corresponding examples (xi, x

′
ij),

where xi belongs to the original example set O, and x′
ij

belongs to the transformed example set T . Considering the
entire dataset, we define the ASR as the ratio of transformed
examples for which the prediction differs from the original
prediction:

ASR =

∑
(xi,x′

ij)∈DT
I(P (xi) ̸= P (x′

ij))

|DT |

where I(P (xi) ̸= P (x′
ij)) is an indicator function that

evaluates to 1 if the predictions for xi and x′
ij differ, and

0 otherwise. This definition allows us to quantify the success
rate of the attacks in terms of how many predictions were
altered compared to the original predictions.

In addition to the Attack Success Rate (ASR ), we also
incorporated the concept of Robustness as a measurement
of the models’ resilience to adversarial examples. We de-
fined Robustness as the ability of a model to maintain its
correct prediction when exposed to adversarial examples. If
a model changed its correct prediction over an adversarial
example, it was considered an indication of a lack of robust-
ness. Formally, we define Robustness (Ro) as follows, where
I(P (xi) = L(xi) ∧ P (x′

ij) ̸= L(xi)) is another indicator
function that evaluates if the model changes its prediction on
correct examples:

Ro =

∑
(xi,x′

ij)∈DT
I(P (xi) = L(xi) ∧ P (x′

ij) ̸= L(xi))

|DT |

Baselines. To better understand the effectiveness of ALANCA,
we select BERT-Attack [42] and the previous SoTA code
model attack algorithm CodeAttack [15] as baseline attack
models for comparison. BERT-Attack is an NLP-based attack
method that replaces the names of local variables and function
parameters based on word importance ranks assigned by
BERT. CodeAttack, on the other hand, is a recently introduced
SoTA attack algorithm on code models that substitutes code
tokens with specific constraints.
Implementation. In our evaluation, we fine-tuned all target
models for each specific downstream task, while keeping the
hyperparameters consistent with their original implementation.
For CODE2VEC and CODE2SEQ, we performed fine-tuning
for 50 epochs using a learning rate of 0.001 and a batch size of
512. Regarding the transformer-based models (CODEBERT,
GRAPHCODEBERT, PLBART, and CODET5), we fine-tuned
them on code-to-code tasks by utilizing specific embedded
features. For CODEBERT and GRAPHCODEBERT, we used
the embedded feature from the [CLS] vector to perform
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TABLE III
EVALUATION RESULTS OF THE ALANCA ATTACK FRAMEWORK AGAINST EIGHT MODELS AND FOUR TASKS

Task Metric
AST-based Transformer-based LLM

CODE2VEC CODE2SEQ CODEBERT GCBERT PLBART CODET5 GPT-3.5 CHATGLM 2

Code
Summarization

BLEU 17.52 17.98 18.13 18.85 10.13 8.67

∆BLEU 15.89↓ 16.52↓ 16.63↓ 14.66↓ 4.90↓ 4.75↓
ASR 85.8% 87.5% 88.3% 78.3% 53.5% 52.9%

Ro

Task Not Support

8.2% 8.0% 8.2% 20.6% 48.2% 46.5%

Method Name
Prediction

F1 74.0 74.3 50.1 54.0 48.4 56.3 37.2 31.2

∆F1 73.8↓ 73.7↓ 41.2↓ 42.8↓ 39.6↓ 42.7↓ 24.5↓ 22.0↓
ASR 99.9% 99.3% 81.2% 78.3% 80.8% 74.9% 63.6% 70.1%

Ro 0.1% 0.2% 17.6% 20.4% 18.4% 14.0% 33.5% 27.3%

Code
Classification

Acc 78.5 81.1 95.6 95.2 91.8 94.9

∆Acc 63.2↓ 61.9↓ 72.7↓ 71.4↓ 64.4↓ 55.0↓
ASR 77.2% 75.9% 74.3% 71.6% 66.8% 53.5%

Ro 19.5% 22.6% 24.0% 25.0% 29.9% 43.1%

Task Not Support

Clone Detection

F1 72.3 78.5 91.4 93.6 98.2 93.8 50.8 37.7

∆F1 42.6↓ 51.0↓ 85.3↓ 84.9↓ 62.7↓ 75.8↓ 28.2↓ 11.5↓
ASR 53.1% 60.0% 92.6% 88.5% 69.5% 80.3% 53.9% 42.4%

Ro 48.9% 37.4% 5.6% 9.1% 36.2% 18.8% 49.2% 53.7%

prediction. For PLBART and CODET5, we utilized the output
of the last encoder layer to perform the prediction. For code-
to-text tasks like Code Summarization (➀), we added an ad-
ditional decoder to the CODEBERT and GRAPHCODEBERT
models to enable regressive prediction. The fine-tuning process
for both transformer-based models lasted approximately 4-7
days each. To optimize the fine-tuning of CODEBERT and
GRAPHCODEBERT, we used a learning rate of 0.0001 and a
batch size of 32. Early stopping and learning rate decay (expo-
nential) were implemented to prevent over-optimizing during
training. Regarding the fine-tuning of PLBART and CODET5,
we relied on the original processing and fine-tuning scripts
provided by their respective implementations. In addition to
evaluating the overall robustness of Large Language Models
(LLMs) in code comprehension tasks, we also conducted
a specific evaluation of their zero-shot performance. This
evaluation was carried out in two LLMs, namely GPT-3.5
and CHATGLM2, in three code comprehension tasks: Code
Summarization (➀), Method Name Prediction (➁), and Code
Clone Detection (➃). For each task, we carefully designed
prompts to guide the LLMs’ responses and implemented
the measurement and adversarial attack processes using their
Python APIs. This allowed us to assess the models’ zero-shot
performance and understand their vulnerabilities in different
code comprehension scenarios.

Our fine-tuning and subsequent attack experiments were
conducted on a server with a 128-core vCPU, 128 GiB RAM,
and 4 NVIDIA A10 GPUs, running on Ubuntu 20.04 LTS. We
have open-sourced this research at the anonymous repository
https://anonymous.4open.science/r/NCMAA release.

B. RQ 1 (Attack Effectiveness)

The performance of eight target models in four downstream
tasks before and after adversarial attacks by ALANCA is
presented in Table III. The table highlights the effectiveness of
ALANCA in generating adversarial examples and misleading
the target models. On average across all models, ALANCA
achieved average Attack Success Rates (ASRs) of 74.3%,
81.0%, 69.8%, and 60.9% on the four code comprehension
tasks. Notably, ALANCA successfully misled the CODE2VEC,
CODE2SEQ, CODEBERT, and GRAPHCODEBERT models in
more than 95% of their correct predictions for both the Method
Name Prediction and Clone Detection tasks. The effectiveness
of the attack performed by ALANCA varied across different
tasks and models. It was observed that ALANCA achieved
better effectiveness in simpler tasks like Method Name Pre-
diction and on transformer-based code models. This can be
attributed to the similarity in structure between these models
and the discriminator and selector components in ALANCA,
enabling better exploitation of vulnerabilities. In the case of
attacks against Large Language Models (LLMs), the average
Attack Success Rate was 55.6%, which was lower compared
to attacks against other types of models. This can be attributed
to the relatively lower effectiveness of LLMs on the supported
code comprehension tasks and the much larger model sizes of
LLMs compared to the models used in ALANCA.

In comparison, ALANCA demonstrates superior perfor-
mance compared to the baseline attack methods, as illustrated
in Table IV, in the majority of cases (11 out of 14). It is
important to note that the adversarial examples generated by
the baseline methods, namely BERT-Attack and CodeAttack,
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TABLE IV
COMPARATIVE RESULT OF DIFFERENT ATTACK METHODS

Target Model Attack Method
➀ Summarization ➁ MNP ➂ Classification ➃ Clone Detection

BLEU ASR Ro F1 ASR Ro Acc ASR Ro F1 ASR Ro

CODE2SEQ

/ 74.3 / / 85.1 / / 78.5 / /

BERT-Attack 10.7 84.7% 14.5% 33.5 56.4% 42.7% 40.6 41.3% 53.1%

RS 7.8 89.3% 8.4% 24.0 71.3% 30.6% 32.7 54.5% 44.2%

w/o Mts 2.7 93.1% 7.9% 22.6 70.9% 28.8% 28.9 63.4% 35.7%

w/o Md 4.5 93.5% 10.3% 19.5 75.0% 24.8% 31.1 57.9% 40.2%

ALANCA

Task Not Support

0.4 99.3% 0.2% 19.2 75.9% 22.6% 27.5 60.0% 37.4%

CODEBERT

/ 17.52 / / 50.1 / / 95.6 / / 91.4 / /

BERT-Attack 5.91 64.5% 39.7% 14.1 69.6% 32.2% 44.0 49.1% 47.3% 53.8 47.6% 58.0%

CodeAttack 2.67 82.4% 15.8% 11.1 76.1% 22.4% 32.9 67.3% 34.9% Not Evaluated

RS 3.64 77.9% 20.5% 12.9 77.2% 25.0% 34.1 64.1% 35.7% 12.0 87.6% 14.1%

w/o Mts 2.01 86.9% 12.5% 8.5 82.3% 16.9% 25.5 73.1% 26.7% 11.8 87.9% 14.4%

w/o Md 2.53 82.8% 16.4% 14.2 71.9% 26.4% 23.7 76.0% 24.8% 8.4 89.9% 9.5%

ALANCA 1.63 85.8% 11.2% 8.9 82.6% 17.6% 22.9 74.3% 24.0% 6.1 92.6% 5.6%

CODET5

/ 18.85 / / 56.3 / / 94.9 / / 93.8 / /

BERT-Attack 8.62 64.3% 40.7% 18.4 69.3% 34.9% 40.9 58.4% 42.9% 42.6 52.5% 46.0%

CodeAttack 5.31 71.0% 27.9% 13.1 76.7% 22.1% 39.0 57.0% 41.1% Not Evaluated

RS 6.78 61.8% 36.9% 9.1 84.7% 15.0% 39.9 53.5% 43.1% 30.3 74.1% 34.6%

w/o Mts 4.61 80.2% 23.4% 11.7 77.5% 20.1% 41.2 56.1% 43.4% 28.7 70.0% 30.2%

w/o Md 5.99 65.2% 33.4% 13.6 74.9% 23.8% 39.3 38.9% 41.4% 20.0 79.2% 21.2%

ALANCA 4.19 78.3% 20.6% 10.5 82.0% 17.9% 36.0 62.8% 37.9% 18.0 80.3% 18.8%

GPT-3.5

/ 10.13 / / 37.2 / / 50.8 / /

BERT-Attack 5.18 53.9% 50.7% 18.2 49.1% 48.4% 30.7 36.8% 61.3%

RS 7.93 25.1% 78.4% 14.6 64.3% 37.1% 22.3 64.7% 42.0%

w/o Mts 7.81 28.3% 76.0% 14.2 63.8% 39.4% 23.7 52.7% 46.4%

w/o Md 6.16 39.4% 60.8% 10.7 73.8% 29.0% 20.2 56.7% 40.1%

ALANCA 5.23 53.5% 48.2% 12.7 63.6% 33.5%

Task Not Support

22.6 53.9% 49.2%

often fail to preserve the functionality of the code snippets
and may even introduce syntactic errors. On the other hand,
ALANCA excels not only in attack effectiveness but also in
the quality of the generated adversarial examples. This can be
attributed to the strict constraint on the range of perturbations
enforced by ALANCA.

Answer to RQ 1 (Attack Effectiveness): The attack
results demonstrate the effectiveness of ALANCA in
generating adversarial examples and misleading target
models in various code comprehension tasks. The
success rates vary depending on the complexity of
the task and the target model’s characteristics.

C. RQ 2 (Attack Efficiency)

The attack process curve in Figure 2 illustrates the per-
formance of ALANCA in generating adversarial examples
against CODE2SEQ, CODEBERT, and GPT-3.5 models for

the Method Name Prediction task. In each attack epoch or
iteration, ALANCA generated adversarial examples using only
0.1% of the entire testing set. The curve demonstrates that
ALANCA efficiently performs the attack process and produces
high-quality adversarial examples.

0 5 10 15 20 25 30 35 40 45
#Iteration
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25

50

75

100
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Code2Seq CodeBERT GPT-3.5

Fig. 2. Curves of attack efficiency and
success rate in the ➁ MNP task

For the three target mod-
els mentioned, ALANCA re-
quired 21, 35, and 46 iter-
ations, respectively, to gen-
erally achieve the attack ob-
jective. This translates to a
query time of approximately
42, 70, and 92 with respect
to the target models. The ef-
ficient generation of adver-
sarial examples by ALANCA
is evident from these re-
sults. When compared to the baseline CodeAttack algorithm,
ALANCA exhibits significantly improved efficiency in terms of
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query time to the target models. On average, ALANCA achieves
a query time to the CODEBERT and CODET5 models that are
only 10% and 23%, respectively, of the query time required
by the baseline CodeAttack algorithm.

Answer to RQ 2 (Attack Efficiency): In general,
the results demonstrate the efficiency of ALANCA
in generating high-quality adversarial examples while
minimizing the query time to the target models.

D. RQ 3 (Ablation Study)

Based on the results of the ablation experiments (in Ta-
ble IV), it is observed that components of ALANCA have
a significant impact on their effectiveness in generating ad-
versarial examples. In the ablation study, the randomized
model (RS) serves as the baseline model, and its adversar-
ial ranking process and token selection are made randomly.
Comparing the results of ALANCA with the RS baseline,
it is shown that ALANCA outperforms the baseline in 52
out of 56 experiments, indicating the effectiveness of its
components. The effectiveness of Md (adversarial discrimi-
nator component) and Mts (adversarial selector component)
varies across different target models and downstream code
comprehension tasks. For example, in attacks on Code Sum-
marization and Method Name Prediction tasks against models
like CODE2SEQ, CODEBERT, and CODET5, ALANCA with-
out Mts (adversarial selector) performs better than ALANCA
without Md (adversarial discriminator). This suggests that
the adversarial discriminator component plays a major role
in these cases. However, in simpler tasks, ALANCA without
Md (adversarial discriminator) shows better performance. This
could be attributed to overfitting in these relatively larger target
models, which may cause them to understand code in a more
textual manner rather than considering the semantic and inner
syntax of code. This situation is observed consistently in all
downstream tasks of Large Language Models (LLMs), as these
models perform these tasks in a zero-shot scenario. Due to
the lack of task-specific training, LLMs may rely more on
surface-level syntactic patterns rather than understanding the
underlying semantics of the code.

Answer to RQ 3 (Ablation Study): Both the adversar-
ial discriminator component (Md) and the token se-
lector component (Mts) demonstrate significant effec-
tiveness in the attack process. Meanwhile, the effec-
tiveness of these components varies across different
target models and downstream code comprehension
tasks.

V. THREATS TO VALIDITY

Threats to Internal Validity can arise from the imple-
mentation of ALANCA and the fine-tuning process involved
in preparing the target models. To mitigate potential issues
related to implementation, we have dedicated effort to building
ALANCA using Spoon and PyTorch-lightning. Additionally,

we have performed experiments to compare the performance
of our target models used with the results reported in the
original papers across all datasets and tasks involved. Threats
to External Validity lie in the selected target neural models,
downstream tasks, and relative datasets. In this research, we
include four different code comprehension tasks and eight code
models of three different types to make a thorough evaluation
of our proposed method. Threats to Construct Validity relate to
using evaluation metrics. In addition to the original metric used
for the downstream tasks, we have included two additional
metrics to ensure a comprehensive and clear presentation of
the attack results.

VI. RELATED WORK

Several recent works proposed methods for adversarial
attacks on code. [14], [16] studied the factors that affect the
robustness of the code model. They proved that the predic-
tions of neural models might change with text modifications
(such as variables renaming and statements inserting), and
the robustness of models may improve through appropriate
adversarial training. [24] proposed a gradient-based adversarial
attack method called DAMP, and demonstrated it’s possible to
perform targeted attacks in the discrete domain of code under
white-box settings. [18]–[20] performed code transformations
on AST several times to generate adversarial examples. [34],
[43], [44] explored the task of malware detection models
with small changes made on input. [45] used modified code
repositories to poison training datasets and misled neural mod-
els to provide insecure code suggestions. As applications of
adversarial examples, [12], [46] performed data augmentation
using code transformations and designed contrastive learning
processes using augmented code sets. [21] first proposed an
iterative optimization-based technique for robustness detection
and measurement on DL code models. [17] focused on attack-
ing code comment generation models and proposed another
iterative identifier substitution approach to generate adversarial
examples. Like DAMP in [24], [22] proposed a white-box
target attack to code models. [15] introduced a greedy search
mechanism to substitute contextualized tokens in code snippets
and performed black-box adversarial attacks.

VII. CONCLUSION

In this paper, we propose ALANCA, an active-learning
guided adversarial attack framework for neural code mod-
els. By performing semantic-preserving translations on code
and further refining with a designed adversarial discriminator
and token selector, ALANCA can conduct adversarial attacks
with high success rates, high generation quality, and good
adaptability to different targets. Specifically, we carry out in-
depth evaluations on four different code-understanding tasks
to demonstrate the effectiveness of ALANCA. It’s shown
that ALANCA can successfully confuse and neutralize diverse
neural models effectively and efficiently, including pre-trained
models and LLMs used in software engineering.
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