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Abstract—Most existing works reveal that the deep learning
system is extremely susceptible to adversarial examples (AEs),
which continually reverberate around the community of DL
testing. Consequently, adversarial attacks are exploited to test
the robustness of DL model, especially optimized gradient-based
technologies in white-box testing. Although AEs have achieved
competitive performance in fault revealing-ability and coverage
improvement-ability in DL testing, there is little research an-
alyzing the phenomenon theoretically. In this work, we give a
formal analysis between gradient-based attack and loss minima
of the loss function to prove that powerful adversaries will
share similar feature representations with a high probability.
Our extensive evaluation and theoretical analysis revealed that
(1) the optimized gradient-based technologies can only cover
several limited decision logic which is apparently contradictory
to the diversity of test suites, (2) the reasons why adversarial
examples can increase test coverage, and (3) the weaknesses of
AEs by comparing with search-based and fuzz-based test suites
generation technologies. Finally, our results prove that AEs can
efficiently discover the vulnerability of DL model but are not
suitable to explore more inner logic as test suites.

Index Terms—Deep Learning System, Adversarial Attack, Test
Suites

I. INTRODUCTION

Advances in deep learning (DL) have achieved remarkable
performance in the last decades. Unfortunately, the opacity
of DL decisions renders it difficult to understand the trust-
worthiness of the model in response to open-world scenarios.
Moreover, with the DL-based system entering the safety-
critical domains [1], [21], the attention to the vulnerability
of DL model is much more noticeable than before. Hence,
the software engineering community proposed that DL model
should have a more rigorous test process and more predictable
test outcomes, in order to prove the robustness and security of
the model. Following the definition of “ISO/IEC TR 29119-
11 Software Testing - Guidelines on the testing of AI-based
systems”, DL testing should basically satisfy the following
requirements: (1) high defects revealing-ability, (2) test suites
should be more diverse (i.e., triggering different logic), and
(3) test adequacy assurance (i.e., coverage criteria).

However, completely different from the traditional software
test, the decision logic of DL model follows a data-driven
programming paradigm which is determined by training data
rather than code logic. Naturally, the problem of adequately
testing DL model has been raised. Prior works claimed DL
model is susceptible to adversarial attacks which proposed
adversarial attack-based test suites generation technologies to
test DL model. The adversarial examples (AEs) can improp-
erly influence the pre-trained model which leads to the wrong

classification. Empirical studies [3] suggest that preventing
adversaries from computing effective AEs is unattainable
until now, which gives adequate confidence to DL testers
that AEs can achieve a high fault-revealing rate whatever
the robustness degree of given DL models. But it is worth
noting that the adversary searches for an optimal adversarial
perturbation which misclassifies the DL model from correct
label to targeted label. Following this line, the optimized
adversary will perturb the original example along with several
specific feature representations to minimize the loss between
the correct class and the targeted class. Generally, although
adversarial examples can efficiently detect the vulnerability of
DL model, they are not suitable to be test suites from the
perspective of test adequacy. It remains an open question that
what is the best test suites generation technology.

In this paper, we firstly investigate the several possible
explanations for AEs: that DNNs are too linear [4], that they
were trained with an insufficient number of training examples
[5], that images contain robust and non-robust features [6],
that a new conceptual framework called dimpled manifold
model [7] to demonstrate how the decision boundary between
classes evolves during training. Based on the aforementioned
explanations, we provide a theoretical understanding of ad-
versarial attacks from the perspective of connections between
gradients’ geometrical properties and local minima of the loss
function, which demonstrates that optimized AEs tend to fall
into several limited local minima. To systemically understand
our claim, we then combine feature visualization technologies
[8] and optimized gradient-based attack algorithms to reveal
AEs share similar feature representations. Furthermore, we
formally analyze why AEs can increase the common cov-
erage criteria (e.g., Neuron Coverage (NC), k-multisection
Neuron Coverage (KMNC), Top-k Neuron Patterns (TKNP)).
Thirdly, to explore better test suites generation technologies,
we compare the search-based, fuzz-based, and adversarial-
based test suites generation approaches. Our evaluation results
suggest that multi-objective search techniques can produce
more diverse test suites and cover more decision logic.

These findings prove that the AEs are suitable to be test
sites that cannot produce diverse output behavior. This paper
makes three keys contributions:

• We present theoretical analysis that the optimized AEs
have similar feature representations, which is the cornerstone
to prove that the existing AE algorithms cannot produce more
diversity.

• We formally analyze the reasons of AEs can increase
common coverage criteria, including random initialization, as



Fig. 1. A conceptual figure of adversarial attack

well as fixed optimized iterations, fixed perturbed step size,
and normalization of the gradient-step.

• We give empirical experiments and formal analysis to
demonstrate the following findings: 1) the inherent property
of AEs is contradict to DL testing in terms of triggering
more logics; 2) AEs can indeed increase the state-of-the-
art coverage; 3) search-based technologies have promising
performance compared with AEs.

II. BACKGROUND AND RELATED WORK

A. Notation

In this section, we first define several notions and abbre-
viations as follows. For a K-class (K ≥ 2) classification
task, given a training data S ∈ {xi, yi}(i=1,2,...,n) and test
data T which are assumed to be independent and identically
distributed(IID). In the training phase, let F(Θ, x, y) represent
the trained model with parameter Θ predicts the class of inputs
example x. Normally, the model parameters Θ update by back-
propagation to minimize the training loss L(FΘ(x), y), such

as the most commonly used cross entropy − log

(
efθ(x)y∑
j efθ(x)j

)
.

When facing a white-box attack, the parameters of trained
model F(Θ, x, y) are exposed to adversaries, such as weight
W and gradient G of the trained model. Hence, the adversary
can utilize the gradient of the targeted model to maximize
the classification loss L(FΘ(x+ δ), y) by adding well-crafted
perturbation δ, whilst ||δ||p ≤ ϵ is meant that adversarial
examples(AEs) must ensure perceptual similarity under ϵ -
constraint measured by Lp norm. As a result, the targeted
neural network will misclassify the adversarial input x+ δ as
yerr, that is FΘ(x+ δ) = yerr ̸= FΘ(x).

B. Adversarial Attack Algorithms

Many methods for generating such adversarial examples
(i.e. optimizing a perturbation ϵ) have been proposed. We now
summarize three state-of-the-art adversarial example genera-
tion methods (e.g. FGSM [4], PGD [9], C&W [2]).

Fast Gradient Sign Method(FGSM) Goodfellow et al. pro-
posed FGSM to find adversarial perturbation δ by computing

a single step along the input x gradient direction. Formally,
the adversarial perturbation δ is generated via:

δ = ϵ · sign(∇xL(FΘ(x), y)) (1)

in which ∇x is the partial derivative of x, sign(·) is a sign
function, and ϵ is sufficiently small perturbation parameter
such that ||δ|| ≤ ϵ. The original formulation is only consider-
ing L∞ norm, while there also exists L2 norm(i.e. ||δ|| ≤ ϵ)
version of FGSM as following:

δ = ϵ · ∇xL(FΘ(x), y)

∇x||L(FΘ(x), y)||2
(2)

Projected Gradient Descent(PGD) It is worth noting that
FGSM has a significant disadvantage that its target is creating
adversarial perturbations quickly by a single step, rather than
optimal perturbation. Many FGSM-variants existing, among
them Projected Gradient Descent(PGD) is the iterative opti-
mization method and consider the most powerful first-order ad-
versarial attack. Given a constraint set Sϵ = {z : d(x, z) < ϵ},
we optimize by following steps:

x′
0 = x0, (3)

xi+1 = Proj(Sϵ){xi − α(sign(∇xiL(FΘ(xi), yt)))} (4)

Here, x0 is random initialization for original x by adding
random noise in the range of (−ϵ, ϵ), xi+1 denotes the
generated adversarial examples at the xi iteration. Proj(Sϵ)

represents the projection function by clipping d(x, z) into
[x − ϵ, x + ϵ], α denotes step size. After i iterations of
perturbation, Proj function projects the AE back on the ϵ-
ball.

Carlini and Wagner attack(C&W) Unlike the fixed step
such as FGSM and PGD, Nicholas et. al proposed gradient-
based optimization attack C&W to seek the minimal pertur-
bation to fool the classifier. Until now, C&W is extensively
regarded as one of the strongest adversarial attacks. More
formally, we consider the following definition:

where α is a scaling constant to steer trade-off between
the objective function and lp-norm, L is a suitable objective
function which has seven alternative versions in Carlini and
Wagner [2]. The following objective function has optimum
performance.

L = max(max
i ̸=t

(Z(x+ δ))− Z(x+ δ)t,−κ) (5)

where Z(∗) is the softmax function of neural network, κ is a
tuning variable controlling misclassification confidence. More
specifically, for the reason of eliminating the possibility of
getting stuck in extreme regions, C&W attack introduces a
new variable w and optimizes over the following setting.

δi = 1/2(tanh(wi) + 1)− xi (6)



C. DL Testing and its limitation

The striking rise of demand to incorporate deep learning
(DL) components into security-critical domain [22], [33] re-
quires rigorous testing before deployment. Both the security
and software engineering community have developed several
most-existing technologies for testing DL-based systems. Test-
ing is checking whether the actual outputs match the expected
ones and ensure that the system is defect free from the per-
spective of software engineering, which comprises following
key test procedures (i) requirement analysis, (ii) test suites
generation, (iii) test oracle generation, and (iv) test evaluation.
More recently, many efforts have been put on generating test
suites [10]–[14], [16], [17], which can mainly be divided as
two research direction. One is that create adversarial examples
by adding unobserved perturbation to a fixed input. More
specifically, there are several optimized gradient-based adver-
sarial attack techniques have successfully proved that neural
network is extremely susceptible to adversarial examples, such
as PGD, C&W. Another line is coverage-based test suites
generation approaches which intend to explore more internal
decision logic of the neural network.

Inspired by the first research direction, there has been a
growing body of research carrying on gradient-based white-
box techniques for testing the robustness of DL model [24].
DeepGauge [17] proposed a multi-granular coverage criterion
based on NC which measures the proportion of neurons
activated in a neural network, including k-MNC, SNAC, NBC,
Top-k NC and Top-k NP. By utilizing standard adversarial
attacks to generate test suites, it finds that AEs can signifi-
cantly increase both the neuron-level and layer-level coverage.
Furthermore, Kim [14] proposed surprise adequacy (SA) for
testing DL system for guiding the selection of individual test
suite. The target of SA is measuring the surprise (diversity
and novelty) of the newly generated test suite compared with
the training data. The experiment result revealed that the test
suites with higher SA values are harder to correctly classify.
Recently on-going work [18] reveals the relationship between
neuron coverage and test deep learning, and claims that the NC
is not really closely related to system robustness, but without
any doubt that the adversarial examples can definitely increase
the neuron coverage. Hence, the demand for capturing the
intrinsic properties exhibited by neural networks gives rise a
natural research opportunity. DeepImportance [19] excogitated
an Importance-Driven test criterion that reveals the causal
relationship between internal neurons and the behavior of
neural networks by relevance propagation. The influential neu-
rons have been quantitatively divided into an automatically-
determined finite set of clusters to cover their behavior to a
sufficient level of granularity. This effort utilizes the adver-
sarial examples as test suites and calculates the combinations
of influential internal neuron clusters coverage. Most recently,
NPC [20] claimed that coverage criterion should be mapped
into internal decision logic, hence this work extracted Critical
Decision Paths(CDPs) to represent the control flow of the
DNN. Empirical study shows that error rate has a positive

correlation with NPC coverage by feeding AEs to DL model.
As aforementioned efforts, the combination between adver-

sarial examples and coverage criteria shows its usability to
test the robustness of DL system. However, it remains opaque
why these different coverage criteria could achieve a similar
increasing trend when feeding AEs as test suites.

D. The Explanation to Adversarial Examples

The adversarial attack is one of the concerning hindrances
to limit the deployment in safety-critical applications. Hence,
another line of research is exploring the cause of adversarial
examples and visualizing them [?], [?], [?], [?], [8].

Adversarial Example Explanations: There has not been
achieved consensus on the reason for existing AEs, but the
common explanations are from the following perspectives: the
curse of dimensionality [?], [4], the properties of data [?], [?],
[6] and model itself [?], [?]. More specifically, Goodfellow
et al. [4] argue that the main reason for AEs comes from
the linear part of the model, in which the perturbation can
significantly magnify as the dimension of weight increases.
Following this, Khoury et.al [?] provide theoretical and em-
pirical evidence that AEs arise when data lies on a lower
dimensional manifold in a high dimensional space. Other
studies show that AEs could arise due to properties of the
model itself, that the non-complexity of models [?], [?], that
the selection of activation function [?], [?], that the relationship
between robustness and network width [?], [?]. Apart from the
model, some papers explore to explanations in the data, such
as insufficient training data, and the extremely exceptional
samples in the data set. Further studies point out that the exis-
tence of robust features (useful and semantic-related) and non-
robust features (highly useful yet perturbation-sensitive) in any
figures, while non-robust features directly cause the presence
of AEs. Furthermore, AEs leave the manifold of training
data has been proposed by previous works, recent follow-up
work provides the Dimpled Manifold Model framework by
Adi Shamir [7] to describe the existence and properties of
AEs from a new geometric perspective and also provides a
more complete picture of this line of research. In this work,
we take the two complementary explanations from as basic
assumptions.

Visualization Technologies: In our works, the visualiza-
tion technologies including t-Distributed Stochastic Neighbor
Embedding (t-SNE) and Shapley values, are utilized to further
support our theoretical analysis. T-SNE [?], [8] is a technology
integrating dimension reduction and visualization. The Kull-
back–Leibler divergence (KL divergence) is regarded as a loss
function between similarity distribution over instance pairs
in the high-dimensional space and a probability distribution
over the points in the low-dimensional map. It then minimizes
the loss function to optimize the visualization result. Shapley
values [?] is a game theoretic approach to provide human-
interpretable visual explanations towards the decision of the
model.



Fig. 2. An example of conceptual figure

III. RESEARCH QUESTIONS

RQ1. What is the difference between the adversarial
attack and DL test? Previous works assume that the proposed
coverage criteria have a positive correlation with model qual-
ity. When AEs can efficiently enhance the coverage criteria,
this leads to the inescapable conclusion that AEs can be
regarded as test suites. Hence, AEs are empirically utilized to
test the DL model in existing schemes to certify the availability
of proposed coverage criteria. Following this logic, adversarial
attacks are not naturally designed to test models, there is the
existing inherent difference compared to DL test.
RQ2. The relationship between adversarial examples and
coverage criteria Without any doubt that adversarial examples
can significantly increase the coverage criteria such as NC
or NC-variants, but there is no clear explanation for the
empirical experimental result. Hence, in this paper, we try to
explain the phenomenon theoretically from the perspective of
an optimized-based adversarial attack algorithm.
RQ3. What technology is better to generate test suites for
DL testing? Most existing works proposed several test suites
generations (e.g. fuzz-based [13], [25], search-based [26], [27]
and adversarial attack-based), there are a little works give
a plausible comparison results under the requirements from
testing.

IV. STUDY METHODS

This section describes datasets, DNN models and optimized-
based adversarial attack algorithms used for our empirical
experiments. And then we also give formal formula derivation
to prove Theorem 1. Finally, we design the experiments for
our research questions.

A. Basic Assumption

Assumption 1: The Robust Features Model
The phenomenon of adversarial examples is a natural con-

sequence of the presence of highly predictive but non-robust
features in standard datasets. Specifically, the model inevitably
exploits non-robust features and robust features to predict,
while the number of highly predictive but non-robust features
and robust features is limited. For details, please refer to [6].

Assumption 2: The Dimpled Manifold Model The As-
sumption comes from the Dimpled Manifold Model [7] of
Adversarial Examples in Machine Learning that introduce a
new conceptual framework for how the decision boundary
between classes evolves during training called the Dimpled
Manifold Model.

Both assumption 1 and assumption 2 are not contradictory
but complementary, because assumption 1 focuses on what
DL has learned from training which is a more human-centric
approach, while assumption 2 concentrates on utilizing geo-
metric intuition to show how the decision boundary changed
between classes evolves during the training process. Clearly,
We can thus associate the off-manifold dimensions with the
non-robust features. On the other hand, the on-manifold di-
mensions correspond more closely to the human-noticeable
robust features.

B. Formal Theoretically analysis

In this part, we theoretically prove that the optimized
gradient-based adversarial examples are not inappropriate to
be test suites in respect of test coverage.

Specifically, our analysis has two steps, one is that establish
a theorem on the basis of defending against adversarial attacks
by the honeypot approach [23]. Given its mathematical proof
and preliminary results showing that an optimized attacker will
fall into an artificial large local minimum of the loss function
with high probability. In other words, the honeypot focuses
on exploring the relationship between the optimization attack
algorithms and trapdoor, while our work focuses on exploring
the relationship in AEs generated by attack optimization algo-
rithms. Hence, our theorem rising: given a normal model, the
optimized attacker will probabilistic search the perturbation at
multiple local minima of the loss function and the conceptual
figure is shown in Fig.2.

Definition 1. Given a trained model FΘ, ∃||∆||p ≤ ϵ added
to the model input such that any arbitrary input x ∈ T where
FΘ(x) = yt, we have Pr(FΘ(x+∆) ̸= FΘ(x) = yt) ≥ 1−u
& minL(FΘ(x), yt) which means the smallest loss at x is to
label yt. Here, u ∈ [0, 1] is a small positive constant. An
optimized attack strategy A(∗) attempts to find the minimal
perturbation δ such that FΘ(x + δ) ̸= FΘ(x) = yt, which
called A(∗) is (v,FΘ, yt)-effective on x if Pr(FΘ(A(∗)) ̸=
FΘ(x) = yt) ≥ 1− v. Here, v is a small positive constant.

The following theorem shows that a trained model FΘ

enables an adversary to launch a successful adversarial input
attack. The detailed proof is demonstrated as follows.

Theorem 1. Let FΘ be a trained model, g(x) be the model’s
feature representation of input x, if the feature representations
of adversarial input g(A(x)) = g(x + δ) and g(x + ∆) are
similar, such as the cosine similarity cos(g(A(x)), g(x+∆)) ≥
ζ and ζ → 1, we have the attack A(x) is (u,FΘ, yt)-effective.

Proof:The theorem assumes that FΘ(x) is composition of
non-liner feature representation g(x) and a linear function:



FΘ(x) = g(x) ◦ L. Thence, after adding a perturbation ∆ to
model input, we have:

minL(FΘ(x+∆), y) & Pr(FΘ(x+∆) ̸= FΘ(x) = yt) ≥ 1−u
(7)

L(FΘ(x+∆), y) can be approximated with a linear function
surrounding x0 = x + ∆ by computing its first-order Taylor
expansion:

L(FΘ(x+∆)) ≈ L(FΘ(x)) +∇xL(FΘ(x))(x− x0) (8)

Here ∇xL(FΘ(x)) represents the partial gradient from x
toward x+∆, which implies that the most effective direction
of locally changing the prediction result and minimizing the
loss by perturbing input away from x. Then,

∇xL(FΘ(x)) = −∇x lnFΘ(x) = η (9)

where η represents the gradient value to label yt for given
x. Since ∇x lnFΘ (x) = ∇x ln(g(x) ◦ L) = c∇x ln g(x) ◦ L,
we can focus on partial derivative of g(x) while discarding L
and constant c. We have:

∂[L(FΘ(x+∆))− L(FΘ(x))]

∂x
=

∂[ln g(x)− ln g(x+∆)]

∂x
(10)

Pr

[
∂[ln g(x)− ln g(x+∆)]

∂x
≥ η

]
≥ 1− u (11)

Thence, under the condition of cos(g(A(x)), g(x+∆)) ≥ ζ
and ζ → 1, we assume that g(A(x) = g(x + ∆) + γ where
|γ| ≪ |g(x+∆)|. Next, we follow the proof [23] which implies
that gradient-based adversary can approach the minima of loss
L(FΘ(x+∆)) when g(x+ϵ) has similar feature representation
with g(x+∆). Specifically, because of |γ| ≪ |g(x+∆)| & |γ|
is independent on x, we have

∂(g(x+∆) + γ)

∂x
=

∂g(x+∆)

∂x
(12)

1

g(x+∆) + γ
≈ 1

g(x+∆)
(13)

Finally, by substituting the known conditions into the
Pr

[
∂[ln g(x)−ln g(x+ϵ)]

∂x ≥ η
]
, we have

Pr

[
∂[ln g(x)− ln g(x+ ϵ)]

∂x
≥ η

]
=Pr

[
1

g(x)

∂g(x)

∂x
− 1

g(x+ ϵ)

∂g(x+ ϵ)

∂x
≥ η

]
=Pr

[
1

g(x)

∂g(x)

∂x
− 1

g(x+∆) + γ

∂(g(x+∆) + γ)

∂x
≥ η

]
≈Pr

[
1

g(x)

∂g(x)

∂x
− 1

g(x+∆)

∂(g(x+∆))

∂x
≥ η

]
=Pr

[
∂[ln g(x)− ln g(x+∆)]

∂x
≥ η

]
≥1− µ.

(14)

When adversarial input g(a + ϵ) has similar feature rep-
resentations with the local minimum of loss function, the
attack strategy is (u,FΘ, yt)-effective. Hence, we claimed
that existing powerful optimized attack searches for small
perturbations to minimal loss along the gradient, which means
the adversarial inputs generated by the same label have a
greater chance to share similar feature representations. The
verification of our theoretical analysis will show in the fol-
lowing empirical experiments of RQ1 and RQ2.

V. EMPIRICAL RESULT

A. Experimental Design

Adversarial attacks aim at creating perturbed inputs to
achieve two primary objectives-maximizing loss while keeping
lp-norm distance from the original inputs. To answer RQ1,
we first generate a large set of adversarial examples under
l2 version of adversarial attack technologies for highlighting
its visually noticeable difference. Then, we perform the vi-
sualization technologies (e.g., t-SNE and Shapley values) to
AEs, which can illustrate the change of feature representations
between normal examples and AEs. This process aims to
verify the conclusion that the powerful adversarial attacks
will share similar adversarial feature representations with a
high probability. Ideally, we would expect to see the feature
representations of adversarial perturbations will converge to
several specific patterns. To answer RQ2, we calculate the
coverage metric value (i.e., NC, KMNC, TKNP, NPC) change
by adding AEs generated by FGSM, PGD and C&W. Second,
we compare the growth of coverage under different adversarial
attacks and try to explain the phenomenon theoretically. To an-
swer RQ3, we conduct the following experiments. Firstly, we
utilize different test generation techniques such as Fuzz-based,
search-based (coverage criteria-based), and PDG (gradient-
based) to generate test suites, against the same model. Sec-
ondly, we calculate the defects-revealing capability of different
test generation techniques and compare the quality of test
suites by comparing their (similarity or logic coverage).

B. Experiments Setup

We follow the configuration of Reference [17] and [18].
More details about the architecture of all DNNs under test set
and attack configurations are exhibited in Table.I.

TABLE I
LIST OF ABBREVIATED NAMES

Variable Values
Adversarial attacks FGSM, PGD, C&W

DL models Lenet1, Lenet4, ResNet56, DenseNet121
Datasets MNIST, CIFAR-10

ϵ Limit (PGD) 1/255, 2/255, 3/255, 4/255, 5/255
Confidence (C&W) 0 ,20

Datasets and DNNs Architectures
MINIST [28] is a well-known handwritten digit dataset

that seeks to recognize 10 classes of 28*28*1 gray-scale
pixel images. For this dataset, both well-recognized neural
network architecture Lenet1 and Lenet4 [29] were utilized



Fig. 3. The classification accuracy of four classifiers on AEs crafted by FGSM, PGD and C&W with increasing perturbation size. Strong attacks including
PGD and C& W can succeed most of the time (more than 95%). All AEs were generated in a white-box setting.

in our experiments. CIFAR [30] is a 32*32*3 RGB image
dataset for 10 mutually excursive classes including airplanes,
cars and et.al. We select two CNNs models(ResNet56 [15],
DenseNet121 [31]) which achieve competitive performance
under this dataset.
Experiment Configuration and Results

When it comes to attack configurations, FGSM, PGD and
C&W attack technologies were utilized to generate the adver-
sarial examples.

C. RQ1: Relationship between AEs & DL testing

Many efforts [17], [20] utilize the AEs to test the robust-
ness of DL model, but without declaring the usage scope.
It definitely can generate test suites to fool the model, but
the difference is that adversarial attack is ad-hoc and aim
to generate similar AEs. Following the theoretical analysis
of Theorem 1, we proved that if the feature representations
between adversarial input x+ ϵ and well-crafted perturbation
x+∆ which results to minimal loss are similar, the adversarial
attack technologies are efficient. In other words, existing
powerful optimized attack searches for small perturbations to
minimal loss along the gradient, which means the adversarial
inputs generated by the same label have a large possibility
to share similar feature representations. Hence, the external
expression of the similar feature representation will exhibit
similar neuron activation patterns. While DL testing aims not
only to generate more incorrect inputs but also systematically
explore more decision logic of the model [20]. From this

perspective, the adversarial examples can only cover limited
several decision logics in the theoretical proof.

We conduct the empirical experiments on the MNIST and
CIFAR datasets and generate the adversarial examples by
l2 version of PDG and C&W attack technologies in Fig.
4 and Fig. 5. The columns in both two figures from left
to right are the clean image, the adversarial image, and the
adversarial perturbation (maximally amplifying its entries to
the full range of [0, 1] to make it visually clearer). From
the simulated results, we found that the powerful attacks (e.g.
PDG or C&W) are more potential to craft the semantically-
interpretable perturbation under l2 norm, which also can be
reflective of the Assumption. 1 and Theorem. 1. The latent
feature representations which the human visual system would
understand are regarded as robust features. Under the con-
straint of the minor magnitude of C&W perturbation distance,
this attack procedure will change the pixels that are most
influential for the model’s predictions, which leads to fea-
ture representations of adversarial perturbation aligning better
with human perception. Hence we can extract the human-
aligned information by amplifying adversarial perturbation.
More specifically, in Fig. 4, the PGD attack attempts to close
the ”7” figure’s circle to create a ”9” figure, and blacken the
loops in the ”4” to get a ”9” on MNIST. Additionally, this
phenomenon isn’t just unique to MNIST as PGD also can
produce the same kind of visible perturbation on a CIFAR
trained model. On the left of Fig. 4, PGD attempts to add
two tires to the boat which makes it look more like a truck. In



Fig. 4. PGD attack to MNIST and CIFAR

Fig. 5. C&W attack to MNIST and CIFAR

Fig. 5, the C&W attack also has such similar phenomenon, that
enlarges the ear of cat to construct the wings of airplane, that
the tail of dog is emphasized to turn the dog into a horse. Our
results evidently demonstrate that the powerful attacks tend to
produce plausible AEs following that gradient, which looks
more semantically meaningful rather than randomly-looking
to humans. Hence, we believe that AEs will activate inherent
neuron patterns for every class.

To better illustrate the difference between adversarial and
normal feature representations, we visualize the 2D embed-
dings of the deep features for adversarially perturbed airplanes
using t-SNE in Fig. 6 on ResNet56. More specifically, low
dimensional representations of PGD and C&W attack are more
clustered rather than scattered in each class’s representation
space (e.g. FGSM). In addition, we also visualize the projected
representations of adversarial truck, ship, horse and airplane
under PDG and C&W attack. Clearly, the projected adversarial
representations of each class tend to flock together, which
also proves the correctness of Theorem 1. Furthermore, we

utilize the visualization technology (e.g. Shapley values) to
present the strength for feature contribution to the final output
in Fig. 8. The ”blue” and ”red” colors indicate the negative
and positive contributions to outputs, respectively. Clearly, we
observe that PGD and C&W AEs are basically aligned with
semantic understanding from human vision. For instance, the
core positive contribution of mistaking ”3” for ”6” is fill-in
the bottom ring of the ”3” figure. Another finding is that
the main positive contributing features that lead to model
misclassification are often clustered together.

In conclusion, by visualizing adversarial perturbation, nor-
mal/adversarial feature representations, and important features
to prediction, we verified theorem 1 and claimed that the
inherent proprieties of optimized adversarial attack algorithms
determined that AEs can generate similar incorrect inputs
or neuron activation patterns but not more diverse, which
is contradictory with testing requirements in terms of model
coverage.

In conclusion, we maximally amplify the adversarial per-



Fig. 6. Visualizations of MNIST and CIFAR-10 test data penultimate layer representations. Each row is a dataset, while each column the distribution under
an attack.(a) shows only the projected representations of clean data. (b), (c), and (d) show faded non-adversarial points along with black points corresponding
to FGSM, PGD, and CW adversarially perturbed airplanes, respectively.

Fig. 7. Visualizations of CIFAR-10 test data penultimate layer representations under PGD and C&W attack. We select truck, ship, horse and airplane as
examples.

turbation and visualize feature representation to demonstrate
the validity of theorem 1. We also assert that the inherent
proprieties of optimized adversarial attack algorithms deter-
mined that AEs can generate similar incorrect inputs or neuron
activation patterns but not more diverse, which is contradictory
to testing requirements in terms of model coverage.

D. RQ2: Relationship between AEs & Coverage Criteria

Existing coverage criteria cannot formally explain the in-
herent connection with the model, but what we can ensure
is that AEs can explicitly improve the aforementioned cov-
erage criteria. Nevertheless, existing works almost attempt to
demonstrate the applicability of the proposed coverage criteria
by comparing the coverage of the original examples

and adversarial examples. Table. II shows the comparison of
average percent increases in coverage criteria over the baseline
of randomly clean test suites. We select four off-the-shelf
coverage criteria as the baseline of the evaluation: Neuron
Coverage (NC), k-Multisection Neuron Coverage (KMNC),
Top-k Neuron Patterns (TKNP), and Neuron Path Coverage

(NPC). Note that we set the threshold of activation value equal
to 0.2 because highly activated DNNs are difficult to increase
coverage under the lower threshold, while only small portions
of neurons have been activated under too higher threshold.
For KMNC and TKNP, we follow the experimental configu-
ration in DeepGauge [17], in which KMNC divides the range
[lown, highn] into k=1000 equal sections and TKNP sets top-
2 neurons on each layer. For NPC, we set the simplest version
of experimental configuration as [20] and set α, β and k are
0.7, 0.6, and 1 respectively. In this work, we do not discuss the
inherent correlation between model quality and coverage crite-
ria. Specifically, we find that all AEs can efficiently improve
the existing coverage criteria (e.g. NC, KMNC, TKNP and
NPC), particularly the top-K neuron patterns (TKNP) show
a high distinguishing capability to find the defects in DL
model as shown in Table. II. From Fig. 9, NC, KMNC, and
NPC have a similar increasing pattern in that the coverage
increases rapidly at the beginning and then keeps a steady but
slow-growing performance. Noting that TKNP basically shows
linear growth as increasing with AEs which also reflected in



Fig. 8. SHAP values of adversarial features to model output.

FGSM PDG C&W
Model NC KMNC TKNP NPC NC KMNC TKNP NPC NC KMNC TKNP NPC

LeNet-1 22.59 14.88 38.90 15.67 20.78 6.31 29.50 10.89 18.70 10.85 37.9 11.23
LeNet-4 18.26 15.73 50.69 13.43 19.98 14.10 48.59 7.76 18.09 4.82 48.78 9.89
ResNet56 12.86 14.59 60.78 10.76 13.80 10.10 56.89 8.87 10.90 15.59 47.89 10.23
DenseNet121 10.08 10.46 58.78 10.50 9.08 7.67 57.78 9.87 8.82 10.87 40.89 13.38
Average 15.95 13.92 52.29 12.59 15.91 9.55 48.19 9.35 14.13 10.53 44.32 11.18

TABLE II
THE AVERAGE PERCENT INCREASE OF EXISTING COVERAGE CRITERION (NC, KMNC, TKNP, NPC ) ON AES OVER THAT ON ORIGINAL IMAGES

Answer to RQ1: Our theoretically analysis and empirical
experiment demonstrate that optimized gradient-based
attack methods only cover limited several neuron activate
patterns. Hence, the common thing between DL testing
and AEs is generating incorrect inputs to test DL model.
Differently, AEs tend to be similar incorrect inputs, which
cannot trigger different logic of the model, while DL test
should ensure diversity and adequacy.

[32]. However, there is little work to analyze why the AEs
can improve coverage. Yan [32] conclude that optimization
algorithms have the implicit capabilities of exploring different
activation patterns by following the direction of gradients, but
without giving more detailed explanations.

As such, we plan to analyze this experimental result from
Theorem 1. Firstly, we can infer that the optimized adversarial
attack technologies try to minimize the loss function, but in a
normal model, there are existing many local minima in the loss
function. Under limited of (1) fixed optimization iterations,
(2) fixed step size and (3) random initialization, the optimized
adversarial attack technologies potentially find the perturbation
ϵ which falls to different points around the local minima.
Intuitively, almost every distribution range of projected rep-
resentations of adversarial examples exceeds that of clean
examples from Fig. 6 and Fig. 7. Moreover, we can see that all
mentioned coverage criteria share a similar increasing pattern
in Fig. 9. Hence, we believe that optimized adversarial attacks
can actually activate more neuron patterns along the direction
of gradient. Of particular note is that the adversarial attack
(FGSM) with perturbation size (L∞ − norm), can efficiently

improve the coverage criteria than optimized-based adversarial
attacks(e.g. PGD, C&W). We believe that it mainly attributes
to L∞ normalization. The equation (1) and (2) present the
difference between L∞ normalization and L2 normalization.
Clearly, we add or subtract the ϵ-size perturbation to each
pixel which is no longer the optimal direction to misclassify
the model, while the L2 version remains the direction of
gradient unchanged. Hence, we can understand that FGSM
adds randomly-looking perturbation to the original image and
randomly activates more neuron patterns (e.g. NC, KMNC,
TKNP and NPC).

Answer to RQ2: AEs can efficiently improve the cov-
erage criteria such as NC, KMNC, TKNP and NPC,
because the the optimization algorithm can explore the
different activation patterns along the direction of gra-
dient for the following reason: (1) fixed optimization
iterations, (2) fixed step size, (3) random initialization
and (4) normalization norm.

E. RQ3: Exploring suitable test suites generation approaches
Several test suites generation approaches have been pro-

posed such as Fuzz-based, and search-based generation tech-
nologies. To answer RQ3, we investigate the experiments on
MNIST and CIFAR datasets to generate the test suites by Dee-
pHunter (coverage criteria based Fuzz) [12], PDG (gradient-
based), and search based [26] against DL models, hereafter
these test suite generation technologies will be abbreviated as
DH , DP and DS respectively. DeepHunter performs metamor-
phic (e.g. semantic-preserving) fuzz to produce the test suites



TABLE III
COMPARISON OF ATTACK IMAGES GENERATED BY DEEPHUNTER DH , PDG DP AND SEARCH-BASED TECHNOLOGY DS IN TERM OF ATTACK SUCCESS

RATE AND NPC

Attack Success Rate(%) NPC (%)
Model DH DS DP DH DS DP

LeNet-1 90.2 87.6 100.0 80.4 88.0 40.8
LeNet-4 86.4 90.7 100.0 75.9 87.6 38.4
ResNet56 88.6 80.5 90.9 55.6 60.9 37.3
DenseNet121 80.7 85.5 86.8 75.3 77.5 43.3

Fig. 9. The coverage increasing by adding AEs.

under the feedback from multiple pluggable coverage criteria.
Search-based technologies can combine with various existing
meta-heuristics to seek out the approximate optimal solution,
while the solution optimality is judged by the fitness function.

We compare them from the following aspects: We first com-
pare the attack success rate of these methods by calculating the
percentage of DH , DP and DS that can lead to misprediction.
Secondly, we compare the quality of test suites by calculating
their capability of exploring more diverse logics. Noting that
NPC was proposed to measure the adequacy of test suites
in exploring the decision logic. Hence, We use NPC as an
indicator to assess the quality of test suites. From the exper-
imental result in Table. III, we found that the AEs generated
by PGD basically achieve almost 100% attack success rate on
all models and datasets, while DG and DS achieve relatively
lower attack success rate compared with DP . On the other
hand, we found that DS achieved the optimal results on the
NPC, which indicated that search-based test suite generation
technology DS can explore more decision logics from the
perspective of NPC. These findings preliminarily demonstrate
that optimized adversarial attacks have remarkable advantages
in revealing the defects of models, but search-based test suites
generation technology is a promising direction to reduce the
test space and explore more diverse logic of models.

Answer to RQ3: Search-based test suites generation
technologies achieve better performance compared with
AEs and Fuzz technologies in terms of test sufficiency.
We believed that this research direction can closely con-
nect with existing coverage criteria and other objectives
to guide test suites generation.

F. Discussion

These findings naturally prompted two further research
directions. (1) Design a novel optimized objective for existing
adversarial attack algorithms to generate more diverse test
suites, rather than aiming at maximizing loss while keeping
lp-norm distance from the original inputs. Regularization tech-
nique that can be seamlessly integrated into existing adver-
sarial attack methods to promote neural activation diversity.
(2) Explore various test suites generation technologies in the
community of software engineering, especially search-based
technology is the key direction of future research to test
DL model. Although AEs are closely corrective with existing
coverage criteria in given theoretical and empirical analysis,
there is no formal analysis that these criteria are correlated
with model robustness. In future work, we also look forward
to proposing a more plausible coverage criterion to establish
a close connection with model quality.

VI. CONCLUSION

To the best of our knowledge, our work is the first to
formally claim the contradiction between the inherent prop-
erties of existing AE algorithms and the requirements of
DL test. In this paper, we provide theoretical and empirical
evidence that the optimized adversarial examples (AEs) tend to
activate several limited neuron patterns compared with normal
test suites under the formula derivation and visualization
technologies. Using this, we further give a formal analysis
that AEs can dramatically enhance existing coverage criteria.
Finally, given preliminary comparison results in different test
suites generation technologies show that search-based test
suites technologies are a promising direction to test DL model.
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